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Tai liéu nay nhim myc dich huéng dan tich hgp API VNPT eContract.
1.2 Pham vi
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1.3 Tai li¢u lién quan

N/A

1.4 Giai thich tir ngir va cac chir viét tit

Thuat ngir

M/O

Mandatory/Optional

L.5 Cac quy wée chung

Loai

Quy wéc

1.6 Méi truong poc:

Thong tin
Domain API

https://gateway-bus-econtract-v2-poc.vnpt.vn/

Domain

https://econtract-v2-poc.vnpt.vn/

1.7 Méi truwong prod:

Thong tin

Domain API gateway-bus-econtract.vnpt.vn
Domain econtract-v2.vnpt.vn
II Mo ta API:

I1.1 API lién quan Pang nhap

I1.1.1 API Pang nhap

- MBb ta: API cung cap phuong thirc xac thuc nguoi ding va khai tao phién lam viée trén hé

thong VNPT eContract.

- URL: https://<domain API>/ users-profile-service/auth/login
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- Method: POST

- Header Params:

M/O Description

Content-Type String application/json
- Request Body:
Name Type M/O Description

client_id String M La ma dinh danh ma Dich vu cung cép cho ting
dung Khach hang dé st dung dich vu

client_secret String M La ma bi mat ma Dich vu cung cip cho tng
dung Khéch hang dé st dung dich vu

khachhang_id String O Id ciia Khach hang hodc Déi tac cua Khach hang
st dung Dich vu

taikhoan String M Tén truy cap Nguoi dung dau cudi (Nhan vién
khach hang, nhan vién doi tac)

matKhau String M Mat khau Ngudi ding dz‘i,u cudi (Nhan vién
khach hang, nhan vién doi tac)

nenTangld Int M Nén tang tich hop:
1 Web
2 Android
3 i0S
4 SDK Web
5 SDK Android
6 SDKiOS

- Success Response:
Params Type Description

message String Ma két qua request tir hé thong

object Object Két qua tra vé khi thyc hién thanh cong, co
chtra access token ctiia nguodi dung

Object. accessToken String Ma truy cép tuong ting phién lam viéc Nguoi
dung

Object. expiresAt String Thoi gian hét han phién lam viéc twong tmg
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Ma truy cép Nguoi dung

- Example:

Request

curl 'https://gateway-bus-econtract-v2-stag.vnptit3.vn/users-pro-
file-service/auth/login' \
"Not)A;Brand";v="99",

"Chromium";v="127"" \

-H 'sec-ch-ua: "Microsoft Edge";v="127",

-H 'Pragma: no-cache' \

-H 'Accept-Language: vi' \

-H 'sec-ch-ua-mobile: 20' \

-H 'Authorization;' \

-H 'User-Agent: Mozilla/5.0
bKit/537.36 (KHTML, like Gecko)
Edg/127.0.0.0" \

-H 'Content-Type:

(Windows NT 10.0; Winoc4d; x64)
Chrome/127.0.0.0 Safari/537.36

AppleWe-

application/json' \

-H 'Accept: application/json, xRN

-H 'Cache-Control:

text/plain,
no-cache' \
-H 'Referer: https://econtract-v2-stag.vnptit3.vn/"' \

Request-data

-H 'sec-ch-ua-platform: "Windows"' \
--data-raw '
{

"taiKhoan": "***'",

"matKhau': "***",

"client id": "",

"client secret": "",

"khachhang id": "",

"nenTangId": 4
} Al

Response headers

Content-Type: application/json

Response body

{

"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",
"object": {
"accessToken": "eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOiJhZGlpbm—

todGF3YWNvIiwiU29HaWF5VG81i0iIwNDkwOTEWMTc4MzI1iLCIyb2xlcyI6WyJFQ1QwM-
DAiXSwiTmVuVGFuZ01lkIjoOLCJIJpc3MiOiJWT1BUIEVDb250cmFjdCIsI1Rob25nVGlu-
VGFpS2hvYW41i0iJhZGlpbmtodGEF3YWNVvIiwiVGFpS2hvYWS5JZCI6NiwiVGVuUVGEp—
S2hvYW410iJBZGlpbiBUYXdhY281iLCJHaW9pVGluaElkIjoxLCIMb2FpR21heVRvI-
jo00CwiZXhwIjoxNzIOMDM20DE2LCIpYXQiOjE3MjQwMzMyMTYsImpO0aSI6I—
JUSYTcINWEOLTkSNTYtNDNkNS1iMmMOLWQzN2RmY2Q5ZDRhMSJ9.verY3xalpCIs—
d7CESS9-N9U28tFMUfRmebfofa7eTc ZEkQ56yIIdi9pCi-MJVhMOWRTPppEX—
A3Tw82YrpOB4G7W5T6nn] 5KZwvC-h068Wu7nniI-EEQP Px1jxJXwylHQLOBpsG-
WXfEMvcjXHo7pntn8ycGm6tKNDSRvrC7eET1JRESWWAhUThQjWWK—

DROVQ2rC OnXYssNHXQAx80NFJIpX2IiG6BoeAHEgQVUSS-RMgQGwwu b74PIc—
24WQ1ldy-M63gcvEm9axJzu79NoLfz4Hk-0EglxJ6hAfjjFZ 3RAvdgrvY-—
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i

OCKJ 094qjOm3U0G4pz5gIMoX3-YnOHNeal2Q",
"2024-08-19T02:06:56.438+00:00",
"2024-08-19T03:06:56.438+00:00",

"issuedAt":
"expiresAt":

"roles":

"danhSachNhom": [],
"trangThaiTaiKhoanId": 1,
"trangThaiKichHoatId": 1,
"refreshToken": null

I1.1.2 API Ping nhip bing ma truy cip

- M0 ta: API cung cap phuong thirc xac thuc nguoi ding va khoi tao phién lam viée trén hé

thdng VNPT eContract bang mi truy cip.

- URL: https://<domain API>/ users-profile-service/auth/login-ktk

- Method: POST

- Header Params:

Description

Content-Type String application/json
- Request Body:
Name Description

client_id String La ma dinh danh ma Dich vu cung cap cho ung
dung Khach hang dé str dung dich vu

client_secret String La ma bi mat ma Dich vu cung cap cho ung
dung Khach hang dé str dung dich vu

emailSdt String Email hoic s6 dién thoai ctia tai khoan 1 lan

maTruyCap String Ma truy cép

nenTangld Int Nén tang tich hop:
1 Web
2 Android
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3 iOS
4 SDK Web
5 SDK Android
6 SDKiOS
- Success Response:
Params Type Description
message String Mi két qua request tir hé thong
object Object Két qua tra vé khi thuc hién thanh cong, co
chtra access token ctia nguoi dung
Object. hopDongld Int Id hop dong can ky
Object. accessToken String Ma truy cép tuong ting phién lam viéc Nguoi
dung
Object. expiresAt String Thoi gian hét han phién lam viéc tuong (g
Ma truy cép Nguoi dung
- Example:
Request curl 'https://gateway-bus-econtract-v2-stag.vnptit3.vn/users-pro-

file-service/auth/login-ktk' \
-H 'Content-Type: application/json' \

Request-data

--data-raw '

{
"emailSdt": "xEXT,
"maTruyCap": "***",

"client id": "",
"client secret": "",
"nenTangId": 4

} Al

Response headers

Content-Type: application/json

Response body

{
"message": "ECT-00000000",
"statusCode": 200,

"status": "OK",
"object": {
"hopDongId": 8229,
"accessToken": "eyJhbGciOiJSUzI1INi1iJ9.eyJzdWIiOiJvbmUxZHV4d-

HF4MiIsIndvbGVzIjpbIkVDVDAWMCIsIkVDVDAzZMCJIALCJOZWS5UYWSNSWQiOjEsImlz—
cyI6I1Z0OUFQQRUNVbNRYYWNOIiwiVGhvbmdUaW5UYW1LaG9hbiI6ImOuZTFkdXh0cX~
gyliwiVGVuVGFpS2hvYW410iJ0aHR1c3QiLCIJUYW1LaGO%hbklkIjoxNDM4MywiVHIhb-
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mdUaGFpVFRJIZCIOMCwiTmhvbUtoYWNoSGFuZ01lkIjoyLCIMb2FpS2hhY2hIYW5Nn—-
SWQi0jIsIklkZW50aWz5Q29kZSI6IjUINTUINTcO0D80PzdjYmk9aH10eH10Pjc90-
JO3NTo1lPz83QkRDQVNHRENCS1IhNRUAEQO1CUOdVNYISInRpZXI101JkZXYiL~
CJUSOtISUQiOjk20TMzLCJIhdGkiOiIyNjkwNDJI1IMi05NzQ5LTRINDULY jkx~
Mi02ZDglZTExNTQ4ZmUiLCJ1leHAIOJE3NDc2MjYS5NDcsI1RIbktoYWNoSGFuZyI6Ik—
tow6FjaCBow6bBuZyBraMOObmcgdMOgaSBraG hugNuliwiaWFO0IjoxNzQ3NjIzMzQ3L-
CIJEYW50U2FjaE50b20101siTkhPTVOLSE9ORIRBSULtITOFOX0tZI10sImpOaSI6Il-
JI20TAOMmMUYLTk3NDktNGMONS1iOTEyLTZkODVIMTEINDhmZSIsIktoYWNoSGFuZ01lk-
I7050Tk50T19.202 YGg24QtYLV10Zdb02J45hgAzF bzZrwPvRuLld-
kQ7tUF£fT8VHigqLrdgFGmuzZuXX7gTRq3yVmi2DXkVpfKPRi4EnybuullvzfhACcynon-
NgidsNmexgsB 45dmXDPStMEOCxDHUQXH4uKQfic o-plbFtYbjGlMtésewdKt-
snipTH49dhPnK-bzswInZFXtjJ1PSfj18IHXjO-

WowzuliFnk1P8Rm dA61ladASp4heEIKGEfLWUuWVRUKI9ROeR-FG9arusJyjSH-
nx4zelFNB-JYDjWHsLclBmwdJwdCOwtYG]3pcImDLIfNp4cw2QPGLOXt61iFzjdB-
BzEzzbgGoTQ",

"issuedAt": "2025-05-19T02:55:47.186+00:00",

"expiresAt": "2025-05-19T03:55:47.186+00:00",

"roles": [

"ECTOO0O",
"ECTO030"

1,

"danhSachNhom": [

"NHOM KHONGTAIKHOAN KY"

1y

"trangThaiTaiKhoanId": 1,

"trangThaiKichHoatId": 1,

"refreshToken": "eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOiJvbmUxZHV4d-
HF4AMiIsInJdvbGVzIjpbIlkVDVDAWMCIsIkVDVDAzZMCJIALCJOZWS5UYWSnSWQi0jEsImlz—
cyI6I1ZOUFQgRUNVbNRyYWNOIiwiVGhvbmdUaWSUYW1LaG9hbiI6Im9uZTFkdXh0cX~
gyIliwiVGVuVGFpS2hvYW41i0iJ0aHR1c3QiLCJUYW1LaGO%hbklkIjoxNDM4MywiVHIhb-
mdUaGFpVFRJIZCI6GMCwiTmhvbUtoYWNoSGFuZ01lkIjoyLCIMb2FpS2hhY2hIYW5n—
SWQiOjIsIklkZW50aWz5029kZSI6IjUINTUINTcI0D80PzdjYmk9aH10eH10Pjc90~
JO3NTolPz83QkRDQVNHRENCS1IhNRUAEQO1CUOdVNYIsInRpZXI1i01JkZXYiL~
CJUSOtISUQiOjk20TMzLCJIhdGkiO1iIyNjkwNDJIMi05NzQ5LTRINDULY jkx—
Mi02ZDglZTExXNTQ4ZmUiLCJ1eHAIOJE3NDc2MzAINDcsI1R1IbktoYWNoSGFuzZyI6Ik—-
tow6FjaCBow6BuZyBraMOObmcgdMOgasSBraG hugNuliwiaWFO0IjoxNzQ3NjIzMzQ3L-
CIEYW50U2FjaE50b20101siTkhPTVILSE9ORIRBSULITOFOX0tZI10sImpOaSI6I-
Jk1IMmJIkMDF1LWEINTYtNDI4MiOS5NTQ2LWM3YWUSYzAYY2RmMyIsTktoYWNoSGFuZ01lk~
I3050Tk50T19.Kbo42MIgS-HU--1gyu AqOuOzz0L-Z2x87jRP5A1lpI7CKwevve-
gXXLgf cinb9ekg-J60UknJM6MFhVHtH8gWYRMS7tnaRGIWE-LxuExuHsQ173 rmg-
pTdfLDb6nFATT-TCRE 8ddTnTMbkj90q vGYdepQmlOwZgyewfB-
HurIC5z3jZxqUdQpXV5ZxfWHWT8mnrQwmdmsoy520d pcAdrkmx-o00d9GXg2oaT-
nQ4zrHNMmOJCUXJURhmSNmIa JpJNBy9zsPznYI6twSVKIInE4juuQg7MXrIbN-
MWr4oVdTjcaUS5jHIHZnOzwRHONmkgkCAgHbgAGS2CYsiS6kcwcIA",

"tenHopDong": "thtest",

"nguoiGui": "adminkhtawaco",

"nguoiGuiIld": 6,

"toChuc": "Tdp doan VNPT",

"ngayGui": "25-05-16 13:34:43",
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"thongBaoLoi": null,
"trangThaiHdId": 4,
"trangThaiKyId": 7

I1.1.3 API ding nhap SSO

- M0 ta: API nay cho phép diang nhép vao hé thong VNPT eContract théng qua co ché Single
Sign-On (SSO). Nguoi ding c6 thé xac thuc bang client_id va client_secret dé nhan access
token ma khong can nhép tai khoan/mat khau thi cong.

- URL: https://<domain API>/users-profile-service/auth/sso

- Method: POST

- Header Params:

Description
Content-Type String M application/json
- Request Body:
Name Type M/O Description
taiKhoanKhachHangld Integer Co ID tai khoan khach hang trong hé thong.
client_id String C6  [Ma Clientld duoc cép dé tich hop SSO.
client secret String Co Mat khau bi mat cua ung dung (dugc cép
cung client id).

- Success Response:

Params Type Description
message String Mi két qua request tir hé théng (vi du: ECT-
00000000).
object.accessToken String Token JWT.
object.issuedAt String Thoi gian phat hanh token.
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object.expiresAt String Thoi gian hét han token.
object.roles Array Danh sach quyén (role) cia ngudi ding.
object.danhSachNhom | Array Danh sach nhoém ngudi ding thude ve.
object.trangTh- Integer Trang thai tai khoan.
aiTaiKhoanld
object.trangThaiKich- Integer Trang thai kich hoat.
Hoatld
object.refreshToken String Token dung dé lam méi accessToken khi hét
han.
- Example:
Request curl -X 'POST' \

'https://gateway-bus-econtract-v2-stag.vnptit3.vn/users-profile-

service/auth/sso' \

-H 'accept:

*/*' \

-H 'Accept-Language: vi' \

-H 'Content-Type: application/json' \

Request-data

-d '{

"taiKhoanKhachHangId": 12345,

"client id": "your client id",

"client secret": "your client secret"

} v

Response headers

Content-Type: application/json

Response body

{

"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",

"object": {

"accessToken": "eyJhbGciO1JSUzIINiJ9...",
"issuedAt": "2025-06-12T06:57:40.207+00:00",
"expiresAt": "2025-06-12T07:57:40.207+00:00",
"roles": ["ECT000", "ECT004", ...],
"danhSachNhom": ["B 2","A 1", ...],
"trangThaiTaiKhoanId": 1,
"trangThaiKichHoatld": 1,

"refreshToken": "eyJhbGeiOi1JSUzI1N1J9..."
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I1.2 API lién quan chirc nang tao tai khoin nguwdi dung

I1.2.1 API Danh sach nhém nguwdi dung

Mo ta: API nay duoc sir dung dé truy van danh sach cic nhém ngudi dung theo cau hinh

trong hé thong eContract. Két qua tra vé 1a danh sach cac nhoém nguoi dung dua trén cac

tham s0 loc dugc truyén vao.

- URL: https://<domain API>/ users-profile-service/api/cau-hinh/nhom-nguoidung/ds

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:
Name Type M/O Description

p_kh id String M ID khach hang can truy van danh sich nhém
nguoi dung.

p_dvkd id Number 0 ID don vi kinh doanh. C6 thé dé null néu khong
loc theo don vi kinh doanh.

p_page Number M S6 trang can lay trong két qua phan trang.

p_limit Number M S6 lugng nhom trén moi trang két qua.

- Success Response:

Params Type Description
message String Mai két qua request tir hé thong. Vi du: "ECT-
00000000".
statusCode Integer Ma trang thai HTTP, vi du: 200 khi request
thanh cong.
status String Trang thai cta request. Vi du: "OK" khi thuc
hién thanh cong.
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object Array<Ob- [Danh sach cac nhém nguoi dung. Méi phan tir
ject> la mot object chira thong tin chi tiét.
object. TOTAL Integer T(;),ng s6 lugng nhom nguoi ding trong hé
thong (phan trang).
object NHOM_ NGUOIDUNG ID | Integer ID ctia nhém nguoi dung.
object. MA_ NHOM String Ma dinh danh nhoém nguoi dung.
object. TEN_ NHOM String Tén hién thi cia nhom ngudi ding.
object MOTA String / null |M® ta chi tiét vé nhom ngudi dung (néu co).
object. NGUOI _TAO String Tén cta nguoi da tao nhém nguoi dung.
object.IS ROLE EDIT Integer Trang thai chinh stra quyén: 1 = c6 thé chinh
sua, 0 = khong the.
object. TEN_ NHOMQUYEN Array<Ob-  [Danh sach cac nhom quyén thudc nhoém ngudi
ject> dung.
ob- Integer ID ciia nhém quyén.
ject TEN_NHOMQUYEN[].NHO
MQUYEN ID
ob- String M3 dinh danh ctia nhém quyén.
ject TEN_ NHOMQUYEN[].MA
NHOMQUYEN
ob- String Tén hién thi cia nhom quyén.
ject TEN_ NHOMQUYEN[].TEN _
NHOMQUYEN
- Example:

Request curl --location --request POST 'https://gateway-bus-econtract-v2-
stag.vnptit3.vn/users-profile-service/api/cau-hinh/nhom-
nguoidung/ds' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-

JhZGlpbmtodGF3YWNvIiwicm9sZ2XMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI-
1wiRUNUMDA2IiwiRUNUMDA3TiwiRUNUMDA4TIiwiRUNUMDEWIiwiRUNUMDExI1i-
wiRUNUMDEYIiwiRUNUMDEzIiwiRUNUMDEOIiwiRUNUMDE]1IiwiRUNUMDE2TI1~
WiRUNUMDIwIiwiRUNUMDI4IiwiRUNUMDI5TiwiRUNUMDMwIiwiRUNUMDMxTI1~
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOTIiwiRUNUMDM]1IiwiRUNUMDM2TI1~
wiRUNUMDM3IiwiRUNUMDM4I1iwiRUNUMDMSI1wiRUNUMDOwWI1iwiRUNUMDOxI1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1IiwiRUNUMDQ2IiwiRUNUMDQ3TI1i~
wiRUNUMDQ4IiwiRUNUMDQ5IiwiRUNUMDUxIiwiRUNUMDUzI10sIk51b1RhbmdJZCIoM—
SwiaXNzIjoiVk5QVCBFQ29udHIhY3QiLCJUaG9uZlRpblRhaUtob2FuljoiY-
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WRtaWSraHRhd2FjbyIsI1R1b1lRhaUtob2FuljoiSMOgIFROYW50IFTDom41iLCJUcm~
FuZlRoYW1UVE1lkIjowLCJO0aG9tS2hhY2hIYW5nSWQi0jEsIkxvYWlLaGFjaEhhbmdJZ-
CI6MSwiSWR1bnRpZnlDb2R1IjoiPjc6N210YWViZ2RALbXttb2M3Pzw4ITO7NT4hOT~
s50JwINzo3TUhBRUJTSE1FQFUhTUhBRU-
JTROQhYmt5Y2VoeWJrUzwINzO08PDwIODWwiLCJ0aWVyIjoic3RhZ21uZyIsIm-
F0aSI6IMRiIMTcxNGZhLTcyYjUtNGYxNy04Z)FhLWIyMWIwN2IyMDMzNyIsImvac-
CI6MTcONDE20DYwNywiaWF0IjoxNzQOMTY1MDA3LCIJEYW50U2FjaE50b20101siQURN-
SUSfREFJTFkiLCJIBRELIJT19LSCIsImSndW9pZHVuz18wMSJIALCIgdGkiOiJkY -
JE3MTRmYSO3MmI1LTRmMTctOGYxYS1iMjFiMDdiMjAzMzciLCITb0dpYX1UbyI6I~
JAOOTASMTAxNzgzMiIsI1RhaUtob2FuSWQiOjY¥sIkdpb2lUaW50SWQiOjEsI1RL-
SOhJRCI6NiwiTG9haUdpYX1UbyI6NDgsIkRvb1ZpSWQiO0jEWMDAXNDAsI1R1bktoY—-
WNoSGFuZyI6IkPDtGS5nIHRSIGPhugqVwIG7GsOG7m2MgVGE3YWNvIiwiS2hhY2hIYW5n—-
SWQi03J9.k3TLAs2E8RJIeDrZN83uSrxhTWIhguxMfeaz0QT29KPGIm4 yCkiFAM~-
b9Wseuatqiml11XF2QpO8FXj-y LPvANsH3IYbjcVDBQfBRPYaVFfD1hI-

B 9bN8J74uD6t7Uel5nbg rRWi9XtrLwlbyliDu6Ro8G1l0U0YYgasr7MXGdKaCT-
POubTmoH7mENnieNvYY3jDv-vbR6 0Dc5fdOEmm3NIQRSOFn ivBf553Tid-
PHLB9SQbMS guBev7AKE-us9xQGe9kP7Q-kORKCYp6CDF3tKrcdXYsTD9cIYLxiP-
javhmbWaOHn YrGSIeWGuzUdr5L16UlNo2casJ97mSQ9lw' \

--header 'Accept-Language: vi' \

--header 'Content-Type: application/json' \

Request-data

--data '{
"p kh id": "2",
"p dvkd id": null,
"p_page": 1,
"p limit": 10
3

Response headers

Content-Type: application/json

Response body

{"message":"ECT-00000000", "statusCode":200, "status":"OK", "ob-

ject":"Thanh céng"}

11.2.2 API Khdi tao tai khoan

- MO0 ta: API nay

duogc sir dung dé luu thong tin tai khoan ngudi dung méi vao hé thong.

Thong tin bao gdm tai khoan, thong tin c4 nhan, s6 giay to, va cac chi tiét lién quan khac..

- URL: https://<domain API>/ users-profile-service/api/tai-khoan/luu

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:
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Name Type M/O Description

taiKhoanld String o ID tai khoan ngudi dung. Néu 1a tai khoan moi,
gia tri nay s€ la null.

taiKhoan String M Tén dang nhap cua tai khoan nguoi dung.

tenTaiKhoan String M Tén day du cta nguoi ding (hodc tén tai
khoan).

loaiGiayTold Integer M ID loai gidy to
1 Chung minh nhan dan
48 The can cudc cong dan
54 H¢ Chicu

soGiayTo String M S6 gidy to (vi du: s6 CMND, s6 ho chiéu).

trangThaild Integer M ID trang thai tai khoan (vi du: 1- Pang hoat
dong, 0 - Ngung hoat dong).

ngaySinh String M Ngay sinh cua nguoi dung theo dinh dang
YYYY-MM-DD(vi du: "1990-12-26").

gioiTinhld Integer M ID giéi tinh ctia nguoi dung (0 - Nam, 1 - N, 2
- khac).

quocTichld Integer M ID qudc tich ctia nguoi dung.

ghiChu String O Ghi chii bo sung cho tai khoan.

email String O Dia chi email ciia nguoi dung.

soDt String M S6 dién thoai cua ngudi dung.

donvild Integer M ID don vi ma ngudi dung thude veé.

maHrm String M Ma nhan vién cua ngudi dung.

nhomNdIds String M Cac ID nhom nguoi dung ma tai khoan thudce vé.
ID Pugc lay tir api danh sdch nhém ngudi dung

khachhangld String M ID khach hang ma tai khoan thudc vé.
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chucVu String o Chtrc vu cia nguoi dung trong don vi.
loaiSSOId Integer o ID loai SSO (néu co).
taiKhoanSSO String O Tai khoan SSO cua ngudi dung (néu co).
- Success Response:
Params Type Description
message String Mi két qua request tir hé thong. Vi du: "ECT-
00000000".
statusCode Integer Ma trang thai HTTP, thuong la 200 khi thanh
cong.
status String Trang thai ctua request, vi du: "OK" khi thanh
cong.
object Object Két qua tra vé khi thuc hién thanh cong
- Example:
Request curl --location --request POST 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/users-profile-service/api/tai-khoan/luu' \

--header 'Authorization: Bearer eyJhbGciOiJSUzIINiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwicm9sZXMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI~-
iwiRUNUMDA2IiwiRUNUMDA3IiwiRUNUMDA4IiwiRUNUMDEWIiwiRUNUMDEXT]~
wiRUNUMDEyYIiwiRUNUMDEZzIiwiRUNUMDEOIiwiRUNUMDE]1IiwiRUNUMDE2T1~
WiRUNUMDIwIiwiRUNUMDI4TIiwiRUNUMDI5TiwiRUNUMDMwIiwiRUNUMDMxTI1—
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOIiwiRUNUMDM1IiwiRUNUMDM2TI1~
wiRUNUMDM3IiwiRUNUMDM4IiwiRUNUMDM5TI1iwiRUNUMDOwWIiwiRUNUMDQOxTI1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1IiwiRUNUMDQ2TIiwiRUNUMDQ3T1i~
wiRUNUMDQ4IiwiRUNUMDQ5T1wiRUNUMDUxI1wiRUNUMDUzI10sIk51b1RhbmdJZCI6oM—
SwiaXNzIjoiVk5QVCBFQ29udHJIhY3QiLCJUaGO9uZlRpblRhaUtob2FuljoiY-
WRtaWSraHRhd2FjbyIsI1R1b1lRhaUtob2FuljoiSMOgIFROYW50IFTDom41iLCJUcm~
FuZlRoYW1UVE1lkIjowLCJ0aG9tS2hhY2hIYW5nSWQi0jEsTIkxvYWlLaGFjaEhhbmdJZ-
CI6MSwiSWR1bnRpZnlDb2R1IjoiPjc6oN210YWViZ2RADXttb2M3Pzw4ITO7NT4hOT~
s50JwINzo3TUhBRUJTSE1FQFUhTUhBRU-
JTROQhYmt5Y2VoeWJrUzwINzO08PDwIODWiLCJ0aWVyIjoic3RhZ21uZyIsImF0aSI6I~
mIOOWQ2ZWIALTUOM2ItNDFINSO4YmFkLTdiMzBhMmESNZzIxOSIsImV4cCI6MTcON-
DEwNzMxNSwiaWF0IjoxNzQOMTAzZNzElLCJEYW50U2FjaE50b20i01siQURNSUSfRE~
FJTFkiLCJBRE1JT19LSCIsIm5ndWOpZHVuzZ18wMSJdLCIqdGkiO1iJiND1kN-
mViOCO1INDNiLTQOxZTUtOGJIhZCO3YiMwYTJhOTcyMTkiLCJITbO0dpYX1UbyI6IjAQ0—-
TASMTAxNzgzMiIsI1RhaUtob2FuSWQi0jYsIkdpb2lUaW50SWQi0jEsI1IRLSOhJR-
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CI6NiwiTG9haUdpYX1UbyI6NDgsIkRvblZpSWQiOjEWMDAXNDASI1IRIbktoYWNoSG—
FuZyI6IkPDtG5SnIHRS5IGPhugqVwIG7GsOG7m2MgVGE3YWNvIiwiS2hhY2hIYW5n-
SWQ103jJ9.GaB5yKEfmIP4630a0pQ6hu79XPmFBrrgVNZVcecMjmKkQN497d3KJ VEnSlcv-
tuQ- D1fn5 BCmOPr 9zsISRYOehingwu9hnwUaBR7BiMt5ecAvAOFGDpILN-
oDUZ10£f9I4 3I1VRaRI-1mBK5dImuudi9GxBKiVFZMAtwIvb3wUHxg-22im-
BOfGX£f038bxjJydrzCdgOaoGwtEpAhiV2I113-gRtwMDawiQlGBCyfZel40ffi-
Ta8J0GV1d6x04UzA414hvCSjmhohn6 VLNHR1tnzavMDgDX1Xt2TeXfQ6TpESuz-—
fAfzROzKQipU eTOwcGsdRsU6 dZjSkVYLL koKw' \

--header 'Content-Type: application/json' \

Request-data

--data '{"taiKhoanId":null,"taiKhoan":"thtest-

tkpoc003", "matKhau":"", "tenTaiKhoan":"thtesttkpoc", "loaiGiay-
ToId":1,"soGiayTo":"205731904", "trangThaiId":0, "ngaySinh":"1099-12-
26T00:00:00.0002","gioiTinhId":2, "quocTichId":1,"fileA~

vatarId":0,"ghiChu":"","email":"","soDt":"0943222222", "don~-
viId":1000140, "maHrm":"DGGG", "nhomN-

dIds":"575401", "khachhangId":"2", "chucvu":"","loaiS-
SOId":null, "taiKhoanSsSO":""}'

Response headers

Content-Type: application/json

Response body

{"message":"ECT-00000000", "statusCode":200, "status":"OK", "ob-

ject":"Thanh cbéng"}

CONFIDENTIAL | All Rights Reserved Page 16/ 132




VNPT

Phién ban: V1.0

I1.3 Céc API lién quan chirc niing Tao Hop dong

Start: Tao hop ddng co ban

!

Tao hop dong nhap véi théng
tin co' ban cung dinh kém file
hop dong va tai liéu (néu co)

!

Thém ngudi ky

!

Chon vi tri chir ky cho ngudi ky
da thém

!

Guwri hgp ddng

!

End

Hinh 1. M6 ta quy trinh tao hop dong co ban

CONFIDENTIAL | All Rights Reserved

Page 17/ 132




VNPT Phién ban: V1.0

Start: Tzo hop dbng néng cao

I

Tao hop déng nhap vai théng
tin co ban
Binh k&m file hgp déng va tai
liéu (néu co)

I

C6 nguwai tham dinh?.
Yes

f
No Thém ngui thim dinh

/

Cé ngudi dam phan?

/N

[ v

No Thém nguéi dam phan
K; |
Thém ngudi ky

!

Chon vi tri chlr ky cho ngudi ky
da thém

!

GUi hop déng

I

End

Hinh 2. M6 ta quy trinh tao hop dong ndng cao
I1.3.1 API Tao Hop dong Co bin

- M0 ta: API cung cdp phuong thirc dé guri yéu cau tao hop dong co ban méi véi cac thong tin
chi tiét va danh sach tai liéu dinh kém..

- URL: https://<domain API>/econtract-saas-service/api/hopdong

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
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- Request Body:
Name Type M/O Description

p_ten_hd String  |M Tén cta hop dong.

p bohs mau id String o ID cua b hd so mau id. Chi bat bue khi tao
hop dong tir mau

p_loai tl id Long M ¥D loai tai li€u. Loai tai li€u sir dung danh muc
id =29.

p_loai luong hd id Long M L?ai luénflg hop dong( Dé default 13 1:Hop
dong co ban)

p_ghichu String  |M Ghi chut vé hop dong.

p_ct_hd (] M Chi tiét cac file tai liéu trong hop dong

p_ct hd.p file ten String M Tén file tai liéu

p_ct hd.p_file url String  |M Puong dan path cua file

p_ct hd.p dungluong file | String M Dung luong file

p ct hdp hd chinh Integer M |Co xac dinh tai liéu chinh (1: hop dong chinh,
0: file tai li€u).

p_ct_hd.p_quyenxem _id Integer M Quyén xem tai liéu(1: Tét ca, 2: Noi bd)

p_ct_hd.p_nhom_tailieu_id Integer M Ilj’h)(,)m tai héu(l :Tai héu cod k}", 2:Tai héu khéng

y
- Success Response:
Params Type Description
message String M3 két qua request tir hé thong
object Object La Thong tin hgp dong khoi tao thanh cong
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Object. HOPDONG ID | String Id Ho so hop dong dugc khdi tao

Object. CHITIET Array Chi tiét danh sach hop dong va tép dinh kém
- Example:

Rﬁquest curl --location --request POST 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/hopdong' \

--header 'Content-Type: application/json' \

—--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGF3YWNvIiwicm9sZXMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI~
1wiRUNUMDA2IiwiRUNUMDA3TiwiRUNUMDA4TIiwiRUNUMDEWIiwiRUNUMDEXTI1—
wiRUNUMDEYIiwiRUNUMDEzIiwiRUNUMDEOIiwiRUNUMDE1IiwiRUNUMDE2TI1~-
WwiRUNUMDIwIiwiRUNUMDI4IiwiRUNUMDIS5TIiwiRUNUMDMwIiwiRUNUMDMxTI1~
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOTIiwiRUNUMDM]IiwiRUNUMDM2TI1~
wiRUNUMDM3TIiwiRUNUMDM4 IT1iwiRUNUMDM5T1wiRUNUMDOwWI1iwiRUNUMDQOxTI1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1IiwiRUNUMDQ2I1iwiRUNUMDQ3TI1~-
wiRUNUMDQ4IiwiRUNUMDQ5IiwiRUNUMDUxI10sIk51b1RhbmdJZCI6oMSwiaXNzI~
JoiVk5QVCBFQ29udHJIhY3QiLCJUaG9uZlRpblRhaUtob2FuljoiY-
WRtaWSraHRhd2FjbyIsI1R1blRhaUtob2FuljoiSMOgIFRoYW50IFTDom41iLCJUcm~
FuZlRoYW1UVElkIjowLCJO0aGo9tS2hhY2hIYW5nSWQi0jEsTIkxvYWlLaGFjaEhhbmdJZ -
CI6GMSwiSWR1bnRpZnlDb2R1IjoiPjc6N210YWViZ2R4AbXttb2M3Pzw4dITO7NT430~
JANSEFFQINHRCF1a3137ZWh5YmtTPDO3PTw8PD04PCIsInRpZXIi0iJzdGFnaWsnIi-
WiYXRpIjoiNTFIMTY2YjgtZDg0ZCO0ZGEXLWIINTQtYzhkM3YyODVKYTI3IiwiZXhwl-
JoxNzM5SNTIxXNJAWLCIpYXQi0jE3Mzk1MjEzMDAS IkRhbmhTYWNoTmhvb-
SI6WyJBRE1JT19LSCIsIm5SndWOpZHVUZ18wMSJdLCIqdGkiOiI1IMWUxXN]Zi0C1kO~
DRKLTRKYTEtYJ§UINC1jOGQyNjI4NWRhM]ciLCITb0dpYX1UbyI6IJAO0OTASM-
TAxNzgzMiIsI1RhaUtob2FuSWQiOjYsIkdpb21lUaW50SWQiOJESI1IRLSOhJRCI6GNI~
WwiTG9haUdpYX1UbyI6NDgsIkRvb1lZpSWQiOjEwMDAXNDASI1IR1bktoYWNoSGFuZy-
I6IkPDtGS5NIHRS5IGPhugVwIG7GsOGTm2MgVGE3YWNvIiwiS2hhY2hIYW5n—
SWQ1i03J9.QrlwCiD4KmNOKYEd6shZgs2K-zM2Ug60RNXgEKNu37RF5X3¢c8hp99i-
jad4Z tnqFZklF03Z-5E1nMrkmZ1AtWkBWbx HOSgQNF MjPOOyBKDC8vgGje9FUyB-
bgd49s2ekAd4Yfysd9gzYvle7-d iBshdDImDdLv7gbS2s23vO-

hHCr4GkksVXd pS7v7UQ6uNgXTnyr7kTAIR-
pPaNVvOWxUk2C6Ae06S 5jy5IRt coWxJVPXrY0C5VJI9dQrSmjtrpFh-
bQddf2d1X41z5InE13HnYgFUuZRLEqWOahab4W6DxfVSgMKSRRSKLML 7wH-
pdliflYZbPiVMpGswg9JKOOwwT7ZAA" \

Request-data

--data '{
"p ten hd": "tén hop déng",
"p loai tl1 id": 11,
"p ghichu": "néi dung ghi chua",
"p_loai luong hd id": "1",
"p ct hd": [
{
"p_file ten": "TEST FILE.docx",

"p file url": "hop-dong/2025-02-14/6b8d3£f57-bcda-4024-
9b7e-408992fealec/TEST FILE.docx",
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"p dungluong file": "11550",
"p hd chinh": 1,

"p mota": null,

"p quyenxem id": 1,
"p nhom tailieu id": 1
by
{
"p file ten": "TEST FILE 3 PAGES.docx",

b0e0-6b29%b4ae2b6e/TEST FILE 3 PAGES.docx",
"p dungluong file": "11847",
"p hd chinh": O,
"p mota": null,
"p quyenxem id": 1,

"p nhom tailieu id": 1

} v

"p file url": "hop-dong/2025-02-14/ec7c9277-612f-4bal-

Response headers | Content-Type: application/json

Response body {
"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",
"object": [
{
"KQ": 1,
"MOTA": "Khoi tao thanh céng",
"HOPDONG ID": 412633,
"CHITIET": [
{
"HD CHITIET ID": 415293,
"BOHS MAU CT ID": null

"HD CHITIET ID": 415294,
"BOHS MAU CT ID": null

I1.3.2 API Tao Hop dong Nang Cao

- M0 ta: API cung cip phuong thirc dé guri yéu cau tao hop dong co ban méi véi cac thong tin

chi tiét va danh sach tai liéu dinh kém..
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- URL: https://<domain API>/econtract-saas-service/api/hopdong

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:
Name Type M/O Description

p_ten hd String (M Tén cua hop dong.

p_bohs mau id String 0] ID cua bd hd Y mau id. Chi bat budc khi tao
hop dong tir mau.

p_loai tl id Long M ID loai tai liéu. Loai tai li¢u st dung danh muc
id = 29.

p_ch sohd id String  [O ID cia s6 hop dong.

p_so hd String 0] S6 hop dong.

p_hieulucden String o Ngay hét hiéu lyc cta hop dong.

p_hieuluctu String 0] Ngay bét dau hiéu luc caa hop dong.

p_hieulucden _id String 0] ID ngay hét hiéu luc hop dong.

p_hieuluctu id String 0] ID ngay bat dau hiéu luc hop dong.

p_flag giahan Integer M Co gia han hop ddng (1: gia han, 0: khong gia
han).

p_loaichungthuc id Integer M ID loai ching thyc hop dong. (1: Khong chimg
thuc, 3: Ching thuc cap Bo)

p_luong hd id String O ID ciia ludng hop dong.
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p_gt hieulucden String O Ngay hét hiéu luc hop dong .

p_hd goc id String O ID cuia hop dong goc.

p_ghichu String 0 Ghi chu vé hop dong.

p loai luong hd id String M Loai ludng hop ddng (2: hop ddng ning cao).

p_ct hd Array M Chi tiét cac file tai liéu trong hop dong.

p_ct hd.p file ten String M Tén file tai licu.

p_ct hd.p file url String M Puodng dan path cua file

p_ct hd.p_dungluong file [ String M Dung luong file

p_ct hd.p hd chinh Integer M Co xéc dinh tai liéu chinh (1: hop dong chinh,
0: tai li¢u kém theo).

p_ct hd.p flag ceca Integer M Co xac nhan tai licu CECA (1: c6 CECA, 0:
khong c6 CECA).

p_ct hd.p quyenxem id Integer M Quyén xem tai liéu (1: tit ca, 2: ndi bd).

p_ct hd.p nhom tailieu id | Integer M Nhom tai li¢u (1: tai li€u c6 ky, 2: tai liéu khong
ky).

p_ct hd.p ct hsmau id String O ID cua file hop dong mau.

- Success Response:
Params Type Description
message String Mai két qua request tir hé thong
object Object La Thong tin hop ddng khai tao thanh cong

Object. HOPDONG ID | String

Id Ho so hop dong duoc khéi tao

Object. CHITIET Array

Chi tiét danh sach hop dong va tép dinh kém
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- Example:

Request

curl --location --request POST 'https://gateway-bus-econtract-v2-
stag.vnptit3.vn/econtract-saas-service/api/hopdong' \

—--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JLaGFjaGhhbmdtaWcwMSIsI1INvR21heVRvIjoiMjAINzQyODI2TIiwicm9sZXMiOl-
SiRUNUMDAwWIiwiRUNUMDAOTIiwiRUNUMDA1IiwiRUNUMDA2IiwiRUNUMDA3TIiwiRUNUM~
DA4IiwiRUNUMDEWIiwiRUNUMDExIi1wiRUNUMDEyIiwiRUNUMDEZzIiwiRUNUMDEOT]~-
wiRUNUMDE1IiwiRUNUMDE2IiwiRUNUMDIwIiwiRUNUMDI4TIiwiRUNUMDIS5TI1~
wiRUNUMDMwIiwiRUNUMDMxIiwiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOTI1~-
wiRUNUMDMI1IiwiRUNUMDM2TIiwiRUNUMDM3TiwiRUNUMDM4TIiwiRUNUMDM5T1~
wiRUNUMDOwWIiwiRUNUMDOxIiwiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1TI1i-
wiRUNUMDQ2IiwiRUNUMDQ3IiwiRUNUMDQ4TIiwiRUNUMDQ5IiwiRUNUMDUxI10sIk51~
b1RhbmdJZCI6MSwiaXNzIjoiVk5QVCBFQ29udHIhY3QiLCJUaG9uZ1lRpblRhalUtob2-
FuljoiS2hhY2hoYW5nbW1lnMDEi1iLCJUZW5UYW1LaGo%hbiI6Ikhl4buzbmggVGjhuds-—
gVGjDuXkgdHJhbmciLCJUYW1LaG9hbklkIjolODI3MDMsI1RyYW5nVGhhaVRUSWQiO—
JAsIk50b21LaGFjaEhhbmdJZCI6MSwiTGO9haUtoYWNoSGFuzZ01lkIjoxL—
CJJZGVudGlmeUNvZGUi0iI90z88NTQ6Nzk0P]js8PzdHZG1VZGRtYmthZWs8PTc Ozk-
OD4hOTs40Tg Nzo90Dg9PzdNSEFFQINHRCFiZGNhIXhpf3ghPTc9PD49Pik0Ti-
widGllciI6InNOYWdpbmciLCJUSOtISUQiOjYXNDOxMywiYXRpIjoiNjUlYzIzNmEt-
ZmM2Ny00YZzA2LTkxYzQtODg5ZTc4NmEYZIMyIiwiTGOhaUdpYX1UbyI 6MSwiRGOu~-
VmlJZCI6GMTAYMTI1OCwiZXhwIjoxNzQONjISNDY1LCJUZWS5LaGFjaEhhbmciOi-
JIdeG7s250IFRO4bULIFROw715IFRyYW5nTIiwiaWF0IjoxNzQONjI1ODY1LCJEY -
W50U2FjaE50b20101siQURNSUS£S0giLCIJuaG9tLXR1c3QtMSIdLCIgdGkiOi-
I2NTViMiM2YS1ImYzY3LTRJMDYtOTFJNCO040D11Nzg2YTIJmMzI1iLCJLaGFjaEhhbmdJZ -
CI6MTczMDk4NNO . YsZoMgdLEFDIFmOYTquQQQFD21i8q0PiK0w] 9LxjCIA~
CAglVPYLVZ5ztVkr500l OkeOVJjPDASQr6HPgowuFU96uJoHtF8eFF1vShAUPIAZY -
Z12GtcVMx5zuqyyOZmYtvozcXXwrNy70bxecl olDD7j3CuHPkViKhVRTJH-

B6Jn3 wlokuML8gQBII-IPsqWgGYXPa-ojVJeXrrq7LxuOu vIOHWHQopCtz-

ty6k glifZTqjjXzauh4NpvP8Qo3YMidCAbA]sVOUHgQCcAmpxN-ARmgtVuQbUBOuJff-
bFOduIjlYdd36Nv6NfAnbZgsTsjBg 1mCVceZxXaTBx8ag38bQ' \

--header 'Content-Type: application/json' \

Request-data

--data '{
"p ten hd": "thtest",
"p bohs mau id": null,
"p loai tl1 id": 6,
"p ch sohd id": null,
"p_so_hd": "",
"p_hieulucden": "",
"p _hieuluctu": "",
"p hieulucden id": null,
"p_hieuluctu id": null,
"p_flag giahan": 1,
"p loaichungthuc id": 3,
"p luong hd id": null,
"p gt hieulucden": "",
"p_hd goc id": null,
"p ghichu": "",
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"o ct_hd": [
{

} v

"p loai luong hd id":

"p file ten":
"p file url":
8307-deee270b2a6e/TEST FILE.docx",
"p_dungluong file":
"p_hd chinh":

"p tong so trang": null,

"p file ten":
"p_file url":
a527-d9959b3bed445/TEST FILE 3 PAGES.docx",
"p_dungluong file":
"p hd chinh":
"p tong so trang": null,

"p flag ceca":

11211,

"TEST FILE.docx",

"hop-dong/2025-04-14/4afeba67-dd8d-49fa-

"11550",
1,

"p mota": null,

"p flag ceca": 1,
"p_gquyenxem id": 1,
"p nhom tailieu id": 1,

"p ct hsmau id": null

"TEST FILE 3 PAGES.docx",
"hop-dong/2025-04-14/7945f57c-168e-4fea-

"11847",

0,

"p mota": null,

1,

"p quyenxem id": 1,
"p_nhom tailieu id": 1,

"p ct hsmau id": null

Response headers

Content-Type: application/json

Response body {
"message":
"statusCode": 200,
"status": "OK",
"object": [
{
"KQ": 1,
"MOTA" :

"CHITIET": [
{

"HD CHITIET ID":
"BOHS MAU CT ID": null

"HD CHITIET ID":
"BOHS MAU CT ID": null

"ECT-00000000",

"Khoi tao thanh céng",
"HOPDONG ID":

412633,

415293,

415294,
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I1.3.3 API Render file hop dong tir file miu

- Mo ta: API nay cung cép kha ning tao mot tai liéu PDF tir mot tép DOCX file mau cé san.

Gitip nguoi dung co thé thay doi ndi dung ctia mot mau hop dong dua trén cac tham sb duge

chi dinh va nhén lai t¢p PDF tuong ng.

- URL: https://<domain API>/econtract-saas-service/api/common/render-doc-pdf

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:
Name Type M/O Description

filePath String M Puong dan téi tép DOCX mau can render thanh
PDF.

content Object M Chtra cac tham s bién va gia tri bién can dién

vao mau tai liéu. Vi du nhu:
{ "${tongTien}": "123", "${soHopDong}":
HHDI"}

- Success Response:

File pdf

- Example:

Request

curl --location --request POST 'https://gateway-bus-econtract-v2-
stag.vnptit3.vn/econtract-saas-service/api/common/render-doc-pdf' \
--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwicm9sZXMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI~-
iwiRUNUMDA2IiwiRUNUMDA3T1iwiRUNUMDA4TI1iwiRUNUMDEWIiwiRUNUMDEXT]~
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wiRUNUMDEyYIiwiRUNUMDEzIiwiRUNUMDEOIiwiRUNUMDE1IiwiRUNUMDE2TI1i-
wiRUNUMDIwWIiwiRUNUMDI4IiwiRUNUMDI5IiwiRUNUMDMwIiwiRUNUMDMxI1-
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOTIiwiRUNUMDM]1IiwiRUNUMDM2TI1~
wiRUNUMDM3IiwiRUNUMDM4TIiwiRUNUMDMS5TiwiRUNUMDQwWIiwiRUNUMDOxT1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1IiwiRUNUMDQ2IiwiRUNUMDQ3TIi~-
wiRUNUMDQ4IiwiRUNUMDQ5IiwiRUNUMDUxIiwiRUNUMDUzI10sIk51b1RhbmdJZCI6M—
SwiaXNzIjoiVk5QVCBFQ29udHIhY3QiLCJUaG9uZlRpblRhaUtob2FuljoiY-
WRtaWbraHRhd2FjbyIsI1Rl1blRhaUtob2FuljoiSMOgIFRoYW50IFTDom41iLCJUcm—
FuZlRoYW1UVE1kIjowLCJ0aG9tS2hhY2hIYW5nSWQi0jEsTIkxvYWlLaGFjaEhhbmdJZ-
CI6GMSwWiSWR1bnRpZnlDb2R1IjoiPjcON210YWViZ2R4bXttb2M3Pzw4ITO7NT4hOT-
s503wINzo3TUhBRUJTSELFQFUhTUhBRU-
JTROQhYmt5Y2VoeWJrUzwINzO8PDwIODWiLCJI0aWVyIjoic3RhZ21uZyIsImF0aSI6I~
JYWYWEOYmMNiLTgzNmYtNGZmOC1 iMmNmLTY1MjULINDhhMzgyOCIsImV4c—
CI6GMTcONDYxNjMxMSwiaWFOIjoxNzQONJEyNzEXLCIJEYW50U2FjaE50b20101siQURN-
SUSEfREFJTFkiLCJBRE1JT19LSCIsImSndW9pZHVuzZ18wMSJIdLCJIgdGkiOiI2MGFh-
NGJjYi04MzZmLTRMZIgtYjJIjZi02NTTIINTQ4YTM4AM] giLCITb0dpYX1UbyI6IjA00-
TASMTAxNzgzMiIsI1RhaUtob2FuSWQiOj¥YsIkdpb21lUaW50SWQi0OjEsI1RLSOhJR-
CI6GNiwiTG9haUdpYX1UbyI6NDgsIkRvblZpSWQiOjEwWMDAXNDASI1IRIbktoYWNoSG-
FuZyI6IkPDtGS5nIHRS5IGPhugqVwIG7GsOG7m2MgVGE3YWNvIiwiS2hhY2hIYW5n-
SWQ103J9.3neiON62MVUXCXp3H2DEALirSyeStupcllC T6jCiOm3tOMHIW12-—
Z5KkgQPDeTWEesmb6aro7Rz6j¥Yx6VinZpkSzMPThia2U9%A6wIjf- XnK kg-yEpzOMy-—
cCBcKJ1lzhhzUJfMWileglhyRRpZbCVIXfBaRrQcSEPUCDIR8wWmMEXdkDWHYQeriBuT -
PdpLC91sRuOwQr7iSKZ6KYJGr7u3mm6PAAUcC4Zhm-riJJIDgW81YPWr4Pn2gmyazX—
muFZgU9szA1TDhOWHAMotRbxXt 61N1We7HI5qGbWgdg-vEFVRaLbnPpKRWp—

KUTLt2e aT-BI4tkxJ ThrFr-vb38WQquQ' \

--header 'Accept-Language;' \

--header 'Content-Type: application/json' \

Request-data --data '{
"filePath": "bo-hs-mau/2025-03-21/865db%a9-06£0-4759-b31la-
d48218b53448/hopdongmau - Copy.docx",
"content": {
"$tongTienBangChu": "",
"$soHopDong": "",
"SngayKy": "",
"Sthangky": "",
"SnamKy": "",
"$tongTien": "",
"ldv": |
"ldv{l}": O
by
"#dv": []

} v

Response headers | Content-Type: application/octet-stream

Response body File PDF
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I1.3.4 API Cap nhit nguoi ky trong hop dong

- Mo ta: API nay dugc st dung dé cap nhat danh sach nguoi ky cho mot chi tiét hop déng cu

thé, bao gdm thong tin ngudi ky, phuong thirc ky, thir tu ky, va cac cd kiém soat lién quan.

- URL: https://<domain API>/econtract-saas-service/api/hopdong/capnhat nguoiky

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:
Name Type M/O Description

p_all file Integer / M Co cép nhat cho tat ca cac file (1: Co, O:
null Khong)

p_hd chitiet id Integer M Id file hop ddng chi tiét dang cap nhat

p_ct nk.p tk kh id Integer / 0] ID tai khoan khach hang (néu nguoi ky 1a
null nguoi dung trong hé thong)

p_ct nk.p ten taikhoan String M Tén nguoi ky

p_ct nk.p email String M Email cua nguoi ky

p_ct nk.p sdt String / O S6 dién thoai nguoi ky
null

p_ct nk.p tinnhan String 0] Tin nhin giri kém

p_ct nk.p pt xacthuc id Integer M ID phuong thic xac thuc (1-Khong, 2-SMS

OTP, 3-Mail OTP, 4-Ma xac thuc)

p_ct nk.p ma truycap String / 0) Ma truy cap danh riéng cho ngudi ky (néu co)
null

p_ct nk.p thoigian xuly String / ¢} Thoi gian xtr Iy dy kién
null
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p_ct nk.p flag xacminh nk | Integer O Co xac minh nguoi ky (1: Co, 0: Khong)
(0/1)
p_ct nk.p flag chuyenky Integer O Co cho phép ngudi ky chuyén quyén ky (1:
(0/1) Co, 0: Khong)
p_ct nk.p flag themky Integer o Co cho phép thém nguoi ky khac (1: Co, 0:
(0/1) Khong)
p_ct nk.p vaitro ky id Integer 0] ID vai tro nguoi ky (1: Ky nhay, 2: Ky duyét,
3: Ky dau)
p_ct nk.p ht ky String M Danh sach hinh thire ky dugc hd tro, cach nhau
bang dau phay (VD: "3,7,1")
(1: Ky anh,
2: SMS OTP,
3: Email OTP,
4: Smart CA, )
5: VNPT ky so,
6: USB - Token,
7: Email OTP + eKYC,
8: SMS OTP + eKYC.)
p_ct nk.p thutu bb ky Integer M [Tha ty bit bude ky
p_ct nk.p luong nguoiky id | Integer O ID ludng ngudi ky (néu cb)
null
p_ct nk.p thutu ky Integer M Thtr ty nguoi ky trong quy trinh ky
p_ct nk.p flag ky tuantu Integer O Co cho biét co ky tuan tu hay khong (1: C6, 0:
(0/1) Khong)
- Success Response:
Params Type Description
message String Mi két qua request tir hé thong
object Object La thong tin két qua
Object. KETQUA Integer Két qua khai tao
Object. CHITIET Array Chi tiét danh sach nguoi ky da tao
- Example:

CONFIDENTIAL | All Rights Reserved

Page 29/ 132




VNPT Phién ban: V1.0

Rﬁquest curl --location --request POST 'https://gateway-bus-econtract-v2-
stag.vnptit3.vn/econtract-saas-service/api/hopdong/capnhat nguoiky'
\

—--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwicm9sZXMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI~
iwiRUNUMDA2IiwiRUNUMDA3IiwiRUNUMDA4IiwiRUNUMDEwWIiwiRUNUMDExI1i~-
wiRUNUMDEyYIiwiRUNUMDEZzIiwiRUNUMDEOIiwiRUNUMDE]1IiwiRUNUMDE2TI1i~-
wWiRUNUMDIwWIiwiRUNUMDI4TIiwiRUNUMDIS5TiwiRUNUMDMwIiwiRUNUMDMxT1 -
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOIiwiRUNUMDM1IiwiRUNUMDM2TI1~
wiRUNUMDM3IiwiRUNUMDM4IiwiRUNUMDMS5IiwiRUNUMDOwIiwiRUNUMDOxTI 1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1TIiwiRUNUMDQ2TIiwiRUNUMDQ3TI1i~-
wiRUNUMDQ4IiwiRUNUMDQS5IiwiRUNUMDUxIiwiRUNUMDUZzI10sIk51b1RhbmdJZCI6M~
SwiaXNzIjoiVk5QVCBFQ29udHJIhY3QiLCJUaGO9uZlRpblRhalUtob2FuljoiY-
WRtaWSraHRhd2FjbyIsI1R1blRhaUtob2FuljoiSMOgIFRoYW50IFTDom41iLCJUcm—
FuZlRoYW1UVElkIjowLCJ0aG9tS2hhY2hIYW5nSWQi0jEsIkxvYWlLaGFjaEhhbmdJZ-
CI6MSwiSWR1bnRpZnlDb2R1IjoiPjcoN210YWViZ2R4bXttb2M3Pzw4ITO7NT4hOT~
s50jwINzo3TUhBRUJTSE1FQFUhTUhBRU-
JTROQhYmt5Y2VoeWJrUzwINzO08PDwIODwiLCJ0aWVyIjoic3RhZ21uZyIsImF0aSI6I-
JYWYWEOYmNiLTgzNmYtNGZmOC1 iMmNmLTY1MjULINDhhMzgyOCIsImV4c—
CI6MTcONDYxNjMxMSwiaWFO0IjoxNzQONJjEyNzEXLCIJEYW50U2FjaE50b20101siQURN-
SUSfREFJTFkiLCJIJBRELIJT19LSCIsImS5ndW9pZHVuZ18wMSJIdLCIqdGkiOiI2MGFh~
NGJjYi04MzZmLTRMZgtYJJIJZi02NTI1INTQ4YTM4AM]giLCITb0dpYX1UbyI6IjA00-
TASMTAxNzgzMiIsI1RhaUtob2FuSWQiOjYsIkdpb2lUaW50SWQiOjEsSI1IRLSOhJR-
CI6NiwiTGShaUdpYX1UbyI6NDgsIkRvblZpSWQiOjEwWMDAXNDAsI1RIbktoYWNoSG—
FuZyI6IkPDtGS5nIHRS5IGPhugVwIG7GsOGTm2MgVGE3YWNvIiwiS2hhY2hIYW5n—
SWQi03J9.3nei0N62MVUXCXp3H2DEAIirSyeStupcllC T6jCiOm3tOMHIW12—-
Z5KkgQPDeTWEesmb6aro7Rz6j¥Yx6VinZpkSzMPThia2U%A6wIjf- XnK kg-yEpzOMy-—
cCBcKJ1lzhhzUJfMWileglhyRRpZbCVIXfBaRrQcSEPUCDIR8wWmEXdkDWHYQeriBuT—
PdpLC91sRulOwQr7iSKZ6KYJGr7u3mmoPAAUcC4Zhm-riJJIDgW81YPWr4Pn2gmyazX—
muFZgU9szA1TDhOWHAMotRbxXt 6iN1We 7HIS5gqGbWgdg-vEFVRaLbnPpKRWp—

KUTLt2e aT-BI4tkxJ IhrFr-vb38WQquQ' \

--header 'Content-Type: application/json' \

Request-data --data-raw '{
"p hd chitiet id": 417828,
"p all file": 1,
"p ct nk": [
{
"p tk kh id": 6,

"p_ten taikhoan": "Ha Thanh Tan",
"p email": "thuanpl.vnpt@gmail.com",
"p_sdt": "0948637531",

"p tinnhan": "",

"p_pt xacthuc id": 4,

"p ma truycap": null,

"p thoigian xuly": null,
"p flag xacminh nk": 0O,
"p flag chuyenky": 1,

"p flag themky": 1,

"p vaitro ky id": O,
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"p_ht ky": "3,7,1,4,2,8,6,5",
"p thutu bb ky": 1,

"p luong nguoiky id": null,
"p thutu ky": 1,

"p flag ky tuantu": 1

"p tk kh id": null,

"p ten taikhoan": "thtest",
"p email": "thtest02@yopmail.com",
"p sdt": null,

"p tinnhan": "",

"p pt xacthuc id": 4,

"p ma truycap": null,

"p thoigian xuly": null,

"p flag xacminh nk": 0,

"p flag chuyenky": 0,

"p flag themky": 0,

"p vaitro ky id": O,

"p_ht ky": "3,7,1,4,6,5",
"p thutu bb ky": 1,

"p luong nguoiky id": null,
"p thutu ky": 2,

"p flag ky tuantu": 1

} v

Response headers

Content-Type: application/json

Response body

{
"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",
"object": [
{
"KETQUA": 1,
"CHITIET": [
{
"HDCT NGUOIKY ID": 1003027,
"TK_KH ID": 6,
"HD CHITIET ID": 417828,
"LUONG NGUOIKY ID": null

"HDCT NGUOIKY ID": 1003028,
"TK KH ID": 6,

"HD CHITIET ID": 417829,
"LUONG_NGUOIKY ID": null
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"HDCT NGUOIKY ID": 1003029,
"TK_KH ID": 1586350,

"HD CHITIET ID": 417828,
"LUONG_NGUOIKY ID": null

"HDCT NGUOIKY ID": 1003030,
"TK_KH ID": 1586350,

"HD CHITIET ID": 417829,
"LUONG_NGUOIKY ID": null

I1.3.5 API Cap nhit thir tw va vi tri ky ciia nguoi ky trong hop dong

- Mo ta: API nay duoc sir dung dé cdp nhat thong tin vi tri va thir tw ky cua cac nguoi ky trong
chi tiét hop dong. Cac tham s6 nhu toa d6 chir ky, kich thude, va cac cd kiém soat lién quan
s¢ dugc cap nhat.

- URL: https://<domain API>/econtract-saas-service/api/hopdong/capnhat chuky vitri

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:
Name Type M/O Description
p_hd chitiet id Integer M ID chi tiét hop dong
p_all file Integer M |Co chi dinh cap nhat tit ca cac file
p_ct vitri Array M Mang chtra thong tin céc vi tri chit ky can cap
nhat
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p_ct vitri.p_tk kh id Integer O ID tai khoan khach hang (néu nguoi ky 1a
nguoi dung trong hé thong)
p_ct vitri.p_hd_chitiet id Integer M ID chi tiét hop dong
p_ct vitri.p_hdct nguoiky id [ Integer M ID nguoi ky trong chi tiét hop dong
p_ct vitri.p_stt trang Integer O S6 thir tu trang thai ciia nguoi ky
p_ct vitri.p toado x Integer O Toa d¢ X vi tri chir ky
p_ct vitri.p_toado y Integer O Toa dd Y vi tri chir ky
p_ct vitri.p_chieudai w Integer 0) Chiéu dai chir ky
p_ct vitri.p_chieucao h Integer O Chiéu cao chir ky
p_ct vitri.p flag bb codinh Integer O C chi dinh chit ky cb dinh
p_ct vitri.p_flag thutu Integer O Co chi dinh tht ty chir ky
p_ct vitri.p_thutu ky Integer M Thtr ty nguoi ky trong quy trinh ky
p_ct vitri.p_thutu bb ky Integer M Thr tu bt bude ky
p_ct vitri.p_luong nguoiky id | Integer / O ID ludng ngudi ky (néu cb)
null
- Success Response:
Params Type Description

message String M3 két qua request tir hé thong
object Object La thong tin két qua
Object. KETQUA Integer Két qua cua viée cap nhat vi tri chir ky

- Example:
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Request

curl --location --request POST 'https://gateway-bus-econtract-v2-
stag.vnptit3.vn/econtract-saas-service/api/hopdong/capn-

hat chuky vitri' \

—--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwicm9sZXMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI~
iwiRUNUMDA2IiwiRUNUMDA3IiwiRUNUMDA4IiwiRUNUMDEWIiwiRUNUMDExT]~
wiRUNUMDEyYIiwiRUNUMDEZzIiwiRUNUMDEOIiwiRUNUMDE]1IiwiRUNUMDE2TI1i~-
wWiRUNUMDIwWIiwiRUNUMDI4TIiwiRUNUMDIS5TiwiRUNUMDMwIiwiRUNUMDMxT1 -
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOIiwiRUNUMDM1IiwiRUNUMDM2TI1~
wiRUNUMDM3IiwiRUNUMDM4IiwiRUNUMDM5TI1iwiRUNUMDOwWIiwiRUNUMDOxTI1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1TIiwiRUNUMDQ2TIiwiRUNUMDQ3TI1i~-
wiRUNUMDQ4IiwiRUNUMDQS5IiwiRUNUMDUxIiwiRUNUMDUZzI10sIk51b1RhbmdJZCI6M~
SwiaXNzIjoiVk5QVCBFQ29udHJIhY3QiLCJUaGO9uZlRpblRhalUtob2FuljoiY-
WRtaWSraHRhd2FjbyIsI1R1blRhaUtob2FuljoiSMOgIFRoYW50IFTDom41iLCJUcm—
FuZlRoYW1UVElkIjowLCJ0aG9tS2hhY2hIYW5nSWQi0jEsIkxvYWlLaGFjaEhhbmdJZ-
CI6MSwiSWR1bnRpZnlDb2R1IjoiPjcoN210YWViZ2R4bXttb2M3Pzw4ITO7NT4hOT~
s50jwINzo3TUhBRUJTSE1FQFUhTUhBRU-
JTROQhYmt5Y2VoeWJrUzwINzO08PDwIODwiLCJ0aWVyIjoic3RhZ21uZyIsImF0aSI6I-
JYWYWEOYmNiLTgzNmYtNGZmOC1 iMmNmLTY1MjULINDhhMzgyOCIsImV4c—
CI6MTcONDYxNjMxMSwiaWFO0IjoxNzQONJjEyNzEXLCIJEYW50U2FjaE50b20101siQURN-
SUSfREFJTFkiLCJIJBRELIJT19LSCIsImS5ndW9pZHVuZ18wMSJIdLCIqdGkiOiI2MGFh~
NGJjYi04MzZmLTRMZgtYJJIJZi02NTI1INTQ4YTM4AM]giLCITb0dpYX1UbyI6IjA00-
TASMTAxNzgzMiIsI1RhaUtob2FuSWQiOjYsIkdpb2lUaW50SWQiOjEsSI1IRLSOhJR-
CI6NiwiTGShaUdpYX1UbyI6NDgsIkRvblZpSWQiOjEwWMDAXNDAsI1RIbktoYWNoSG—
FuZyI6IkPDtGS5nIHRS5IGPhugVwIG7GsOGTm2MgVGE3YWNvIiwiS2hhY2hIYW5n—
SWQi03J9.3nei0N62MVUXCXp3H2DEAIirSyeStupcllC T6jCiOm3tOMHIW12—-
Z5KkgQPDeTWEesmb6aro7Rz6j¥Yx6VinZpkSzMPThia2U%A6wIjf- XnK kg-yEpzOMy-—
cCBcKJ1lzhhzUJfMWileglhyRRpZbCVIXfBaRrQcSEPUCDIR8wWmEXdkDWHYQeriBuT—
PdpLC91sRulOwQr7iSKZ6KYJGr7u3mmoPAAUcC4Zhm-riJJIDgW81YPWr4Pn2gmyazX—
muFZgU9szA1TDhOWHAMotRbxXt 6iN1We 7HIS5gqGbWgdg-vEFVRaLbnPpKRWp—

KUTLt2e aT-BI4tkxJ IhrFr-vb38WQquQ' \

--header 'Content-Type: application/json' \

Request-data

--data '{"p_hd chi-

tiet 1d":417828,"p all file":1,"p ct vitri":[{"p tk kh id":6,"p hd c
hi-

tiet i1d":417828,"p hdct nguoiky id":1003019,"p stt trang":1,"p toado
_x":291,"p toado_y":539,"p chieudai w":89,"p chieu-
cao_h":59,"p flag bb cod-

inh":0,"p flag thutu":1,"p thutu ky":1,"p thutu bb ky":1,"p lu-

ong nguoiky id":null}, {"p_ tk kh id":1586348,"p hd chi-

tiet 1d":417828,"p hdct nguoiky id":1003021,"p stt trang":1,"p toado
x":518,"p toado_y":426,"p chieudai w":89,"p chieu-

cao h":59,"p flag bb cod-

inh":0,"p flag thutu":1,"p thutu ky":2,"p thutu bb ky":1,"p lu-

ong nguoiky id":null}, {"p_tk kh id":6,"p hd chi-

tiet 1d":417829,"p hdct nguoiky id":1003020,"p_ stt trang":null,"p to
ado_x":null,"p toado y":null,"p chieudai w":null,"p chieu-

cao _h":null,"p flag bb cod-

inh":0,"p flag thutu":1,"p thutu ky":1,"p thutu bb ky":1,"p lu-
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ong nguoiky id":null}, {"p_ tk kh id":1586348,"p hd chi-

tiet 1d":417829,"p hdct nguoiky id":1003022,"p stt trang":null,"p to
ado x":null,"p toado y":null,"p chieudai w":null,"p chieu-

cao h":null,"p flag bb cod-

inh":0,"p flag thutu":1,"p thutu ky":2,"p thutu bb ky":1,"p lu-

ong nguoiky id":null}]}'

Response headers

Content-Type: application/json

Response body

{
"message": "ECT-00000000",

"statusCode": 200,
"status": "OK",
"object": [
{
"KETQUA": 1
}
]
}

I1.3.6 API Cap nhat

nhén sy thim dinh (Hop dong ning cao)

- M0 ta: API cung cip phuong thirc dé cap nhat théng tin nhan su tham dinh lién quan dén hop

déng, bao gém cac thong tin nhu ID ngudi thuc hién, don vi thuc hién, va cac co quyét dinh

va thoi gian xur

ly lién quan dén hop dong..

- URL: https://<domain API>/econtract-saas-service/api/thamdinh-hopdong/capnhat-nhansu

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:
Name Type M/O Description
hdNguoitdld Integer M ID ctia nguoi thyce hién hop dong
hopdongld Integer M ID cta hop dong can cip nhat théng tin nhan
su
thutuTd Integer M Thir t ctia nhan sy trong hop dong
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donviTdld Integer M ID cua don vi thyc hién nhan su

tkkhTdId Integer M ID cua tai khoan ngudi thyc hién

flagQuyetdinh Integer M Co quyét dinh (1 : Nguoi co quyén quyét dinh,
0: Khong c6 quyén quyét dinh)

thoigianXulyNgay String O  [Thoi gian xt Iy hop dong theo ngay (co thé
null)

flagTdTuantu Integer M Co cho phép tham dinh tuan tw (1: thim dinh

theo tuan tu, 0: khong)

- Success Response:

Params Type Description
message String Ma két qua request tir hé thong
object Object La thong tin két qua
- Example:
Requcst curl --location --request POST 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/thamdinh-hopdong/capnhat-
nhansu' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwicm9sZXMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI~
iwiRUNUMDA2IiwiRUNUMDA3IiwiRUNUMDA4IiwiRUNUMDEWIiwiRUNUMDExT]~
wiRUNUMDEyYIiwiRUNUMDEZzIiwiRUNUMDEOIiwiRUNUMDE1IiwiRUNUMDE2T1~
WiRUNUMDIwIiwiRUNUMDI4TIiwiRUNUMDI5T1wiRUNUMDMwIiwiRUNUMDMxTI1—
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOIiwiRUNUMDM1IiwiRUNUMDM2TI1~
wiRUNUMDM3IiwiRUNUMDM4IiwiRUNUMDM5TI1iwiRUNUMDOwWIiwiRUNUMDOxTI1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1IiwiRUNUMDQ2TIiwiRUNUMDQ3TI1i~-
wiRUNUMDQ4TiwiRUNUMDQ5T1wiRUNUMDUxI1iwiRUNUMDUzI10sIk51b1RhbmdJZCI6oM—
SwiaXNzIjoiVk5QVCBFQ29udHIhY3QiLCJUaGOuZlRpblRhaUtob2FuljoiY-
WRtaWSraHRhd2FjbyIsI1R1b1lRhaUtob2FuljoiSMOgIFROYW50IFTDom41iLCJUcm~
FuZlRoYW1UVE1lkIjowLCJ0aG9tS2hhY2hIYW5nSWQi0jEsIkxvYWlLaGFjaEhhbmdJZ-
CI6oMSwiSWR1IbnRpZnlDb2R1TIjoiPjcoN210YWViZ2RAbXttb2M3Pzw4ITO7NT4hOT~
s50jwINzo3TUhBRUJTSE1FQFUhTUhBRU-
JTROQhYmt5Y2VoeWJrUzwINzO08PDwIODWiLCJ0aWVyIjoic3RhZ21uZyIsImF0aSI6I~
Jk20DMzMzBmLWI40TQtNDIzMC1IhNTQI1LWJhZDI4YWFmOD11YiIsImV4c—
CI6MTcONDY4NDk2NywiaWF0IjoxNzQONjgxMzY3LCIJEYW50U2FjaE50b20101siQURN-
SUSfREFJTFkiLCJIJBRELJT19LSCIsImSndW9pZHVuzZ18wMSJIdLCIgdGkiOiI5N~
§gzMzMwZiliODkOLTQyMzAtYTUONS1iYWQyOGFhZjg5ZWIiLCITh0dpYX1UbyI6I-
JAOOTASMTAxNzgzMiIsI1RhaUtob2FuSWQiOjY¥sIkdpb2lUaW50SWQiOjEsI1RL-
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SOhJRCI6GNiwiTGOhaUdpYX1UbyI6NDgsIkRvblZpSWQi0jEWMDAXNDAsI1R1bktoY -
WNoSGFuZyI6IkPDtGS5nIHRSIGPhugqVwIG7GsOG7m2MgVGE3YWNvIiwiS2hhY2hIYW5n—-
SWQi0jJ9.RFAFWolYhZjXD611f4kByoNXAM1visNn4Dw8R~
Jc98Hi1kyL1V5I000bXwOv8YLVSPLffRi-q TSmE Rm69UQYW1HYi-
JOHrTw61i03HQI NAIOuTZGnBlwbtln9wQo 34vFWXLOugLBfkBh8a9SC7apKih-
PgPFhGoMgJBRLJcG 4Dw8fmYtPKrcia392RgLLWGSAPI3wN-QHGNB1GGpnUDJ—
diKZmhO54iJadmBa2l1UpL-eHlgDeH2tUd-8WsTtalu-BDOVI8WLvay-x17M-
eH4mk6AM4GgYjmdMChAgo37pCWuSnASLYmZpavAVTsUnYcmXgfZIAewL3bP6-MRMBgQ"'
\

--header 'Content-Type: application/json' \

Request-data --data '[

{
"hdNguoitdId": O,
"hopdongId": 414183,
"thutuTd": 1,
"donviTdId": 1000140,
"tkkhTdId": 6,
"flagQuyetdinh": 1,
"thoigianXulyNgay": null,
"flagTdTuantu": 0

] v

Response headers | Content-Type: application/json

Response body {
"message": "ECT-00000000",
"statusCode": 200,

"status": "OK",
"object": [
{

"KQ": "success",
"MOTA": "S6 nhan sy thém mdi: 1; cap nhat: 0; x6a: 0"

}

I1.3.7 API Cap nhit nhin sy dam phan (Hop dong ning cao)

- Mo ta: API cung cip phuong thirc dé cap nhat thong tin vé nguoi dai dién tham gia ddm phan
trong hop dong, bao gdm cac thong tin nhu don vi tham gia, tai khoan ngudi tham gia, khach
hang dai dién, va cac c& quyét dinh lién quan..

- URL: https://<domain API>/econtract-saas-service/api/damphan/capnhat nguoi damphan

- Method: POST

- Header Params:

Name Type M/O Description
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Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:
Name Type M/O Description

p_hopdong id Integer M ID cta hop dong cin cip nhat théng tin
nguoi dam phan

p_ct ndp Array M Danh sach thong tin nguoi tham gia dam
phéan

p_ct ndp.p_hd nguoidp id Integer o ID cta nguodi dam phéan (null néu 14 ngudi
moi)

p_ct ndp.p_thutu hienthi Integer M Thir tu hién thi ctia ngudi dam phan trong
hop dong

p_ct ndp.p donvi dp id Integer M ID don vi tham gia dam phan

p_ct ndp.p tkkh dp id Integer M ID tai khoan ctia ngudi dam phan

p_ct ndp.p_flag quyetdinh Integer M Co quyét dinh (1: c6 quyén quyét dinh, 0:
khong c6 quyén quyét dinh)

p_ct ndp.p thoigian xuly ngay | String O Thoi gian xir Iy hop dong theo ngay (co thé
null)

p_ct ndp.p_khachhang dp id | Integer M ID khach hang dai dién trong dam phan

- Success Response:

Params Type Description
message String M3 két qua request tir hé thong
object Object La thong tin két qua
- Example:
Request curl --location --request POST 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/damphan/capn-

hat nguoi damphan' \
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—--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwicm9sZXMi0lsiRUNUMDAwIiwiRUNUMDAOIiwiRUNUMDALI-
1wiRUNUMDA2IiwiRUNUMDA3TiwiRUNUMDA4TIiwiRUNUMDEwWIiwiRUNUMDExTIi—
wiRUNUMDEyYIiwiRUNUMDEzIiwiRUNUMDEOIiwiRUNUMDE1IiwiRUNUMDE2TI1~-
wiRUNUMDIwIiwiRUNUMDI4IiwiRUNUMDIS5TIiwiRUNUMDMwIiwiRUNUMDMxI1~
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOIiwiRUNUMDM1IiwiRUNUMDM2TI1~-
wiRUNUMDM3IiwiRUNUMDM4 IiwiRUNUMDM5T1wiRUNUMDOwWIiwiRUNUMDQOxTI1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1IiwiRUNUMDQ2I1iwiRUNUMDQ3TI1~-
wiRUNUMDQ4IiwiRUNUMDQ5I1iwiRUNUMDUxIiwiRUNUMDUZzI10sIk51b1RhbmdJZCI6oM—
SwiaXNzIjoiVk5QVCBFQ29udHJIhY3QiLCJUaG9uZlRpblRhaUtob2FuljoiY-
WRtaWSraHRhd2FjbyIsI1R1blRhaUtob2FuljoiSMOgIFRoYW50IFTDom41iLCJUcm~
FuZlRoYW1UVE1kIjowLCJ0aG9tS2hhY2hIYW5nSWQiO0jEsTIkxvYWlLaGFjaEhhbmdJZ-
CI6GMSwiSWR1bnRpZnlDb2R1IjoiPjcbN210YWViZ2RAbXttb2M3Pzw4ITO7NT4hOT~
s503wINzo3TUhBRUJTSELFQFUhTUhBRU-
JTROQhYmt5Y2VoeWJrUzwINz08PDwIODWwiLCJ0aWVyIjoic3RhZ21uZyIsImF0aSI6I~
Jk20DMzMzBmLWI4O0TQtNDIzMCIhNTQ1LWJhZDI4YWFmOD11YiIsImV4c—
CI6MTcONDY4NDk2NywiaWF0IjoxNzQONjgxMzY3LCIEYW50U2FjaE50b20101siQURN~-
SUSEfREFJTFkiLCJBRE1JT19LSCIsImSndW9pZHVuZ18wMSJIdLCIqdGkiOiISN-
JgzMzMwZi1liODkOLTQyMzAtYTUONS1iYWQyOGFhZjg5ZWIiLCITb0dpYX1UbyI6I-
JAOOTASMTAxNzgzMiIsI1RhaUtob2FusSWQiOjY¥sIkdpb21lUaW50SWQi0jEsI1RL-
SOhJRCI6GNiwiTGOhaUdpYX1UbyI6NDgsIkRvblZpSWQi0jEWMDAXNDAsI1R1bktoY~
WNoSGFuZyI6IkPDtGS5nIHRSIGPhugqVwIG7GsOG7m2MgVGE3YWNvIiwiS2hhY2hIYW5n—-
SWQi0jJ9.RFAFWolYhZjXD611f4kByoNXAM1visNn4Dw8R~
Jc98Hi1kyL1V5I000bXwov8YLVSPLffRi-q TSmE Rm69UQYW1HYi-
JOHrTw61i03HQI NAIOuTZGnBlwbtln9wQo 34vFWXLOugLBfkBh8a9SC7apKih-
PgPFhGoMgJBRLJcG 4Dw8fmYtPKrcia392RgLLWGSAPpI3wN-QHGNB1GGpnUDJ—
diKZmhO54iJadmBa2l1UpL-eHlgDeH2tUd-8WsTtalu-BDOVI8WLvay-x17M-
eH4mk6AM4GgYjmdMChAgo37pCWuSnASLYmZpavAVTsUnYcmXgfZIAewL3bP6-MRMBgQ"'
\

--header 'Content-Type: application/json' \

Request-data

--data '{
"p hopdong id": 414183,
"p ct ndp": [
{
"p_hd nguoidp id": null,
"p thutu hienthi": 1,
"p donvi dp id": 1000140,
"p tkkh dp id": 6,
"p flag quyetdinh": 1,
"p thoigian xuly ngay": null,
"p khachhang dp id": 2

"p hd nguoidp id": null,
"p_thutu hienthi": 1,

"p donvi dp id": 1004418,
"p_tkkh dp id": 5240,

"p flag quyetdinh": O,

"p thoigian xuly ngay": null,
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]
} v

"p khachhang dp id": 1000606

Response headers | Content-Type: application/json

Response body {
"message": "ECT-00000000",
"statusCode": 200,

"status": "OK",
"object": [
{
"KETQUA": 1
}

]
i

I1.3.8 API Cap nhit nguwoi ky va tw dong lay vi tri ky trong hop dong va giri ky

Mo ta: API nay duoc sir dung dé cip nhat danh sach ngudi ky cho mét chi tiét hop dong cu

thé, bao gom thong tin ngudi ky, phuong thie ky, thir tu ky, va cac cd kiém soat lién quan.

Hé thdng s& tu dong 14y vi tri ky trong file hop dong va gui ky.

- URL: https://<domain API>/econtract-integration-service/vnpt-econtract/cap-nhat-nguoi-ky

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:
Name Type M/O Description

p_hop dong id Integer | M |ID ctia hgp dong.

p_ds nguoi_ky Array | M [Danh sach nhom nguoi ky theo ting
file hop dong chi tiét.

p_ds nguoi ky[].p _hd chitiet id Integer | M |ID cua file hop déng chi tiét dang
cap nhat.
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p_ds nguoi ky[].p_ct nk Array Danh sach nguoi ky tuong tmg véi
file chi tiét.
p_ds nguoi_ky[].p_ct nk[].p_tk kh id Integer ID tai khoan khach hang (néu nguoi
/ null ky 1a nguoi dung hé thong).
p_ds nguoi ky[].p ct nk[].p ten taikhoan String Tén nguoi ky.
p_ds nguoi ky[].p_ct nk[].p_email String Email nguoi ky.
p_ds nguoi ky[].p_ct nk[].p_sdt String S6 dién thoai nguoi ky.
/ null
p_ds nguoi ky[].p_ct nk[].p_tinnhan String Tin nhan giri kém.
p_ds nguoi ky[].p_ct nk[].p_pt xacthuc id Integer ID phuong thirc xéc thyc:
1: Khong
2: SMS OTP
3: Email OTP
4: Ma xac thuc
7: Email OTP + eKYC
8: SMS OTP + eKYC
p_ds nguoi ky[].p_ct nk[].p_ma_ truycap String M3 truy cap riéng cho ngudi ky (néu
/ null o).
p_ds nguoi ky[].p_ct nk[].p_thoigian xuly String Thoi gian xir 1y dy kién.
/ null
p_ds nguoi ky[].p_ct nk[].p_flag xacminh nk | Integer Co xac minh nguoi ky (1: Co, O:
(0/1) Khoéng).
p_ds nguoi ky[].p_ct nk[].p flag chuyenky Integer Cho phép nguoi ky chuyén quyén
(0/1) ky (1: Cé, 0: Khong).
p_ds nguoi ky[].p_ct nk[].p flag themky Integer Cho phép thém nguoi ky khac (1:
(0/1) Co, 0: Khong).
p_ds nguoi ky[].p_ct nk[].p_vaitro ky id Integer ID vai tro nguoi ky:
1: Ky nhay
2: Ky duyét
3: Ky dau
0: Khong xac dinh
p_ds nguoi ky[].p_ct nk[].p_ht ky String Danh sach hinh thic ky, cach nhau
bdi dau phay. Gom:
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: Ky anh

: SMS OTP

: Email OTP

: Smart CA

: VNPT ky s

: USB Token

: Email OTP + eKYC
: SMS OTP + eKYC

0N DN W —

p_ds nguoi ky[].p_ct nk[].p_thutu bb ky

Integer

Thir tu bit budc ky trong bién ban.

p_ds nguoi ky[].p_ct nk[].p luong nguoiky id | Integer

ID ludng nguoi ky (néu co).

/ null
p_ds nguoi ky[].p_ct nk[].p_thutu ky Integer Thtr ty nguoi ky trong quy trinh ky.
p_ds nguoi ky[].p_ct nk[].p _flag ky tuantu Integer Co ky tuan ty (1: Co, 0: Khong).
(0/1)

- Success Response:

Params Type Description

message String Ma két qua request tir hé thong

object Object La thong tin két qua

Object. ketQuaCapN- Integer Két qua cap nhat vi tri theo cAu hinh vi tri ky

hatViTriKy trong file hop dong

Object. dsViTriKy Object Danh sach vi tri ky da lay ra dugc theo timg
file hop dong chi tiét

Object. ketQuaCapNhat- | Array Két qua cap nhap ngudi ky

NguoiKy

Object. guiHopDongRe- | Array Thong tin chi tiét hgp dong sau khi thuc hién

sult

gui hop dong chinh thirc di toi nguoi can xir
Iy. (Thong tin hop dong, chi tiét cac file trong
hop dong, thong tin chi tiét ngudi tham gia xir
ky, vi tri ky d& duoc cdu hinh cho timg nguoi
ky,..)

- Example:
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Request

curl --location --request POST 'https://gateway-bus-econtract-v2-
dev.vnptit3.vn/econtract-integration-service/vnpt-econtract/cap-
nhat-nguoi-ky' \

--header 'accept: */*' \

--header 'Accept-Language: vi' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGF3YWNvIiwicm9sZXMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI~-
1iwiRUNUMDA2IiwiRUNUMDA3IiwiRUNUMDA4IiwiRUNUMDEwWIiwiRUNUMDExTIi—
wiRUNUMDEYIiwiRUNUMDEzIiwiRUNUMDEOIiwiRUNUMDE1IiwiRUNUMDE2TI1~
WwiRUNUMDIwIiwiRUNUMDI4IiwiRUNUMDI5TiwiRUNUMDMwIiwiRUNUMDMxTI1~
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOTIiwiRUNUMDM]1IiwiRUNUMDM2TI1~
wiRUNUMDM3IiwiRUNUMDM4TIiwiRUNUMDMS5TiwiRUNUMDQwIiwiRUNUMDOxT1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1IiwiRUNUMDQ2IiwiRUNUMDQ3TI1~
wiRUNUMDQ4IiwiRUNUMDQ5I1wiRUNUMDUxIiwiRUNUMDUZzIiwiRUNUMDUL1IiwiRUNUM—
DU2I10sIkRvb1ZpS0Qi0jAsIk51b1RhbmdJZCI6MSwiaXNzIjoiVk5QVCBEFQ29ud-
HJhY3QiLCJUaG9uZlRpblRhaUtob2FuljoiYWRtaWbraHRhd2FjbyIsI1R1blRhaUto-
b2FuljoiSMOgIFROYW50IFTDom4iLCJUCMEFUuZ1RoYWIUVELkIjowLCJ0aG9tS2h~
hY2hIYW5nSWQiOjEsIkxvYWlLaGFjaEhhbmdJZCI6MSwiSWR1bnRpZnlDb2R1I~
Joi1Pjc6N210YWViZ2R4bXttb2M3Pzw4ITQI0D830JdANSEFFQINITUVAVSENSEF -
FQINHRDcOPDw8PTg8IiwidGllciI6ImR1diIsImF0aSI6IjhiMzMwM2I1LTcyOGQt—
NGU2Ny1liY2NmLWMOODNmMMGQS5YTUzZNyIsImV4cCI6MTc1IMDEINzc5MiwiaWFOI~
JoxNzUwWMTUOMTkyLCJEYW50U2FjaE50b20101siQURNSUSfREFJTFkiL -
CJBRE1JT19LSCJIALCIqdGkiOiI4YiMzMDNiNS0O3MjhkLTRINY ctYmN]ZiljNDgz-
ZjBkOWE1MzciLCJTb0dpYX1UbyI6IjAOOTASMTAxXxNzgzMiIsI1RhaUtob2FuSWQio-
JYsIkdpb2lUaW50SWQi0jESI1IRLSOhJRCI6NiwiTGOhaUdpYX1UbyI6NDgsIkRvblZp—
SWQi0jEWMDAXNDASI1R1bktoYWNoSGFuUZyI6IkPDtGS5nIHR5IESow6AgQsOoIiwiS2h-
hY2hIYW5nSWQi0jJ9.v7wBx5eSIebedlE2Pewy0z6x1Z1rUmnx59RsylokH2XB-
vYLvVKJItQ32rTU9wMOcLjCDXL5XImcQJtdlsAOvD748G8vU-M01560146UppySycm-x2—
FOWErT44SaJ3wWigqmkyx7sal6Z2UIgWDPVgHS7 7RMRMIKJIf-2JR0cMet9niViI1mPLX~
odFfafMyQTeuhHHDBQ1kxRW9I12Y-wCgIFmBhBCin7Dhz83vDQvcudMR~-
RxxAxjk007kHQEUFECsPUQgZrJol2nj05prjPLynsdoMavSjLcOQyeArA-mZks6bHXk~
L2TCXbmSMTa2-uC9jry7KbRI6yKkBUlwGaISNf2z6ibw' \

--header 'Content-Type: application/json' \

Request-data

-—-data-raw '{
"p _hop dong id": 3423,
"p ds nguoi ky": [
{
"p_hd chitiet id": 12782,
"p ct nk": [
{
"p_tk kh id": 6,
"p dt xuly id": 1,

"p ten taikhoan": "Ha Thanh Téan",
"p email": "vohung.it@gmail.com",
"p_sdt": "0944800271",

"pitinnhan" H A\ ",
"p_pt xacthuc id": 4,
"p ma truycap": null,

"p thoigian xuly": null,
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} v

"p flag xacminh nk": 0O,
"p_flag chuyenky": 0,

"p flag themky": 0,

"p vaitro ky id": 3,

"p_ht ky": "3,7,1,4,2,8,6,5",
"p_thutu bb ky": 1,

"p luong nguoiky id": null,
"p thutu ky": 1,

"p flag ky tuantu": 1

"p tk kh id": null,

"p dt xuly id": 1,

"p ten taikhoan": "thtest",
"p email": "thuanpl.vnpt@gmail.com",
"p sdt": null,

"p tinnhan": "",

"p pt xacthuc_id": 4,

"p ma truycap": null,

"p thoigian xuly": null,

"p flag xacminh nk": 0O,

"p flag chuyenky": 0,

"p flag themky": 0,

"p vaitro ky id": O,

"p_ht ky": "3,7,1,4,6,5",
"p thutu bb ky": 1,

"p luong nguoiky id": null,
"p thutu ky": 2,

"p flag ky tuantu": 1

Response headers | Content-Type: application/json

Response body {
"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",
"object": {

"ketQuaCapNhatViTriKy": [

{
"KETQUA": 1

i
"dsViTriKy": {
"12782": [
{
"field": "@{0,1}",
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]
b

{

{

"field":

"nol":

"no2":

"y

nwon.,
Yy
"'

n"hv.

"listSignaturePosition":

175,
125,
41,
13,

"page": 2

.

"'

"hv.

407,
125,
41,
13,

"page": 2

"nol":

"no2":

"listSignaturePosition":

{

{

"HDCT NGUOIKY ID":

nx".
"y":
LEWAL
nhw.

"@{1’1}"’

175,
671,
41,
13,

"page": 3

"y

won.
Yy
"'

n"hv.

247,
671,
41,
13,

"page": 3

"KETQUA" :
"CHITIET":

"ketQuaCapNhatNguoiKy": [

1,

[

"TK KH ID": 6,

17581,

CONFIDENTIAL | All Rights Reserved

Page 45/ 132




VNPT

Phién ban:

V1.0

i

{

"HD CHITIET ID": 12782,
"LUONG_NGUOIKY ID": null,
"HOPDONG _ID": 8392,
"THUTU KY": 1,

"FLAG _NOI BO": 1,
"FLAG_KY TUANTU": 0,
"THUTU BB KY": 1

"HDCT NGUOIKY ID":
"TK KH ID": 96955,
"HD CHITIET ID": 12782,
"LUONG_NGUOIKY ID": null,
"HOPDONG_ID": 8392,
"THUTU KY": 1,
"FLAG NOI BO": O,
"FLAG_KY TUANTU": 0,
"THUTU BB KY": 1

17582,

"HDCT NGUOIKY ID": 17605,
"TK _KH ID": 6,
"HD CHITIET ID": 12783,

"LUONG_NGUOIKY ID": null,
"HOPDONG_ID": 8392,
"THUTU KY": 1,
"FLAG NOI BO": 1,
"FLAG_KY TUANTU": 1,
"THUTU BB KY": 1

"guiHopDongResult": [

"FLAG_THAM DINH": 0,

"FLAG DAM PHAN": O,

"FLAG KY": 1,

"CHI TIET HOP DONG": {
"HOPDONG ID": 8392,
"MA HOPDONG": "2415776",
"CH SOHD KH ID": null,
"SO HOPDONG": null,
"TEN HOPDONG": "thtest",
"BOHS MAU ID": null,
"BOHS MAU TEN": null,
"CH LUONGHD ID": null,
"LUONG_HD TEN": null,

"FLAG LUONG KY TUANTU": null,
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"FLAG_TUANTHU": null,

"HT HIEULUCTU ID": null,
"TEN HIEULUC TU": null,
"HIEULUC_TU": null,

"HT HIEULUCDEN ID": null,
"TEN HIEULUC DEN": null,
"GT HIEULUCDEN": null,
"HIEULUC DEN": null,
"FLAG_GIAHAN": null,
"TRANGTHAI HD ID": 4,
"TRANGTHAI HD": "Cho ky",
"GIATRI HD": null,
"HOPDONG_GOC_ID": null,
"TEN HOPDONG GOC": null,
"LOAI TAILIEU ID": 11,
"LOAI TAILIEU": "Hop déng lao ddéng",
"LOAI CHUNGTHUC ID": null,
"LOAI CHUNGTHUC": null,
"FLAG ALLFILE DSKY": 1,
"SO DT TAO": "0948637531",

"EMAIL TAO": "lanhuu0603@gmail.com",
"TAIKHOAN TAO ID": 6,
"NGUOI TAO": "adminkhtawaco",

"FLAG NGUOI TAO": 1,
"GHI CHU": null,
"LOAI LUONGHD ID": 1,
"STEP TAOHD ID": 1,
"KHACHHANG ID": 2,
"KIEUTAC HD ID": 4,
"FLAG TD": null,
"FLAG DP": null,
"FLAG_HETHAN DP": null,
"CHITIET FILE": [

{

"HD CHITIET ID": 12782,

"HD FILE TEN": "TEST FILE.docx",

"HD FILE URL": "hop-dong/2025-06-
27/f1alfe09-b60d-41e0-812£f-b31d6d23¢c1d5/TEST FILE.docx",

"DUNGLUONG_FILE": 11550,
"FLAG_HD CHINH": 1,
"TONG_SOTRANG": null,
"MOTA": null,

"FLAG_KY TUANTU": 1,
"FLAG CT CECA": O,
"TRANGTHAI ID": 3,
"TRANGTHAI TEN": "Cho ky",
"NGAYTAO": "2025-06-27T15:37
"QUYENXEM ID": 1,

"NHOM TAILIEU ID": 1,

221",
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01T00:00:00",

Tawaco",

Tawaco",

"BOHS MAU CT ID": null,
"BOHS MAU CT URL": null,
"HSMAU BIEN ID": null,
"CHITIET NGUOIKY": [
{
"HDCT NGUOIKY ID": 17581,
"TK_KH ID": 6,
"KHACHHANG ID": 2,
"THUTU KY": 1,
"TRANGTHAI KY": 7,
"TRANGTHAI KY FE": "Chd ky",
"LYDO TC CHUYEN": null,
"TIN NHAN": null,
"PT XACTHUC_ID": 4,
"MA TRUYCAP": null,
"FLAG CHUYENKY": 1,
"FLAG THEMKY": 1,
"THOIGIAN XULY": "9999-01-

"THOIGIAN XULY NGAY": null,
"TEN_ TAIKHOAN": "Ha Thanh Tan",
"TAIKHOAN": "adminkhtawaco",
"LOAI TAIKHOAN": 1,

"LOAI KHACHHANG ID": 1,

"SO DT": "0948637531",
"EMAIL": "lanhuu0603@gmail.com",
"DONVI": "Cbébng ty Clp nudc Tawaco",

"DONVI_ID": 1000140,
"LUONG_NGUOIKY ID": null,
"FLAG DENLUOT KY": 1,
"NGUOI GUI ID": 6,

"NGUOI GUI": "Ha Thanh Tan",
"TOCHUC NGUOIGUI": "Cbng ty cép nudc
"NGAY GUI": "2025-06-27T15:39:08",

"FLAG_XOA": 1,

"THUTU BB KY": 1,

"VAITRO _KY": O,
"VAITRO KY LABEL": null,

"KH DOITAC": "Céng ty cédp nudc

"FLAG_KY TUANTU": 1,
"TK KH GUI ID": 6,
"TK_KH THEMNK ID": null,
"HTKY": [
{
"HT KY ID": 1,
"TRANGTHAT ID": 1,
"HT KY": "Ky anh"
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i

"CHUKY" :

"HT KY ID": 2,
"TRANGTHAT ID": 1,
"HT KY": "SMS OTP"

"HT KY ID": 3,
"TRANGTHAI ID": 1,
"HT KY": "Email OTP"

"HT KY ID": 4,
"TRANGTHAI ID": 1,
"HT KY": "Smart CA"

"HT_KY ID": 5,
"TRANGTHAI ID": 1,
"HT KY": "VNPT ky sb"

"HT KY ID": 6,
"TRANGTHAT ID": 1,
"HT KY": "USB - Token"

"HT Ky ID": 7,
"TRANGTHAI ID": 1,
"HT KY": "Email OTP + eKYC"

"HT KY ID": 8,
"TRANGTHAI ID": 1,
"HT KY": "SMS OTP + eKvC"

null,

"VITRI KY": [

"STT TRANG": 3,
"TOADO X": 175,
"TOADO Y": 671,
"CHIEUDAI W": 41,
"CHIEUCAO H": 13,
"FLAG BB _CODINH": 0
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01T00:00:00",

Tawaco",

Tawaco",

"STT TRANG": 3,
"TOADO X": 247,
"TOADO_Y": 671,
"CHIEUDAT W": 41,
"CHIEUCAO H": 13,
"FLAG BB_CODINH": 0

"HDCT NGUOIKY ID": 17582,
"TK_KH ID": 1589867,

"KHACHHANG ID": 999999,

"THUTU KY": 2,

"TRANGTHAT KY": 1,
"TRANGTHAI KY FE": "Chua ky hop

"LYDO TC CHUYEN": null,
"TIN NHAN": null,

"PT XACTHUC ID": 4,

"MA TRUYCAP": "gelMrV",
"FLAG CHUYENKY": O,

"FLAG THEMKY": O,
"THOIGIAN XULY": "9999-01-

"THOIGIAN XULY NGAY": null,
"TEN TATIKHOAN": "thtest",
"TATIKHOAN": "onepnywkken",
"LOAI TAIKHOAN": 2,

"LOAI KHACHHANG ID": 2,

"SO DT": null,

"EMAIL": "thtest@gmail.com",
"DONVI": null,

"DONVI ID": null,
"LUONG_NGUOIKY ID": null,
"FLAG DENLUOT KY": null,
"NGUOI GUI ID": 6,

"NGUOI GUI": "Ha Thanh Tan",
"TOCHUC NGUOIGUI": "Cbng ty cép nuosc
"NGAY GUI": "2025-06-27T15:38:56",

"FLAG XOA": 1,

"THUTU BB KY": 1,

"VAITRO _KY": O,
"VAITRO KY LABEL": null,

"KH DOITAC": "Céng ty clp nuéc

"FLAG KY TUANTU": 1,
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"TK_KH GUI ID": 6,
"TK_KH THEMNK ID": null,
THTKY": [
{
"HT KY ID": 1,
"TRANGTHAI ID": 1,
"HT KY": "Ky anh"

"HT KY ID": 3,
"TRANGTHAI ID": 1,
"HT KY": "Email OTP"

"HT KY ID": 4,
"TRANGTHAT ID": 1,
"HT KY": "Smart CA"

"HT KY ID": 5,
"TRANGTHAI ID": 1,
"HT KY": "VNPT ky sé&"

"HT KY ID": 6,
"TRANGTHAI ID": 1,
"HT KY": "USB - Token"

"HT KY ID": 7,
"TRANGTHAIiID": 1,
"HT KY": "Email OTP + eKYC"

1,

"CHUKY": null,

"VITRI KY": [

{

"STT TRANG": 2,
"TOADO X": 175,
"TOADO Y": 125,
"CHIEUDAI W": 41,
"CHIEUCAO H": 13,
"FLAG_BB_CODINH": 0

"STT TRANG": 2,
"TOADO X": 407,
"TOADO Y": 125,
"CHIEUDAI W": 41,
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"CHIEUCAO H": 13,

"FLAG_BB_CODINH": 0

}
1y
"THAM DINH": null,
"NS_DAM PHAN": null,
"DT DAM PHAN": null

11.3.9 API Tao Hop Pong Tir Mau

Mo ta: API nay cho phép tao hop

ddng dién tir tir mau c6 san trén hé théng VNPT eContract,

v6i kha ning tuy chinh ndi dung thong qua cac bién dong..

Method: POST

Header Params:

URL: https://<domain API>/ econtract-integration-service/vnpt-econtract’/hopdong-b1-tumau

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:
Name Type M/O Description

kieuHopDongld Integer M |ID Loai hop dong

tenHopDong String M |Tén hop dong (hién thi trén hé
thong).

boHSMauld Integer [ M (ID bd hd so miu (ly tir danh sach
mau hop dong).

loaiTaiLieuld Integer M |ID Loai tai li€u
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hieuLucTu String Ngay hiéu lgyc (dinh dang
dd/MM/yyyy).
hieuLucDen String Ngay hét hiéu lyc (dinh dang
dd/MM/yyyy).
loaiChungThucld Integer Loai chung thyuc (néu co).
giaTriHD Number Gia tri hop dong (néu co).
luongHDId Integer ID ludng xur 1y hop dong (néu ap
dung).
ghiChu String Ghi chu.
danhSachBien Object Danh sach bién vi du:
{
"${tongTien}": "100",
"${soHopDong}": "17060CD",
"$ {ngayKy} H: n 1 7"
h

- Success Response:

Params Type Description
message String Mi két qua request tir hé thong
object Object La thong tin két qua
object .hopDongld Integer ID hop ddng vira tao (dung dé tra ctru/ghi nhan
sau nay).
object . listDetailCon- Arrray Danh sach id chi tiét hop dong da tao
tract
object . listDetailCon- Integer Id chi tiét hop dong
trac[].hopDongCtId
object . listDetailCon- Integer Id ho so mau chi tiét

trac[].hoSoMauCtld

- Example:
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Request

curl --location 'https://gateway-bus-econtract-v2-
dev.vnptit3.vn/econtract-integration-service/vnpt-econtract/hopdong-
bl-tumau' \

--header 'Host: gateway-bus-econtract-v2-stag.vnptit3.vn' \

—--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGF3YWNvIiwicm9sZXMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI~
1wiRUNUMDA2IiwiRUNUMDA3TiwiRUNUMDA4TIiwiRUNUMDEWIiwiRUNUMDExTIi—
wiRUNUMDEyYIiwiRUNUMDEzIiwiRUNUMDEOIiwiRUNUMDE1IiwiRUNUMDE2TI1~-
wiRUNUMDIwIiwiRUNUMDI4IiwiRUNUMDIS5TiwiRUNUMDMwIiwiRUNUMDMxI1~
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOIiwiRUNUMDM1IiwiRUNUMDM2TI1~
wiRUNUMDM3IiwiRUNUMDM4 IiwiRUNUMDM5T1wiRUNUMDOwWIiwiRUNUMDQOxTI1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1IiwiRUNUMDQ2IiwiRUNUMDQ3TI1~-
wiRUNUMDQ4IiwiRUNUMDQ5IiwiRUNUMDUxIiwiRUNUMDUZzIiwiRUNUMDUL1IiwiRUNUM—
DU2I10sIkRvblZpS0QiOjAsIk51blRhbmdJZCI6MSwiaXNzIjoiVk5QVCBFQ29ud-
HJhY30QiLCJUaG9uZlRpblRhaUtob2FuljoiYWRtaWbraHRhd2FjbyIsI1R1b1lRhaUto-
P2FuljoiSMOgIFROYW50IFTDom4iLCJUCmEFuZ1RoYW1UVELkIjowLCJ0aGo9tS2h-
hY2hIYW5nSWQiOjEsIkxvYWlLaGFjaEhhbmdJZCI6MSwiSWR1bnRpZnlDb2R1I~
JoiPjc6N210YWViZ2R4bXttb2M3Pzw4ITQI0D830JdANSEFFQINITUVAVSENSEF -
FQINHRDcO9PDW8PTg8IiwidGllciI6ImR1diIsImF0aSI6IjQO00DJIiN2FmLTCcS5NDAL -
NGIxMS05MzczLWU4N]jJjOGEzY2QyNyIsImV4cCI6MTclMDIxM]jkzMSwiaWFOI-
JoxNzUwMjASMzMxLCIJEYW50U2FjaE50b20i01siQURNSUSfREFJTFkiL~
CJIBRE1JT19LSCJIALCIqdGkiOiIONDgyYjdhZi030TQwLTRiIMTEtOTM3My110DYyYzhh-
M2NkMjciLCJITb0dpYX1UbyI6IjAOOTASMTAxNzgzMiIsI1RhaUtob2FuSWQio—-
JY¥sIkdpb21lUaW50SWQi0JEsI1RLSOhJRCI6NiwiTGO9haUdpYX1UbyI6NDgsIkRvblZp-
SWQi0jEWMDAXNDASI1R1bktoYWNoSGFuZyI6IkPDtGSNIHRSTIESow6AgQsOoIiwiS2h~
hY2hIYW5nSWQi0jJ9.xpQFKT11pUWYEtZPajyhkGOmr9Vohr4UDkoSvNCPONLkOZG—
wlrs6 WMS-1GaiwlP0-ZgZw2SjStxPqbe20BVERP-I5nl1DxMHKfszx81Qt-

pJIN fUGAdJqvpwZz-AhaKErCDil4Rs10ohQtr-yWXQx0GEvcudZz 1cWV8SXsha-

Jds_ DHt5v-f2-N5qVRpl8QO0vdsZrereyPtaWczdTKiVCX2Zy-TF4sfW0—

cy0luP6hrZ g8XVuFXEIGE3YhpfViJAMJITeOwXpxvY5qGrJjc zz94aZkzZET7L2YE-
vo9AMVPzZWRH8srJanFTr5gQ51YheCInNvg 1NpgxKaVog7gpVwyRXJ1w' \

--header 'User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Ap-
pleWebKit/537.36 (KHTML, like Gecko) Chrome/127.0.0.0 Safari/537.36
Edg/127.0.0.0" \

--header 'Content-Type: application/json' \

Request-data

--data '{

"hopDong": {
"kieuHopDongId":1,
"tenHopDong": "Minh Test Tao HD Step 1",
"boHSMauId": 1414,
"loaiTailLieuId": 6,
"hieuLucTu": "01/06/2025",
"hieuLucDen": "17/06/2025",
"loaiChungThucId": null,
"giaTriHD": 1000000,
"luongHDId": null,
"ghiChu": "Minh test API Tich Hop"

by

"danhSachBien": {
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"${tongTien}": "100",
"${soHopDong}":
"S{ngayKy}": "17",

"${thangKy}": "0O6",
"${namKy}": "2025",
"S$S{diaChiKy}":
"S{tenTTKD}":

"${diaChiTTKD}":
"${sdtTTKD}": "077443662
"S{stkTTKD}": "077443662

"${chucVuDaiDienTTKD}":
"${soGiayUyQuyen}": "",
"${ngayCapUyQuyen}": "",
"${tenUyQuyenTTKD}": "",
"${tenCTV}": "",
"${soGTCTV}": "",
"${ngayCapGTICTV}": "™,
"${noiCapGTCTV}": "",
"$ {hoKhauThuongTruCTV}":
"${diaChiCTV}":
"${soDKKDCTV}": "",
"${SOViVNPT}": "",
"${maSoThueCTV}":
"lth":
"ltb{1}":
"ltb{2}":
"lth{3}":
"ltb{4}":
"lth{5}":
by
"#dv": [
{

nn
’

nn
I

~

O O O O O
~

"#dV{Stt}": nlvv,
"#dv{tenMien}":
"#dv{maSoCapPhat}":

"#dv{soNamDT}": "1",
"#dv{cuocPhiDK}": "1
"#dv{cuocPhiDT}": "1
"#dv{thanhTien}": "1
"gdv{vat}": "10",
"#dv{tongTien}": "11
"#dv{ghiChu}": "ok"

}

"#dv{ngayCoHieuLuc}":

"17060CD",

"VNPT DA NANG",
"VNPT TTKD DA NANG",
"344 Duong 02/09",

6",
1"[

"${diaChiSTKTTKD}": "113 Tran Quoc Toan",
"${maSoThueTTKD}": "0460926665332",
"$S{tenDaiDienTTKD}": "Minh Vvu",

"Giam Doc",

wn
’

"minh" ,

"minh" ,

"1",
ooo",
ooo",

ooo,

OO",
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}

Response headers | Content-Type: application/json
Response body {

"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",
"object": {
"hopDongId": 415539,
"listDetailContract": [
{
"hopDongCtId": 419618,
"hoSoMauCtId": 1838

I1.4 API lién quan chirc ning hop dong miu
I1.4.1 API Danh siach Hop dong miu

- Mo ta: API cung cip Danh sach cac hop dong mau da duoc cai dat trén hé thong VNPT
eContract.
- URL: https://<domain API> /econtract-saas-service/api/cau-hinh/bo-hsmau/dsach

- Method: POST

- Header Params:

Name Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:
Name Type M/O Description
loaiHdId Int O Loc theo tiéu chi Loai hop dong.

Mic dinh: -1 (Tat ca).

trangThaild Int O Loc theo tiéu chi Trang thai Hop dong mau.
Mac dinh: -1 (Tat ca).
1: Ba kich hoat.
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2: Chuea kich hoat.
keyword String M Tir khoa tim kiém.
tuNgay String M Ngay bat dau khéi tao.
denNgay String M Ngay két thuc khai tao.
pageNum Int O S trang
rowNum Int O S6 dong trén trang
orderBy String M Trudng sip xép
orderDescFlag Int M Loai sép xép:

0: Tang dan

1: Gian dan

- Success Response:

Params Type Description
message String M3 két qua request tir hé thong
object Object Két qua tra vé Danh sach mau hop dong.
- Example:
Request curl --location 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas—-service/api/cau-hinh/bo-hsmau/dsach'
\

--header 'Host: gateway-bus-econtract-v2-stag.vnptit3.vn' \
--header 'sec-ch-ua-platform: "Windows"' \

—--header 'Authorization: Bearer eyJhbGciOiJSUzIINiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwiU29HaWF5VG8i0i IwNDkwOTEWMTc4MzIiLCIyb2x1lcy—
I6WyJFQ1OWMDAILCJIJFQ1QOwWMDQiLCJIJFQ1QwMDU1LCJFQ1QwMDYiLCJFQ1QwMDciL~
CJFQ1QwMDgiLCJIFQI1QWMTAIiLCIFQIQWMTEiLCIJFQ1QWMTIiLCIJFQ1QwMTMi L~
CIJFQIQWMTQiLCJIJFQIQWMTUiLCIFQI1QWMTY1iLCIFQL1QwWMjAiL~
CIFQ1QwMjgiLCJIFQ1QwMikiLCIJFQ1QwMzAIiLCIFQ1QwMzEiLCIJFQ1QwMzIiL~
CIFQ1QwMzMiLCJIFQ1QwMzQiLCJIFQ1QwMzUiLCJIJFQ1QwMzYiLCIJFQ1QwMzciL~
CJIFQ1QwMzgiLCJFQ1QwMzkiLCJIJFQ1QwWNDAIiLCJIJFQ1QwWNDEiLCJFQ1QwNDIiL~
CJIJFQ1QwWNDMiLCJIJFQI1QWNDUiLCJFQ1QwWNDY1iLCJIFQ1QwNDciLCJIJFQ1QwNDg—
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iLCIJFQ1QwWNDkiLCIFQIQWNTE1XSwiTmVuVGEFuZ01kIjoxLCIpc3MiOiJWT1BUIEVD-
p250cmFjdCIsI1Rob25nVGluVGEFpS2hvYW41i0iJhZGlpbmtodGEF3YWNvIiwiVGVUVGE -
PS2hvYW41i01JIw6AgVGhhbmggVMOibiIsI1RhaUtob2FuSWQiOjYsI1RyYW5nVGh-
haVRUSWQi0jAsIk50b21LaGFjaEhhbmdJZCI6MSwiTGO9haUtoYWNoSGFuZ01lkIjoxL—
CJJZGVudGlmeUNvZGUiOiI-Nzo3bWhhZWinZHhte2lvYzc PDghPT-
s1Pjc6NO1IQUVCUOJEIWIreWNl1aH1ialM8PTcO9PDW8PTg8IiwiR21vaVRpbmhJZCI oM~
SwiVEtLSE1EIjo2LCJhdGkiOiJIN2M4ZTY5SNCOS0WI3LTOXNDELOGN1YS0zOWJ1IMT -
g2MGUyZDgiLCIMb2FpR21heVRvIjo0OCwiRGO9uVM1JZCI6MTAWMDEOMCwiZXhwI—
JoxNzMyNzY2NDc5LCIUZW5LaGFjaEhhbmei0iJDw7RuZyB0eSBI 4bglcCBuxrD-
hu5tjIFRhd2FibyIsImlhdCI6MTczM)c2Mg30SwiRGFuaFNhY2h0aGotIjpbIkFETU-
10X0tITiwibmdlb21kdW5nXzAxT10sImp0aSI6I jhmMWZJYTZkLWMINTAEtNDcwMi 04N~
JRhALTVMNmQyMjF1ZWQOxMyIsIktoYWNoSGFuz0lkIjoyfQ.xdtcJ9HsUOzZX82irKNEz-
z8qfZ2163HM6spRASDI-71XdT45271AHIXJI-3hX1VW-Ta5rNBmU0dS830 FQH4s-—
GAsIggzdDNRULFC9itR-0Qc8VI9Zk8B7mbQoz2UIIA91hBVNBSOHOXhFeE4bjm-
n6WU1lTvRVeEC4vCluPzzwonhijnzZbk4-mTfM1UtdAKZmIw2nGsHahKo70kPO-
rMbt25N1aEK5nN7poYScdccRbDwBAW6aHB1Xr4nN1i2aVywgZz1lmTDgNzsMcniCtjPC-
6AVET70QXE6BDAAGLCTr1cG3pILHAYCcIyIWGRQMs 8w3520KKD-

Jwlc7S3ViT7safqRy 14nxT4w' \

--header 'Cache-Control: no-cache' \

--header 'Accept-Language: vi' \

--header 'Pragma: no-cache' \

--header 'sec-ch-ua: "Microsoft Edge";v="131", "Chromium";v="131",
"Not A Brand";v="24"' \

--header 'sec-ch-ua-mobile: 20" \

--header 'User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Ap-
pleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/537.36
Edg/131.0.0.0" \

--header 'Accept: application/json, text/plain, */*' \

--header 'Content-Type: application/json' \

--header 'Origin: https://econtract-v2-stag.vnptit3.vn' \

--header 'Sec-Fetch-Site: same-site' \

--header 'Sec-Fetch-Mode: cors' \

--header 'Sec-Fetch-Dest: empty' \

--header 'Referer: https://econtract-v2-stag.vnptit3.vn/' \

Request-data

--data-raw '

{
"loaiHdId": -1,
"trangThaiId": O,
"keyword": "",
"tuNgay": "01/11/2024",
"denNgay": "28/11/2024",
"pageNum": 1,
"rowNum": 10,
"orderBy": "NGAY TAO",
"orderDescFlag": 1

} v

Response headers

Content-Type: application/json
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Response body {

"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",
"object": [
{
"RN": 1,
"SUM_ROW": 2,
"BOHS_MAU_TEN": "ffasdf",

"BOHS MAU ID": 2959,

"LOAI HD ID": 31,

"LOAI TAILIEU": "Danh muc product",
"TRANGTHAI ID": O,

"FLAG MACDINH": O,

"NGUOI TAO": "adminkhtawaco",

"NGAY TAO": "15/11/2024",

"SO LUONG BOHS MAU CT": 2

"RN": 2,
"SUM ROW": 2,
"BOHS MAU TEN": "D TEST",

"BOHS MAU ID": 2513,

"LOAI HD ID": 11,

"LOAI TAILIEU": "Hop déng lao ddéng",
"TRANGTHAI ID": O,

"FLAG MACDINH": 0,

"NGUOI TAO": "adminkhtawaco",

"NGAY TAO": "14/11/2024",

"SO LUONG BOHS MAU CT": 2

11.4.2 API Chi tiét Hop dong miu

- MO ta: API cung cap Chi tiét hop dong mau da dugc cai dat trén hé thong VNPT eContract.

- URL: https://<domain API>/econtract-saas-service/api/cau-hinh/bo-hsmau/chitiet/{idHop-
DongMau}

- Method: GET

- Header Params:

Description

Content-Type String M application/json
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Authorization

String M Bearer JWT

- Request Body:

Description

- Success Response:

Params Type Description
message String Ma két qua request tir hé thong
object Object Két qua tra vé Chi tiét hop dong mau va cac
file bén trong.
- Example:
Request curl --location 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/cau-hinh/bo-hsmau/chi-
tiet/2993" \

--header 'Host: gateway-bus-econtract-v2-stag.vnptit3.vn' \

--header 'sec-ch-ua-platform: "Windows"' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwiU29HaWF5VG81i0i IwNDkwOTEWMTc4MzIiLCIJyb2xlcy—
I6WyJFQ1OWMDAILCJIFQ1QWMDQiLCJIJFQ1QwMDU1LCJIJFQ1QwMDY1LCJIJFQ1QwMDci L~
CJIFQ1QwMDgiLCJIFQI1QWMTAILCIFQIQWMTEiLCIJFQI1QWMTIiLCIJFQ1QwMTMiL~
CIFQI1QWMTQiLCIFQI1QWMTUiLCIFQ1QWMTYiLCIJFQ1QwMjAiL~
CJIFQ1QwMjgiLCJIFQ1QwMikiLCJIJFQ1QwMzAILCIFQ1QwMzEiLCIJFQ1QwMzIiL—
CIFQ1QwMzMiLCJIFQ1QwMzQiLCJIFQ1QwMzUiLCIJFQ1QwMzYiLCIJFQ1QwMzciL—
CJIFQ1QwMzgiLCJFQ1QwMzkiLCJIJFQ1QwWNDAILCJIJFQ1QwWNDEiLCJFQ1QwNDIiL~
CJIFQ1QwWNDMiLCJFQ1QwNDUiLCJIJFQ1QwNDYiLCJIJFQ1QwNDciLCJIJFQ1QwNDg—
1LCIFQIQWNDkiLCIFQIQWNTEIiXSwiTmVuVGFuzZ01lkIjoxLCIpc3MiO1JWT1BUIEVD-
p250cmFjdCIsI1Rob25nVGluVGFpS2hvYW4101iJhZGlpbmtodGF3YWNvIiwiVGVUVGE -
PpS2hvYW4101JIw6AgVGhhbmggVMOibiIsI1RhaUtob2FuSWQi0jYsI1RyYW5nVGh-
haVRUSWQi0jAsIk50b21LaGFjaEhhbmdJZCI6oMSwiTGO9haUtoYWNoSGFuz01lkIjoxL—
CJJZGVudGlmeUNvZGUi0iI-Nzo3bWhhZWinzHhte2lvYzc PDghPT-
s1Pjc6NO1IQUVCUOMEIWIreWNl1aH1ialM8PTc9PDW8PTg8IiwiR21vaVRpbmhJZCI oM~
SwiVEtLSE1EIjo2LCJhdGkiOiJIN2M4ZTY5SNCOS0WI3LTQOXNDELOGN1iYS0zOWJ1IMT ~
g2MGUyZDgiLCIMb2FpR21heVRvIjo0OCWiRGIuVmM1JIZCI6MTAWMDEOMCwiZXhwI—
JoxNzMyNzY2NDc5LCJUZW5LaGFjaEhhbmci01iJDw7RuzyB0eSBj4bglcCBuxrD-
hu5tjIFRhd2FjbyIsImlhdCI6MTczM)c2Mg30SwiRGFuaFNhY2h0aGotIjpbIkFETU-
10X0tITiwibmdlb21kdW5snXzAxI10sImpO0aSI6IjhmMWZjYTZkLWMINTAtNDcwMi 04N~
JRALTVMNmQyMIjF1ZWQOxMyIsIktoYWNoSGFuz0lkIjoyfQ.xdtcJ9HsUOzZX821irKNEz-
289fZ163HM6spRASDI-71XdT45271AHIXI-3hX1VW-Ta5rNBmU0dS830 FQH4s-
GAsIggzdDNRULFC91tR-Qc8V9Z2k8B7mbQoz2UITA91hBVNBSOHOXhFeE4bjm—
n6WU1TvRVeEC4vCluPzzwonhjnzZbk4-mTfM1UtdAKZmIw2nGsHahKo70kPO-

CONFIDENTIAL | All Rights Reserved Page 60/ 132




VNPT Phién ban: V1.0

rMbt25N1aEK5nN7poYScdccRbDWBAW6aHB1Xr4nN1i2aVywgZlmTDgNzsMcniCtjPC~
6AVE70QXE6BDAAGLCrlcG3pILHAYcIyIWGRGMs 8w3520KKD-

Jwlc7S3ViT7safqRy 14nxT4w' \

--header 'Cache-Control: no-cache' \

--header 'Accept-Language: vi' \

--header 'Pragma: no-cache' \

--header 'sec-ch-ua: "Microsoft Edge";v="131", "Chromium";v="131",
"Not A Brand";v="24""' \

--header 'sec-ch-ua-mobile: 20" \

--header 'User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Ap-
pleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/537.36
Edg/131.0.0.0" \

--header 'Accept: application/json, text/plain, */*' \

--header 'Content-Type: application/json' \

--header 'Origin: https://econtract-v2-stag.vnptit3.vn' \

--header 'Sec-Fetch-Site: same-site' \

--header 'Sec-Fetch-Mode: cors' \

--header 'Sec-Fetch-Dest: empty' \

--header 'Referer: https://econtract-v2-stag.vnptit3.vn/'

Request-data

Response headers

Content-Type: application/json

Response body

{
"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",
"object": [
{
"BOHS MAU ID": 2993,
"KHACHHANG ID": 2,

"BOHS MAU TEN": "test thém méi",
"LOAI HD ID": 31,
"LOAI TAILIEU": "Danh muc product",

"LOAI TAILIEU ID": 31,
"TRANGTHAI ID": 1,

"TRANGTHAI": "Kich hoat",
"GHI CHU": "test",

"NGAY CN": "19/11/2024",
"NGUOI CN": "adminkhtawaco",
"NGAY TAO": "18/11/2024",
"NGUOI TAO": "adminkhtawaco",

"FLAG MACDINH": 1,
"ID VIEW": "00002993",
"CHITIET HS MAU": [

{

"BOHS MAU CT TEN": "Bien Don.docx",
"BOHS MAU CT ID": 3595,
"BOHS MAU CT URL": "bo-hs-mau/2024-11-

19/b5fc5447-6584-4db2-826e-2b6d49140fla/Bien Don.docx",
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"SOBEN_THAMGIA": 2,
"FLAG HOPDONG": 1,
"BOHS MAU CT SIZE": "11",
"HSMAU BIEN ID": 1

"BOHS MAU CT TEN": "file-sample 100kB.doc",
"BOHS MAU CT ID": 3596,
"BOHS MAU CT URL": "bo-hs-mau/2024-11-

19/b3aa3af7-e646-43d7-bbe6-f362efcfl8c6/file-sample 100kB.doc",
"SOBEN THAMGIA": 2,
"FLAG_HOPDONG": 0,
"BOHS MAU CT SIZE": "103",
"HSMAU BIEN ID": null

11.4.3 API Danh sach bién trong file

- M0 ta: API cung cip phuong thirc 1y danh sach cac bién File hgp dong VNPT eContract.
- URL: https://<domain API>/ econtract-saas-service/api/cau-hinh/bo-hsmau/get-list-fields
- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:

Description

file File M La File can truy xuat bién.

- Success Response:

Params Type Description
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message String Mai két qua request tir hé thong

object Object Két qua truy xuat bién kém dinh nghia
- Example:

Rﬂquest curl --location 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/cau-hinh/bo-hsmau/get-
list-fields"' \

--header 'Host: gateway-bus-econtract-v2-stag.vnptit3.vn' \
--header 'sec-ch-ua-platform: "Windows"' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwiU29HaWF5VG81i0i IwNDkwOTEWMTc4MzIiLCIyb2xlcy—
I6WyJFQ1OWMDAILCJIJFQ1QwMDQiLCJIJFQ1QwMDUiLCIJFQ1QwMDY1iLCJIJFQ1QwMDci L~
CJIFQ1QwMDgiLCJIFQI1QWMTAIiLCIFQIQWMTEiLCIJFQ1QWMTIiLCIJFQ1QwMTMi L~
CIFQI1QWMTQiLCJIFQI1QWMTUiLCIFQ1QWMTYiLCIJFQ1QwMjA1L~
CIFQ1QwMjgiLCJIFQ1QwMikiLCIFQ1QwMzAILCIFQ1QwMzEiLCIJFQ1QwMzIiL—
CIFQ1QwMzMiLCJFQ1QwMzQiLCJIFQ1QwMzUiLCJIJFQ1QwMzYiLCIJFQ1QwMzciL—
CJIFQ1QwMzgiLCJFQ1QwMzkiLCJIJFQ1QwWNDAILCIJFQ1QwWNDEiLCIJFQ1QwNDIiL~
CJIFQ1QwWNDMiLCJFQ1QwNDUiLCJIJFQ1QwNDY1iLCJIJFQ1QwNDciLCIFQ1QwNDg—
1LCIFQIQWNDkiLCIFQIQWNTEIiXSwiTmVuVGFuzZ01lkIjoxLCIpc3MiO1JWT1BUIEVD-
P250cmFjdCIsI1Rob25nVGluVGFpS2hvYW4101JhZGlpbmtodGF3YWNvIiwiVGVUVGE -~
PS2hvYW41i01JIw6AgVGhhbmggVMOibiIsI1RhaUtob2FuSWQiOjYsI1RyYW5nVGh-
haVRUSWQi0jAsIk50b21LaGFjaEhhbmdJZCI6oMSwiTGO9haUtoYWNoSGFuz01lkIjoxL—
CJJZGVudGlmeUNvZGUi0iI-Nzo3bWhhZWinZHhte2lvYzc PDghPT-
s1Pjc6NO1IQUVCUOMEIWIreWNl1aH1ialM8PTc9PDW8PTg8IiwiR21vaVRpbmhJZCI oM~
SwiVEtLSE1EIjo2LCJhdGkiOiIyMzg4ZGQyYi01MDAKLTQLlZDEtOWIhZCOxXY2R~
1ZTViOWViMjciLCIMb2FpR21heVRvIjo00CwiRGOuVmM1JZCI6MTAWMDE OMCwiZXhwl -
JoxNzMyNzcwMTYwLCJUZW5LaGEFjaEhhbmciOiJDw7RuZyB0eSBj4bglcCBuxrD-
hu5tjIFRhd2FjbyIsImlhdCI6MTczM)c2NjU2MCwiRGFuaFNhY2h0aGotIjpbIkFETU-
10X0tITiwibmdlb21kdW5nXzAxI10sImp0aSI6ImVKkMGRMNThmLTQXNGMENGU1Y~
105NDZKkLTMzZmEFmYWRkZmUONSIsTktoYWNoSGFuZ0lkIjoyfQ.3gs69IS hcJ-1ZilK-
mgV90xySUzivaUBttHT 90ogLSN837Pp6PkLXKbiKGg9934y9jgjzJ9zwKomE~

hQN1 vx5yVEL7iRoXclWCSyJnxmOvM46IxoSrc790vxbfKXIChgGJI5qyh245£X1cO-
HUOZcG8BcbuUUJEga9qgVLaPMetjDYOwdOW]8FNcDzZYGMduWOYvgEaTF8e9ny—
HeKx7PuKrfoGhWF1rIRMPvytN3b8TcmIrOabb50Z-beWTpPWVmMKpvOKy81la7I2pBT -
MEmyx45hS6gBO6WKIMIsSQwEs-hNX40jsaWJy4wwEFnckIyEQhVO8quRk8z2pgb-
bCWVx3WRoglg' \

--header 'Cache-Control: no-cache' \

--header 'Accept-Language: vi' \

--header 'Pragma: no-cache' \

--header 'sec-ch-ua: "Microsoft Edge";v="131", "Chromium";v="131",
"Not A Brand";v="24"' \

--header 'sec-ch-ua-mobile: 20" \

--header 'User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Ap-
pleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/537.36
Edg/131.0.0.0" \

--header 'Accept: application/json, text/plain, */*' \
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--header 'Origin: https://econtract-v2-stag.vnptit3.vn' \
--header 'Sec-Fetch-Site: same-site' \

--header 'Sec-Fetch-Mode: cors' \

--header 'Sec-Fetch-Dest: empty' \

--header 'Referer: https://econtract-v2-stag.vnptit3.vn/"' \

Request-data

-—form 'file=@"/C:/Users/hatha/Desktop/Mau-HD-TenMien.docx""'

Response headers

Content-Type: application/json

Response body

{

"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",
"object": {

"rules": [

{
"kieuHienThiId": 1,

"kieuHienThi": "TextBox",
"kyHieuBatDau": "$",
"moTa" : mm

"kieuHienThiId": 2,

"kieuHienThi": "Radio Button",
"kyHieuBatDau": "!",
HmoTa": nn

"kieuHienThiId": 3,

"kieuHienThi": "Table",
"kyHieuBatDau": "#",
"moTa" : mm

"kieuHienThiId": 4,

"kieuHienThi": "SignaturePosition",
"kyHieuBatDau": "@",
"moTa": "Vi tri ky"
}
iy
"listSignaturePositionField": T[],
"variableList": [

"${soHopDong}",
"${ngayKy}",
"${thangKy}",
"${namKy}",
"${diaChiKy}",
"${tenDoanhNghiepA}",
"${diaChiA}",
"S{cmndA}",
"S{ngayCapcmndA}",

CONFIDENTIAL | All Rights Reserved Page 64/ 132




VNPT

Phién ban: V1.0

1y

"${noiCapcmndA}",
"${sdtA}",

"S{faxA}l",

"${stkaAa}",
"${diaChiStka}",
"S{maSoThueA}",
"S${tenA}",
"S{chucVuA}",
"S${giayUyQuyenSoA}",
"${giayUyQuyenNgayA}",
"${tenDoanhNghiepB}",
"${diaChiB}",
"${sdtB}",

"${faxB}",

"S{stkB}",
"${diaChistkB}",
"S{maSoThueB}",
"${tenB}",
"S{chucvVuB}",
"${giayUyQuyenSoB}",
"${giayUyQuyenNgayB}",
"S${tongTien}",
"${tongTienBangChu}",
"S{emailA}"

"checkBoxList": [],
"tableList": [

[
"#dv{stt}",
"#dv{tenMien}",
"#dv{maSoCapPhat}",
"#dv{ngayCoHieuLuc}",
"#dv{soNamDT}",
"#dv{cuocPhiDK}",
"#dv{cuocPhiDT}",
"#dv{thanhTien}",
"#dv{vat}",
"#dv{tongTien}",
"#dv{ghiChu}"

IL.5 API Chi tiét hop dong

- Mo ta: API cung cip phuong thirc Xem chi tiét hop dong trén VNPT eContract.

- URL: https://<domain API>/econtract-saas-service/api/hopdong/chitiet/ {idHopDong}
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- Method: GET

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:

Description

- Success Response:

Params Type Description
message String Mai két qua request tir hé thong
object Object Két qua chi tiét hop dong
- Example:
Request curl --location --request GET 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/hopdong/chitiet/414188" \
--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGF3YWNvIiwicm9sZXMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI~
1wiRUNUMDA2IiwiRUNUMDA3TiwiRUNUMDA4TIiwiRUNUMDEWIiwiRUNUMDExIi—
wWiRUNUMDEyYIiwiRUNUMDEZzIiwiRUNUMDEOIiwiRUNUMDE]1IiwiRUNUMDE2TI1-
WiRUNUMDIwWIiwiRUNUMDI4IiwiRUNUMDISTI1iwiRUNUMDMwIiwiRUNUMDMxI1 -
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOIiwiRUNUMDM1IiwiRUNUMDM2TI1~
wiRUNUMDM3IiwiRUNUMDM4T1iwiRUNUMDM5T1wiRUNUMDOwWIiwiRUNUMDQOxTI1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1TIiwiRUNUMDQ2TIiwiRUNUMDQ3TI1i~-
wiRUNUMDQ4IiwiRUNUMDQ5I1wiRUNUMDUxI1iwiRUNUMDUOI10sIk51b1RhbmdJZCI6oM—
SwiaXNzIjoiVk5QVCBFQ29udHIhY3QiLCJUaGO9uZlRpblRhaUtob2FuljoiY-
WRtaWSraHRhd2FjbyIsI1R1blRhaUtob2FuljoiSMOgIFRoYW50IFTDom41iLCJUcm—
FuZlRoYW1UVE1lkIjowLCJ0aG9tS2hhY2hIYW5nSWQi0jEsTIkxvYWlLaGFjaEhhbmdJZ-
CI6MSWiSWRIbnRpZnlDb2R1IjoiPjcON210YWViZ2R4bXttb2M3Pzw4ITO7NT4hOT-
s50jwINzo3TUhBRUJTSE1FQFUhTUhBRU-
JTROQhYmt5Y2VoeWJrUzwINzO08PDwIODWiLCJ0aWVyIjoic3RhZ21uZyIsImF0aSI6I~
JI2M7A4NDIiLWFmNIQtNDY4Yy040ODFmMLWJiNzExZGUS5YJZi0SIsImV4c—
CI6GMTcONzMwMzEzMSwiaWF0IjoxNzQ3Mjk5NTMxLCIEYWS50U2FjaE50b20101siQURN-
SUSfREFJTFkiLCJIJBRELJT19LSCIsImS5ndW9pZHVuZl18wMSJIdLCIqdGkiOiIyNjI-
wODQyYilhZjYOLTQ20GMtODgxZ11iYjcxMWRIOWI2YjkiLCITbO0dpYX1UbyI6IjA00O-
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TASMTAxNzgzMiIsI1RhaUtob2FuSWQi0jY¥sIkdpb21lUaW50SWQiOjEsI1IRLSOhJR-
CI6NiwiTG9haUdpYX1UbyI6NDgsIkRvblZpSWQiOjEwMDAXNDASI1IR1bktoYWNoSG—
FuZyI6IkPDtG5nIHR5IGPhugqVwIG7GsOG7m2MgVGE3YWNvIiwiS2hhY2hIYW5n-
SWQi0jJ9.jx 16avR2yTEJcI1C2eY2j34JqoIMcbHeLKo844s1Pgb28JTwoRrnxWvB—
sdtjSramRPRgNZQ50y5y1ln-3FNygqlfgzaFDRIJOKHGuUgCEcGOvpD3II8R-20R81s3XWN~
g9eEoYSWnpd4ozgle7x34 jenBJTykjtWUgveBcbémdna3Qzz3eZtxeGgx clclKxm-
LAIctWcxHM3hWMnW9gqgS9RNkhBbFudby-gq QT4vgagM OA3b1lG4ahHD ENWtO11SU-
JEzkD3kQCWM4ZEVTeleK4kBlxkaAgUl1L9wDSetunFmfH H636gMDLUz ihl10XoKCJx-
h22yvRrmvOoPwZJAntEyrQ"' \

--header 'Content-Type: application/json'

Request-data

Response headers

Content-Type: application/json

Response body

{

"message": "ECT-00000000",

"statusCode": 200,

"status": "OK",

"object": [

{

"HOPDONG ID": 414188,
"MA HOPDONG": "2414188",
"CH SOHD KH ID": null,
"SO HOPDONG": null,
"TEN HOPDONG": "thtest",
"BOHS MAU ID": null,
"BOHS MAU TEN": null,
"CH LUONGHD ID": null,
"LUONG_HD TEN": null,
"FLAG LUONG_KY TUANTU": null,
"FLAG TUANTHU": null,
"HT HIEULUCTU ID": null,
"TEN HIEULUC TU": null,
"HIEULUC TU": null,
"HT HIEULUCDEN ID": null,
"TEN HIEULUC DEN": null,
"GT HIEULUCDEN": null,
"HIEULUC DEN": null,
"FLAG GIAHAN": null,
"TRANGTHAI HD ID": 1,
"TRANGTHAI HD": "Ban nhap",
"GIATRI HD": null,
"HOPDONG_GOC_ID": null,
"TEN HOPDONG GOC": null,
"LOAI TAILIEU ID": 11,
"LOAI TAILIEU": "Hop ddng lao déng",
"LOAI CHUNGTHUC ID": null,
"LOAI CHUNGTHUC": null,
"FLAG ALLFILE DSKY": 1,
"SO DT TAO": "0948637531",
"EMAIL TAOQO": "thuanpl.vnpt@gmail.com",

CONFIDENTIAL | All Rights Reserved Page 67/ 132




VNPT Phién ban: V1.0

"TAIKHOAN TAO ID": 6,
"NGUOI TAO": "adminkhtawaco",
"FLAG NGUOI TAO": 1,
"GHI CHU": null,
"LOAI LUONGHD ID": 1,
"STEP TAOHD ID": 4,
"KHACHHANG ID": 2,
"KIEUTAO HD ID": 4,
"FLAG TD": null,
"FLAG DP": null,
"FLAG_HETHAN DP": null,
"CHITIET FILE": [
{
"HD CHITIET ID": 417828,
"HD FILE TEN": "TEST FILE.docx",

"HD FILE URL": "hop-dong/2025-04-14/7300£230-2668-48c8-

bc45-30e90deacae2/TEST _FILE.docx",

"DUNGLUONG_FILE": 11550,
"FLAG HD CHINH": 1,
"TONG SOTRANG": null,
"MOTA": null,
"FLAG_KY TUANTU": 1,
"FLAG CT CECA": 0,
"TRANGTHAI ID": 1,
"TRANGTHAI TEN": "Ban nhap",
"NGAYTAO": "2025-04-14T14:25:56",
"QUYENXEM ID": 1,
"NHOM TAILIEU ID": 1,
"BOHS MAU CT ID": null,
"BOHS MAU CT URL": null,
"HSMAU BIEN ID": null,
"CHITIET NGUOIKY": [
{
"HDCT NGUOIKY ID": 1003053,
"TK KH ID": 6,
"KHACHHANG ID": 2,
"THUTU KY": 1,
"TRANGTHAI KY": 1,
"TRANGTHAI KY FE": "Chua ky hop ddng",
"LYDO TC_ CHUYEN": null,
"TIN NHAN": null,
"PT XACTHUC ID": 4,
"MA TRUYCAP": null,
"FLAG CHUYENKY": 1,
"FLAG THEMKY": 1,
"THOIGIAN XULY": "9999-01-01T00:00:00",
"THOIGIAN XULY NGAY": null,
"TEN TAIKHOAN": "H&a Thanh Tan",
"LOATI TAIKHOAN": 1,
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"LOAI KHACHHANG ID": 1,

"SO DT": "0948637531",
"EMAIL": "lanhuu0603@gmail.com",
"DONVI": "Céng ty Cip nudc Tawaco",
"DONVI ID": 1000140,

"LUONG_NGUOIKY ID": null,
"FLAG DENLUOT KY": null,
"NGUOI GUI ID": 6,

"NGUOI GUI": "Ha Thanh Tan",
"TOCHUC NGUOIGUI": "Cbng ty cdp nudc Tawaco",
"NGAY GUI": "2025-04-14T14:32:09",

"FLAG_XOA": 1,
"THUTU BB KY": 1,
"VAITRO _KY": O,
"VAITRO KY LABEL": null,
"KH DOITAC": "Coéng ty cédp nudc Tawaco",
"FLAG_KY TUANTU": 1,
"TK_KH GUI ID": 6,
"TK_KH THEMNK ID": null,
"HTKY": [
{

"HT KY ID": 1,

"TRANGTHAI ID": 1,

"HT KY": "Ky anh"

"HT KY ID": 2,
"TRANGTHAT ID": 1,
"HT KY": "SMS OTP"

"HT KY ID": 3,
"TRANGTHAI ID": 1,
"HT KY": "Email OTP"

"HT KY ID": 4,
"TRANGTHAI ID": 1,
"HT KY": "Smart CA"

"HT_KY ID": 5,
"TRANGTHAI ID": 1,
"HT KY": "VNPT ky sb"

"HT KY ID": 6,
"TRANGTHAT ID": 1,
"HT KY": "USB - Token"
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"HT KY ID": 7,
"TRANGTHAT ID": 1,
"HT KY": "Email OTP + eKyC"

"HT KY ID": 8,
"TRANGTHAI ID": 1,
"HT _KY": "SMS OTP + eKvC"

1,
"CHUKY": null,
"VITRI_KY": null

"HDCT NGUOIKY ID": 1003055,
"TK KH ID": 1586350,
"KHACHHANG ID": 999999,
"THUTU KY": 2,
"TRANGTHAI KY": 1,
"TRANGTHAI KY FE":
"LYDO TC_ CHUYEN": null,

"TIN NHAN": null,

"PT XACTHUC ID": 4,

"MA TRUYCAP": "RAyIid",

"FLAG CHUYENKY": 1,

"FLAG THEMKY": 1,

"THOIGIAN XULY": "9999-01-01T00:00:00",
"THOIGIAN XULY NGAY": null,

"TEN TAIKHOAN": "thtest",

"LOAI TAIKHOAN": 2,

"Chua ky hop

"LOAI KHACHHANG ID": 2,

"SO DT": null,

"EMAIL": "thtest02@yopmail.com",
"DONVI": null,

"DONVI ID": null,
"LUONG_NGUOIKY ID": null,
"FLAG_DENLUOT KY": null,
"NGUOI GUI ID": 6,

"NGUOI GUI": "Ha Thanh Tan",
"TOCHUC NGUOIGUI": "Cbng ty cdp nudc Tawaco",
"NGAY GUI": "2025-04-14T14:32:09",

"FLAG XOA": 1,

"THUTU BB KY": 1,

"VAITRO _KY": O,

"VAITRO KY LABEL": null,

"KH DOITAC": "Coéng ty cédp nudc Tawaco",
"FLAG KY TUANTU": 1,

CONFIDENTIAL | All Rights Reserved

Page 70/ 132




VNPT Phién ban: V1.0

"TK_KH GUI ID": 6,
"TK_KH THEMNK ID": null,
THTKY": [
{
"HT KY ID": 1,
"TRANGTHAI ID": 1,
"HT KY": "Ky anh"

"HT KY ID": 3,
"TRANGTHAI ID": 1,
"HT KY": "Email OTP"

"HT KY ID": 4,
"TRANGTHAT ID": 1,
"HT KY": "Smart CA"

"HT KY ID": 5,
"TRANGTHAI ID": 1,
"HT KY": "VNPT ky sd"

"HT KY ID": 6,
"TRANGTHAI ID": 1,
"HT KY": "USB - Token"

"HT KY ID": 7,
"TRANGTHAIiID" 1,
"HT KY": "Email OTP + eKYC"

1,
"CHUKY": null,
"VITRI _KY": null

i

"THAM DINH": null,
"NS_DAM PHAN": null,
"DT DAM PHAN": null
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I1.6 API Tii hop dong

I1.6.1 API Tai b hop dong

- MBb ta: API cung cap phuong thirc Tai xuéng hop dong trén VNPT eContract.
- URL: https://<domain API>/econtract-saas-service/api/hopdong/tai-bo-hopdong
- Method: GET

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Query Param:

Description

hopDongld Int M Id Hop dong can tai vé

- Success Response:

Params Description
File File zip Hop dong tra vé tir h¢ thong.
- Example:
Requcst curl --location 'https://gateway-bus-econtract.vnpt.vn/econtract-

saas-service/api/hopdong/tai-bo-hopdong?hopDongId=8077" \
--header 'Host: gateway-bus-econtract.vnpt.vn' \

--header 'Pragma: no-cache' \

--header 'Cache-Control: no-cache' \

--header 'sec-ch-ua-platform: "Windows"' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOiJJVD-
NfS1RUQIOEZW1vIiwiU29HaWF5VG8i0iIwNDIzNDMONTQINjciLCIyb2x1lcy—
I6WyJFQ1OWMDAILCJIFQ1QwMDQiLCJIJFQ1QwMDU1LCJIJFQ1QwMDY1LCJFQ1QwMDciL—
CJIFQ1QwMDgiLCJFQI1QWMTAILCIFQIQWMTEiLCIJFQI1QWMTIiLCIJFQ1QWMTMiL~
CIFQI1QWMTQiLCJIFQI1QWMTUiLCIFQ1QWMTYiLCJIJFQ1QwMTkiLCIJFQ1QwMjAIL~
CIFQ1QwMigiLCJIFQ1QwMIkiLCIJFQ1QwMzAiLCIFQ1QwMzEiLCIJFQ1QwMzIiL—
CJIFQ1QwMzMiLCJIFQ1QwMzQiLCJIFQ1QwMzUiLCIFQ1QwMzYiLCJIJFQ1QwMzciL—
CIFQ1QwMzgiLCJFQI1QwWNDAiLCJIJFQ1QwWNDEiLCJIJFQ1QwNDIiLCJIJFQ1QwNDMiL~
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CIFQ1QwWNDQiLCJIFQ1QwWNDUiLCJIJFQ1QwNDYiLCJIJFQ1QwNDciLCJIJFQ1QwNDg—
iLCJFQ1QwNDkiLCIFQIQWNTEIiLCIJFQIQWNTIiLCIJFQLIQWNTMiLCIFQL1QWNTQ1i L~
CIFQ1QwWNTUiXSwiTmVuVGFuzZ0lkIjoxLCJIJpc3MiOiJWT1BUIEVDb250cmFjdCIsI1~
Rob25nVGluVGEFpS2hvYW41i01JJVDNES1IRUQLIOEZW1vIiwiVGVuVGFpS2hvYW4i01i-
JI4buNIHbDoCBOW6pUIE1UM19LVFRDXOR1bW81iLCJIJUYW1LaG9hbklkIjo20DEzL~
CJUcmFuZlRoYW1UVE1kIjowLCJ0aG9tS2hhY2hIYW5nSWQi0jEsTIkxvYWlLaGFjaE~
hhbmdJZCI6MSwiSWR1bnRpZnlDb2R1I5010jc6NDO NOVYPINHWFhPUOhpY-
WM3PjU40Tc60Dg NO1IQUVCUOdENzO8PDglOD8iLCJUSOLISUQi0O]YONDMs Im-
FO0aSI6IjViMzEzZDkwLT1kNmYtNDk50S05MzZ1LTdJNWZiNzZiZWYxMyIsTkxvYWl—
HaWF5VG8i0jQ4LCIEDL25WalUlkIjoxMDAOOTQzLCJ1leHAIOJE3MzI3NZzASNzgsI1R1bk~
tOYWNOSGFuZyI6Ik1UMLI9LVFRDXOR1IDWEiLCIpYXQi0jE3MzI3NjczNzgs I kRhbmhTY -
WNoTmhvbSI6WyJBRE1JT19LSCJIJALCIgdGkiO1 IxMTN]ZDVIMSO01ZGIyLTRIMzk~
tYjU1Yy01NTc1lMmVIMWY zODgiLCJILaGFjaEhhbmdJZCI6NN0 . bZlpZlGfudjbDuvHaEz -~
z9ajPCWHbxSLHs17u60d3ROwihXcS0xQG-1 ghHHxeFnfZWzA-

JSO0L _8CWOy4825p7hUxK70Cr5iKx-e5maAFmFO0pZcQkujKNcgbkzQLO1BlY -
w7PCpC7TE7Tf£YFFRO1GiIM-PkxTAWIRTQibxB8EHOWYOYD230BNkfYgo8NAAMNRESCIxXAS—
hUgwyqI1MaROxUdNzipI1EHO4zLjWcec8 JxwOPtzzB3LAFQUR6siylluzxQjlJhN-
bvUibM2gVAxd40We-7nylvpSJIcVLpPx1KLIqUPEAY0SbfoX20wxHVJzn7ns7gGm8d-
NWhCW2TEe8xN6pdKrDJQ' \

--header 'Accept-Language: vi' \

--header 'sec-ch-ua: "Microsoft Edge";v="131", "Chromium";v="131",
"Not A Brand";v="24"' \

--header 'sec-ch-ua-mobile: 20" \

--header 'User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Ap-
pleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/537.36
Edg/131.0.0.0" \

--header 'Accept: application/json, text/plain, */*' \

--header 'Origin: https://econtract-v2.vnpt.vn' \

--header 'Sec-Fetch-Site: same-site' \

--header 'Sec-Fetch-Mode: cors' \

--header 'Sec-Fetch-Dest: empty' \

--header 'Referer: https://econtract-v2.vnpt.vn/'

Request-data

Response headers | Content-Type: application/octet-stream

Response body File zip Hop dong tra vé tir hé thong

11.6.2 API Tii hop dong

- M0 ta: API cung cap phuong thirc tai xudng file hop dong cu thé tir hé thdng VNPT eCon-
tract.

- URL: https://<domain API>/econtract-saas-service/api/hopdong/{hopDongld}/tai-file/{hop-
DongChiTietld}

- Method: GET

- Header Params:

CONFIDENTIAL | All Rights Reserved Page 73/ 132



VNPT Phién ban: V1.0

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Path Variable:
Name Description
hopDongld Int M Id Hop ddng can tai vé
hopDongChiTietld Int M Id file hop dong trong bd hop dong

- Success Response:

Params Type Description
File Binary File hop dong duogc tai xuong tir hé thong.
- Example:
Request curl 'https://gateway-bus-econtract-v2-stag.vnptit3.vn/econtract-
saas-service/api/hopdong/8412/tai-file/12801"' \
-H 'Authorization: Bearer eyJhbGciOiJSUzIINiJ9..."' \

-H 'Accept-Language: vi' \

Request-data
Response headers | Content-Type: application/octet-stream
Response body File Hop dong tra vé tur hé thong

I1.7 API Giri hop dong

- Mo ta: API cung cip phuong thirc Gui hop dong sau khi ban nhap di day du thong tin dé
chuyén sang trang thai hop dong can thiét dén quy trinh hop dong va gti hop ddng dén céac
bén tham gia dén luot xir 1y trén VNPT eContract.

- URL: https://<domain API>/ econtract-saas-service/api/hopdong/gui-hop-dong

- Method: POST

- Header Params:
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Name Type M/O Description

Content-Type String M application/json
Authorization String M Bearer JWT

- Request Body:

Description

hopDongld Int M LaId B hop déng duoc gui ky.

- Success Response:

Params Type Description

message String Ma két qua request tir hé thong
object Object La Thong tin hop ddng Giri ky thanh cong

- Example:
Requcst curl --location --request POST 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/hopdong/gui-hop-dong' \
--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGF3YWNvIiwicm9sZ2XMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI-
1wiRUNUMDA2IiwiRUNUMDA3TiwiRUNUMDA4TIiwiRUNUMDEWIiwiRUNUMDExIi-
wiRUNUMDEyIiwiRUNUMDEzIiwiRUNUMDEOIiwiRUNUMDE1IiwiRUNUMDE2TI1~
WwiRUNUMDIwIiwiRUNUMDI4TIiwiRUNUMDI5TiwiRUNUMDMwIiwiRUNUMDMxTI1~
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOTIiwiRUNUMDM]1IiwiRUNUMDM2TI1~-
wiRUNUMDM3IiwiRUNUMDM4 IiwiRUNUMDMSTI1iwiRUNUMDOwWI1iwiRUNUMDOxTI1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1IiwiRUNUMDQ2IiwiRUNUMDQ3TI1i~
wiRUNUMDQ4IiwiRUNUMDQ5TiwiRUNUMDUxIiwiRUNUMDUOI10sIk51b1RhbmdJZCIoM—
SwiaXNzIjoiVk5QVCBFQ29udHIhY3QiLCJUaG9uzZzl1RpblRhaUtob2FuljoiY-
WRtaWbraHRhd2FjbyIsI1R1b1lRhaUtob2FuljoiSMOgIFROYW50IFTDom41LCJUcm—
FuZlRoYW1UVElkIjowLCJ0aG9tS2hhY2hIYW5nSWQi0jEsIkxvYWlLaGFjaEhhbmdJZ -
CI6GMSwiSWR1bnRpZnlDb2R1IjoiPjc6N210YWViZ2RADXttb2M3Pzw4ITO7NT4hOT~
s50jwINZzo3TUhBRUJTSE1FQFUhTUhBRU-
JTROQhYmt5Y2VoeWJrUzwINzO08PDwIODWiLCJ0aWVyIjoic3RhZ21uZyIsImF0aSI6I-
JM2MDNKMTZkLWQzYTctNDE4NiOSMDZILTIOZjY3NDAJOWIINiIsImV4cCIOMTcONT -~
MxNzAXMSwiaWF0IjoxNzQ1IMzEzNDExXLCJEYW50U2FjaE50b20101siQURNSUSEfREFJT~
FkiLCJIBRE1JT19LSCIsIm5ndWOpZHVUZ18wMSJIdLCIgqdGkiOiIzNjAZzZDE2ZClk~
M2E3LTQxODYtOTA2Yy0yNGY2NzQ3Yz1iNTYiLCITb0dpYX1UbyI6IjAOOTASM-
TAxNzgzMiIsI1RhaUtob2FuSWQiOjY¥sIkdpb21lUaW50SWQi0JESI1IRLSOhJRCIONL~
wiTG9haUdpYX1UbyI6NDgsIkRvblZpSWQOiOjEwWMDAXNDASI1RIbktoYWNOSGFuZy-
I6IkPDtG5nTHR5IGPhugqVwIG7GsOGTm2MgVGF3YWNvIiwiS2hhY2hIYW5n—
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SWQi0jJ9.t8ukAQLRCOP2UagBOtFr -yA g56nXelLW-xeEYXLxHKxe7fIHKEB-
vB5PCzZZ x4bOmvVEDrT15yStORcv7Aa6-vOYJj1lES53BPB3RWaR BfJUVw/7VmGCYAT-
CLXpfSEFpcdjOhurs-p20gK NGysJaSAutH8aqCrm2XTeM4wnAUzKZPZx5UUdAWLZ5aN-
m9VS5HkWbX7Rps5POdT1KgDJCIBI-sBw2HefjmgRuo0Oe3zWskeZJIGs0OR7 yMmD2m~
PZSV6YRFVw 9axZ3WG1M14gThVNB-QWU6LVQAT1Fr9A51zPDavmSOR1-WJ4gT -
t0LDOmzB4tT3Tv-4Yoo2rku3ZkmdhxWBw' \

--header 'Content-Type: application/json' \

Request-data --data '{

"hopDongId": 414455

} Al
Response headers | Content-Type: application/json
Response body {

"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",
"object": [
{
"FLAG_THAM DINH": 0,
"FLAG DAM PHAN": O,
"FLAG Ky": 1

}

I1.8 API li¢én quan chirc ning cAu hinh SmartCa
I1.8.1 API Pang nhap SmartCA

- M0 ta: API cung cp phuong thirc Pang nhap SmartCA trén VNPT eContract.
- URL: https://<domain API>/ econtract-saas-service/api/smartca/login
- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:

Description

username String M La Tai khoan Nguoi dung SmartCa.
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password String M La Mat khau Nguoi diung SmartCA.
- Success Response:
Params Type Description
message String Mi két qua request tir hé thong
object Object La Thong tin SmartCA Nguoi dung
- Example:
Rﬂqucst curl --location https://gateway-bus-econtract-v2-stag.vnptit3.vn/

econtract-saas-service/api/smartca/login' \

--header 'Host: gateway-bus-econtract-v2-stag.vnptit3.vn' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwiU29HaWF5VG81i0i IwNDkwOTEWMTc4MzIiLCIJyb2x1lcy—
I6WyJFQ1OWMDAILCJFQ1QwMDQiLCJIJFQ1QwMDU1LCJIJFQ1QwMDYiLCJFQ1QwMDciL—
CJIFQ1QwMDgiLCJIFQI1QWMTAIiLCIFQ1QWMTEiLCIJFQ1QWMTIiLCIJFQ1QwMTMiL~
CIFQI1QWMTQiLCJIFQI1QWMTUiLCJIFQ1QWMTYiLCJIJFQ1QwMjAiL~
CIFQ1QwMjgiLCJIFQ1QwMikiLCIJFQ1QwMzAIiLCIFQ1QwMzEiLCIJFQ1QwMzIiL~
CIFQ1QwMzMiLCJFQ1QwMzQiLCJFQ1QwMzUiLCJIJFQ1QwMzYiLCJIJFQ1QwMzciL—
CJIFQ1QwMzgiLCJFQ1QwMzkiLCJIJFQ1QwWNDAILCJIJFQ1QwWNDEiLCJIJFQ1QwNDIiL~
CJIFQ1QwWNDMiLCJFQ1QwNDUiLCJFQ1QwNDYiLCJIJFQ1QwNDciLCJIJFQ1QwNDg—
1LCIFQIQWNDkiLCIFQIQWNTEIiXSwiTmVuVGFuzZ01lkIjoxLCIpc3MiO1JWT1BUIEVD-
P250cmFjdCIsI1Rob25nVGluVGFpS2hvYW41i01JhZGlpbmtodGF3YWNvIiwiVGVUVGE -~
pS2hvYW4101JBZGlpbiBUYXdhY28iLCJUYW1LaG9hbklkIjo2LCJUcCcmFuZlRoYW1U~
VE1kIjowLCJ0aG9tS2hhY2hIYW5nSWQi0jEsIkxvYWlLaGFjaEhhbmdJZCI6M~
SwiSWR1bnRpZnlDb2R1IjoiPjcbN210YWViZ2RAbXttb2M3Pzw4dNzo3TUhBRU-
JTROQ3PTw8PD04PCIsIkdpb2lUaW50SWQiOjESI1IRLSOhJRCIGNiwiYXRpIjoiMDIwN-
mImZmEtZmY5Ny00ZT1iLTgyNmQtYThkMDVjODcOMDZ1IiwiTG9haUdpYX1Uby—
I6NDgsIkRvblZpSWQiOjJEWMDAXNDASImV4cCI6MTcyNDAOMDMzNywiVGVuS2hhY2hIY-
W5nIjoiQ800bmcgdHkgY-G6pXAgbsawdbubYyBUYXdhY281iLCIpYXQiO-
JE3MiQwMzY3MzcsIkRhbmhTYWNoTmhvbSI6WyJBRE1IJT19LSCJIJdALCIgqdGkiOi-
IxODQzMDkyOS03ZmNMLTRIMIQtYmM3MCImNJEIM2Q4MGZhYzMiLCJLaGFjaEhhbmdJZ -
CI6Mn0.cZVv31IN143F5TvZA4dFrksuewNBLODKviC3GF13ySibgDsIs8f7S6fbPRPC-
Go4vuChTmI4jGkTwbeyeAotC9 n8woc78y5cA9EXufanESBrwELXR-1FhI0dOuxP-
b9ul9x8TiTIThbWTyAbIVXNnzdY1TYdYQIIMSIAZNE-Jys3bl4RQIybbr-
JR7X06aeI7Hi40I03NmH]j3 foQpOY-VOOiWwotLZyN7FapHoZLGyIpXrMhiJT—
N71gAONJdL4iFf7U0LJ4uSNbwokxfI9R91cx0bd7jTCO-YU3hgq7-gVTvsKVHAE7g2u-
JERKhZABaSyM2u4KXGO0aUQSPescz-6zYaROXLg' \

--header 'User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Ap-
pleWebKit/537.36 (KHTML, like Gecko) Chrome/127.0.0.0 Safari/537.36
Edg/127.0.0.0" \

--header 'Content-Type: application/json' \

Request-data

--data-raw '
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"username": "04909***",
"password": "Xx*x*x"

} v

Response headers

Content-Type: application/json

Response body

{
"message": "ECT-00000000",
"statusCode": 200,

"status": "OK",

"object": {
"tkKhChukyId": "3290",
"taikhoan": "04909***",
"tkH1TuNgay": "03/01/2024",
"tkH1DenNgay": "19/08/2024",
"email": "hathanhtan@vnpt.vn",

"ds cert": [{

"certSmartcalId": "41",

"certSmartcalUuid": "ca8lb3ca-5cb6-4a38-a247-51decf2ecd3a”,
"serialCert": "5401010161b6d9c54654b53963e1£33f",
"tenTkSohuu": "C=VN,ST=bPA NANG,L=Quan Hai Chau,CN=Ha Thanh

Tan,UID=CMND:049091017832",

"tenTochucSh": "CN=VNPT SMARTCA,OU=VNPT-SMARTCA Trust Net-

work, O=VNPT Group,C=VN",
"ctsH1TuNgay": "03/01/2024",
"ctsHlDenNgay":
"flagMacdinh": O,
"flagThoiGianKy": O,
"flagKyBoi": O,
"flagTcXacThuc": 0,
"coChu": null,
"htHienThiId": null,
"htHienThi": null,
"fileChuKyTen": null,
"fileChuKyUrl": null

"27/12/2024",

I1.8.2 API Danh sach Chirng thuw SmartCA

- Mo ta: API cung cip phuong thirc Ding nhap SmartCA trén VNPT eContract.

- URL: https://<domain API>/ econtract-saas-service/api/smartca/danh-sach

- Method: GET

- Header Params:
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Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:

Name Description

- Success Response:

Params Type Description
message String M3 két qua request tir hé thong
object Object La Thong tin SmartCA Ngudi dung

- Example:
Request curl --location https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/smartca/danh-sach' \
--header 'Host: gateway-bus-econtract-v2-stag.vnptit3.vn' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGF3YWNvIiwiU29HaWF5VG8i0i IwNDkwOTEWMTc4MzIiLCIyb2x1lcy—
I6WyJFQIQwMDAILCJIFQ1QwMDQiLCJIJFQ1QwMDUiLCJIJFQI1QwMDYiLCJIJFQ1QwMDciL—
CJIFQ1QwMDgiLCJIFQI1QWMTAILCIFQIQWMTEiLCIJFQI1QWMTIiLCIJFQ1QwMTMiL~
CIFQ1QWMTQiLCJIFQ1QWMTUiLCIFQ1QWMTYiLCJIJFQ1QwMjAiL~
CJIFQ1QwMigiLCJIFQ1QwMikiLCIJFQ1QwMzAiLCIJFQ1QwMzEiLCIJFQ1QwMzIiL~
CIJFQ1QwMzMiLCJIJFQ1QwMzQiLCJIJFQ1QwMzUiLCIJFQ1QwMzYiLCJIJFQ1QwMzciL—
CIFQ1QwMzgiLCJFQ1QwMzkiLCJIJFQ1QWNDAILCIJFQ1QwWNDEiLCIJFQ1QwNDIiL~
CJIFQ1QwWNDMiLCJFQ1QwNDUiLCJFQ1QwNDYiLCJIJFQ1QwNDciLCJIJFQ1QwNDg—
1LCIFQIQWNDkiLCIFQIQWNTEIiXSwiTmVuVGFuzZ01lkIjoxLCIJpc3MiO1iJWT1BUIEVD-
b250cmFjdCIsI1Rob25nVGluVGFpS2hvYW41i01iJhZGlpbmtodGF3YWNVIiwiVGVUVGE-
pS2hvYW4101JBZGlpbiBUYXdhY28iLCJUYW1LaG9hbklkIjo2LCJUcmFuZlRoYW1U-
VE1lkIjowLCJ0aG9tS2hhY2hIYWS5nSWQiOjEsIkxvYWlLaGFjaEhhbmdJZCI6M-
SwiSWR1bnRpZnlDb2R1IjoiPjc6N210YWViZ2RAbXttb2M3Pzw4dNzo3TUhBRU-
JTROQ3PTw8PD04PCIsIkdpb2lUaW50SWQiO0JESIIRLSOhJRCIONiwiYXRpIjoiMDIwWN~-
mImZmEtZmY5Ny00ZT1iLTgyNmQtYThkMDVjODcOMDZ1IiwiTGO9haUdpYX1Uby—-
I6NDgsIkRvblZpSWQiOjEWMDAXNDASImMV4cCIOMTcyNDAOMDMzZNywiVGVuS2hhY2hIY-
W5nIjoiQ800bmcgdHkgY-G6pXAgbsawdbubYyBUYXdhY281iLCJIpYXQiO-
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JE3MiQwMzY3MzcsIkRhbmhTYWNoTmhvbSI6WyJBRE1IJT19LSCJIJALCIgdGkiOi-
IxODQzMDkyOS03ZmNmMLTRIMIQtYmM3MCImNJEIM2Q4MGZhYzMiLCJLaGFjaEhhbmdJZ -
CI6GMn0.cZVv31IN143F5TvZA4dFrksuewNBLODKviC3GF13ySibgDsIs8f7S6fbPRPC-
Go4vuChTmI4jGkTwbeyeAotC9 n8woc78y5cA9EXufanESBrwELXR-1FhI0d0uxP-
b9ul9x8TiTIhbWTyAbjVXnzdY1TYdYQJIMSIAzZnE-Jys3bl4RQIybbr-
JR7X06aeI7Hi40I03NmH]j3 foQpOY-VOOiWwotLZyN7FapHoZLGyIpXrMhiJT-
N71gAONJdL4iFf70LJ4uSNbwokxf9R91cx0bd7jTCO-YU3hgq7-gVTvsKVHAE7g2u-
JERKhZABaSyM2u4KXGOaUQSPescz-6zYaROXLg"' \

'User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
(KHTML, like Gecko) Chrome/127.0.0.0 Safari/537.36

—--header
pleWebKit/537.36
Edg/127.0.0.0" \
'Content-Type:

Ap-

--header application/json' \

Request-data

--data-raw ''

Response headers

Content-Type: application/json

Response body

{

"message": "ECT-00000000",

"statusCode": 200,

"status": "OK",

"object": {
"tkKhChukyId": "3290",
"taikhoan": "049091017832",
"tkH1TuNgay": "03/01/2024",
"tkH1DenNgay": "19/08/2024",
"email": "hathanhtan@vnpt.vn",

"ds cert": [{

"certSmartcaId": "41",

"certSmartcaUuid": "ca8lb36a-5cb6-4a38-a247-51decf2ecd3a",

"serialCert": "5401010161b6d9c54654b53963e1£33£",

"tenTkSohuu": "C=VN,ST=PA NANG,L=Quan Hai Ch&u,CN=Ha Thanh
T&n,UID=CMND:049091017832",

"tenTochucSh": "CN=VNPT SMARTCA, OU=VNPT-SMARTCA Trust Net-

work, O=VNPT Group,C=VN",
"ctsH1TuNgay": "03/01/2024",
"ctsHlDenNgay": "27/12/2024",
"flagMacdinh": O,
"flagThoiGianKy": O,
"flagKyBoi": O,
"flagTcXacThuc": O,
"coChu": null,
"htHienThiId": null,
"htHienThi": null,
"fileChuKyTen": null,
"fileChuKyUrl": null
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11.8.3 API Cap nhat

TOTP Ching thu SmartCA

- MO ta: API cung cap phuong thirc Dang nhap SmartCA trén VNPT eContract.

- URL: https://<domain API>/ econtract-saas-service/api/chu-ky/smartca/set-totp

- Method: POST

- Header Params:

Name Type M/O Description

Content-Type String M application/json
Authorization String M Bearer JWT

- Request Body:

Name Type M/O Description

certSmartCaUuid Int M La M3 dinh danh SmartCA chung thu.
totp Int M La Gia tri TOTP.

- Success Response:

Params Type Description

message String Ma két qua request tir hé thong
object Object La Két qua cap nhat TOTP

- Example:

Request curl --location https://gateway-bus-econtract-v2-stag.vnptit3.vn/

econtract-saas-service/api/chu-ky/smartca/set-totp' \

--header 'Host: gateway-bus-econtract-v2-stag.vnptit3.vn' \
--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwiU29HaWF5VG8i0i IwNDkwOTEWMTc4MzIiLCIyb2xlcy—
I6WyJFQ1OWMDAILCJIJFQ1QwMDQiLCJIJFQ1QwMDU1LCJIJFQ1QwMDY1iLCJIJFQ1QwMDciL~
CJFQ1QwMDgiLCJFQI1QWMTAIiLCIFQI1QWMTEiLCIJFQ1QWMTIiLCIJFQ1QwMTMiL~
CIFQIQWMTQiLCJIFQ1QWMTUiLCJIFQ1QWMTYiLCJIJFQ1QwMjAiL~
CIFQ1QwMjgiLCJIFQ1QwMikiLCIJFQ1QwMzAILCIFQ1QwMzEiLCIJFQ1QwMzIiL—
CIFQ1QwMzMiLCJFQ1QwMzQiLCJIFQ1QwMzUiLCIJFQ1QwMzYiLCIJFQ1QwMzciL—
CJIFQ1QwMzgiLCJFQ1QwMzkiLCJIJFQ1QwWNDAIiLCJIJFQ1QwWNDEiLCJFQ1QwNDIiL~
CJIFQ1QwWNDMiLCJFQ1QwNDUiLCJFQ1QwNDYiLCJIJFQ1QwNDciLCJIJFQ1QwNDg—
1LCIFQLIQWNDkiLCIFQLIQWNTEIXSwiTmVuVGFuzZ01lkIjoxLCIJpc3MiO1JWT1BUIEVD-
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b250cmFjdCIsI1Rob25nVGluVGFpS2hvYW4101JhZGlpbmtodGF3YWNvIiwiVGVUVGE -~
pS2hvYW4101JBZGlpbiBUYXdhY28iLCJUYW1LaG9hbklkIjo2LCJUCmFUZlRoYW1U~
VE1lkIjowLCJ0aG9tS2hhY2hIYW5nSWQi0jEsIkxvYWlLaGFjaEhhbmdJZCI6M—
SwiSWR1bnRpZnlDb2R1IjoiPjc6N210YWViZ2R4bXttb2M3Pzw4dNZzo3TUhBRU~
JTROQ3PTw8PD04PCIsIkdpb2lUaW50SWQiOjESI1IRLSOhJRCIGNiwiYXRpIjoiMDIwWN~-
mImZmEtZmY5Ny00ZT1iLTgyNmQtYThkMDVjODcOMDZ1IiwiTG9haUdpYX1Uby~-
I6NDgsIkRvblZpSWQiOjJEWMDAXNDASImV4cCI6MTcyNDAOMDMzNywiVGVuS2hhY2hIY-
W5nIjoiQ800bmcgdHkgY-G6pXAgbsawdbubYyBUYXdhY281iLCIpYXQiO-
JE3MiQwMzY3MzcsIkRhbmhTYWNoTmhvbSI6WyJBRE1IJT19LSCJdLCIgqdGkiOi-
IxODQzMDkyOS03ZmNMLTRIMIQtYmM3MCImNJEIM2Q4MGZhYzMiLCJLaGFjaEhhbmdJZ -
CI6GMn0.cZVv31IN143F5TvZA4dFrksuewNBLODKviC3GF13ySibgDsIs8f7S6fbPRPC-
Go4vuChTmI4jGkTwSeyeAotC9 n8woc78y5cAIEXufanES5BrwELXR-1FhI0d0uxpP-
b9ul9x8TiTIThbWTyAbIVXnzdY1TYdYQIIMSIAZNE-Jys3bl4RQI ] ybbr-
JR7X06aeI7Hi40I03NmH]j3 foQpOY-VOOiWwotLZyN7FapHoZLGyIpXrMhiJT-
N71gAONJdL4iFf70LJ4uSNbwokxf9R91cx0bd7jTCO-YU3hgq7-gVTvsKVHAE7g2u-
JERKhZABaSyM2u4KXG0aUQSPescz-6zYaR0XLg' \

--header 'User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Ap-
pleWebKit/537.36 (KHTML, like Gecko) Chrome/127.0.0.0 Safari/537.36
Edg/127.0.0.0" \

--header 'Content-Type: application/json' \

Request-data

--data-raw '

{
"certSmartCaUuid": "string",
"totp": "string"

} v

Response headers

Content-Type: application/json

Response body

{
"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",
"object": {
"certSmartCaUuid": "string",
"totp": "string",

"status": "Success"

11.8.4 API Kiém tra

Trang thai gain TOTP Chirng thu SmartCA

- MBb ta: API cung cap phuong thirc Dang nhap SmartCA trén VNPT eContract.

- URL: https://<domain API>/ econtract-saas-service/api/chu-ky/smartca/check-totp

- Method: GET

- Header Params:

Name

Type M/O Description

CONFIDENTIAL | All Rights Reserved Page 82/132




VNPT Phién ban: V1.0

Content-Type

String M application/json

Authorization

String M Bearer JWT

- Request Param:

Description

certSmartCaUuid Int M La Ma dinh danh SmartCA ching thu.

- Success Response:

Params Type Description

message String Mai két qua request tir hé thong
object Object La Két qua cap nhat TOTP

- Example:
I{equest curl --location https://gateway-bus-econtract-v2-stag.vnptit3.vn/

econtract-saas-service/api/chu-ky/smartca/check-totp?certSmartCalU-
uid=ca8lb36a-5cb6-4a38-a247-51ldecf2ecd3a

A

--header 'Host: gateway-bus-econtract-v2-stag.vnptit3.vn' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwiU29HaWF5VG8i0i IwNDkwOTEWMTc4MzIiLCIyb2x1lcy~
I6WyJFQ1OwWMDAILCJFQ1QwMDQiLCJIJFQ1QwMDU1LCJIJFQ1QwMDYiLCJFQ1QwMDciL~
CJIFQ1QwMDgiLCJIFQI1QWMTAILCIFQ1QWMTEiLCIJFQ1QWMTIiLCIJFQ1QwMTMi L~
CIFQ1QwWMTQiLCJIFQ1QwMTUiLCIFQ1QwWMTYiLCIFQ1QwMjAiL~
CIFQ1QwMjgiLCJIFQ1QwMikiLCIJFQ1QwMzAIiLCIFQ1QwMzEiLCIJFQ1QwMzIiL~
CJIFQ1QwMzMiLCJFQ1QwMzQiLCJFQ1QwMzUiLCJIJFQ1QwMzYiLCJIJFQ1QwMzciL~
CIFQ1QwMzgiLCJFQ1QwMzkiLCJIJFQ1QwWNDAILCJIJFQ1QwNDEiLCJIJFQ1QwNDIiL~
CIFQ1QwNDMiLCJFQ1QwNDUiLCJIJFQ1QwNDYiLCJIFQ1QwNDciLCJIFQ1QwNDg—
iLCIFQ1QwWNDkiLCIFQIQWNTE1XSwiTmVuVGEFuZ01kIjoxLCIpc3MiOiJWT1RBUIEVD-
P250cmFjdCIsI1Rob25nVGluVGFpS2hvYW41i01iJhZGlpbmtodGF3YWNvIiwiVGVUVGE -
PS2hvYW4101JBZGlpbiBUYXdhY28iLCJUYW1LaG9%hbklkIjo2LCJUcmFuZlRoYW1U~
VE1kIjowLCJ0aG9tS2hhY2hIYW5nSWQi0jEsIkxvYW1lLaGFjaEhhbmdJZCI6M~
SwiSWR1bnRpZnlDb2R1IjoiPjc6N210YWViZ2RAbXttb2M3Pzw4dNzo3TUhBRU-
JTROQ3PTw8PD04PCIsIkdpb2lUaW50SWQiOjESIIRLSOhJRCIGNiwiYXRpIjoiMDIwN~
mImZmEtZmY5Ny00ZT1iLTgyNmQtYThkMDVjODcOMDZ1IiwiTG9haUdpYX1Uby—
I6NDgsIkRvblZpSWQiOJEWMDAXNDASImV4cCI6MTcyNDAOMDMzZNywiVGVuS2hhY2hIY-
W5nIjoiQ800bmcgdHkgY-G6pXAgbsawdbubYyBUYXdhY281iLCIpYXQiO-
JE3MjQwMzY3MzcsIkRhbmhTYWNoTmhvbSI6WyJBRELJITL9LSCIALCIgdGkiod -
IxODQzMDkyOS03ZmNmMLTRIMIQtYmM3MCImNJEIM2Q4MGZhYzMiLCJLaGFjaEhhbmdJZ -
CI6Mn0.czVv31N143F5TvZA4dFrksuewNBLODKviC3GFi3ySibgDsIs8f7S6fbPRPC—
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Go4vuChTmI4jGkTwbeyeAotC9 n8woc78y5cA9EXufanESBrwELXR-1FhI0dOuxP-
b9ul9x8TiTIThbWTyAbjVXnzdY1TYdYQJIMSIAZznE-Jys3bl4RQIjybbr-
JR7X06aeI7Hi40I03NmH]j3 foQpOY-VOOiWwotLZyN7FapHoZLGyIpXrMhiJT-
N71gAONJdL41iF£f7ULJ4uSNbwokxfIR91cx0bd7jTCO-YU3hg7-qVTvsKVHAE7g2u-
JERKhZABaSyM2udKXGOaUQSPescz-6zYaROXLg' \

--header 'User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Ap-
pleWebKit/537.36 (KHTML, like Gecko) Chrome/127.0.0.0 Safari/537.36
Edg/127.0.0.0" \

--header 'Content-Type: application/json' \

Request-data

Response headers | Content-Type: application/json

Response body {
"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",
"object": {
"certSmartCalUuid": "ca8lb36a-5cb6-4a38-a247-51decf2ecd3a",
"isTOTPConfigured": true

I1.8.5 API Cap nhat TOTP Chirng thw SmartCA

- MBb ta: API cung cap phuong thirc Dang nhap SmartCA trén VNPT eContract.
- URL: https://<domain API>/ econtract-saas-service/api/chu-ky/smartca/set-totp
- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:
Name Type M/O Description
certSmartCaUuid String M La Ma dinh danh SmartCA chung thu.
totp String M La Gia tri TOTP.

- Success Response:
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Params Type Description
message string M3 két qua request tir hé thong
object object La Két qua cap nhat TOTP
- Example:
Request curl --location https://gateway-bus-econtract-v2-stag.vnptit3.vn/

econtract-saas-service/api/chu-ky/smartca/set-totp' \

--header 'Host: gateway-bus-econtract-v2-stag.vnptit3.vn' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGF3YWNvIiwiU29HaWF5VG8i0iIwNDkwOTEWMTc4MzIiLCIyb2xlcy—
I6WyJFQ1QWMDAILCJFQ1QwMDQiLCJIJFQ1QwMDU1LCJIJFQ1QwMDY1LCJFQ1QwMDciL—
CJFQ1QwMDgiLCJFQI1QWMTAIiLCIJFQIQWMTEiLCIJFQI1QWMTIiLCIJFQ1QwMTMiL~
CIFQI1QWMTQiLCJIFQ1QWMTUiLCIFQ1QWMTYiLCJIJFQ1QwMjAiL~
CIFQ1QwMjgiLCJIJFQ1QwMjkiLCIFQ1QwMzAIiLCIFQ1QwMzEiLCIFQ1QwMzIiL~
CIJFQLlQWMzMiLCJFQlQwMzQiLCJIJFQlQwMzUiLCIJFQLl1QwMzYiLCIJFQlQwMzcil—
CJIFQ1QwMzgiLCJFQ1QwMzkiLCJFQ1QwWNDAiLCJIJFQ1QwWNDEiLCJFQ1QwNDIiL~
CJIFQ1QwWNDMiLCJFQ1QwNDUiLCJFQ1QwNDYiLCJFQ1QwNDciLCJIJFQ1QwNDg—
1LCIFQ1QwWNDkiLCJIFQlQWNTEiXSwiTmVuVGFuZ01lkIjoxLCIpc3MiOiJWT1BUIEVD—-
p250cmFjdCIsI1Rob25nVGluVGFpS2hvYW4101JhZGlpbmtodGF3YWNvIiwiVGVUVGE-
pS2hvYW4101iJBZGlpbiBUYXdhY28iLCJUYW1LaG9hbklkIjo2LCJUCmFUZ1lROYW1U~
VE1lkIjowLCJ0aG9tS2hhY2hIYW5nSWQiOjEsIkxvYWlLaGFjaEhhbmdJZCIoM-
SwiSWR1bnRpZnlDb2R1IjoiPjc6N210YWViZ2R4bXttb2M3Pzw4Nzo3TUhBRU~
JTROQ3PTw8PD04PCIsIkdpb2lUaW50SWQiOjESI1IRLSOhJRCIGNiwiYXRpIjoiMDIwWN-
mImZmEtZmY5Ny00ZT1iLTgyNmQt YThkMDV)ODcOMDZ1IiwiTGOhaUdpYX1Uby~
I6NDgsIkRvb1ZpSWQiOjEWMDAXNDASImMV4cCI6MTcyNDAOMDMzZNywiVGVuS2hhY2hIY-
W5nIjoiQ800bmcgdHkgY-G6pXAgbsawdbubYyBUYXdhY28iLCJIpYXQi0-
JE3MjQwMzY3MzcsIkRhbmhTYWNoTmhvbSI6WyJBRELJITL 9LSCIALCIqdGkiOl-
IxODQzMDkyOS03ZmNmMLTRIMIQtYmM3MCImNJE1IM2Q4MGZhYzMiLCJLaGFjaEhhbmdJZ -
CI6GMnO0.cZVv31IN143F5TvZA4dFrksuewNBLODKviC3GF13ySibgDsIs8f7S6fbPRPC-
Go4vuChTmI4jGkTwSeyeAotC9 n8woc78y5cA9EXufanESBrwELXR-1FhI0d0uxP-
b9ul9x8TiTIThbWTyAb VXnzdY1TYdYQIIMSIAZNE-Jys3bl4RQI ybbr-
JR7X062eI7Hi40I03NmH]3 foQpOY-V0OiWwotLZyN7FapHoZLGyIpXrMhiJT-
N71gAONJdL4iFf70LJ4uSNbwokxf9R91cx0bd7jTCO-YU3hgq7-gVTvsKVHAE7g2u-
JERKhZABaSyM2u4KXGOaUQSPescz-6zYaROXLg"' \

--header 'User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Ap-
pleWebKit/537.36 (KHTML, like Gecko) Chrome/127.0.0.0 Safari/537.36
Edg/127.0.0.0" \

--header 'Content-Type: application/json' \

Request-data

--data-raw '

{
"certSmartCaUuid": "string",
"totp": "string"

} A\l

Response headers

Content-Type: application/json
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Response body {
"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",
"object": {
"certSmartCaUuid": "string",
"totp": "string",
"status": "Success"
}
}

I1.9 API li¢n quan dén ky hop dong

Step 1: Khéi tao phién ky

Step 2: Thwc hién ky

Step 3: Hoan thanh phién ky

Hinh 3. Quy trinh dé thuc hién ky
11.9.1 API Khéi tao Phién ky

- M0 ta: API cung cip phuong thirc Khoi tao Phién ky véi Hop dong twong tmg VNPT eCon-

tract.

- URL: https://<domain API>/ econtract-saas-service/api/hop-dong/phien-ky/khoi-tao

- Method: POST

- Header Params:
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Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT

- Request Param:

Name Description
hopDongld Int M La Id B6 hop dong trén eContract.
hdChiTietld Int M La Id Hop ddng trong Bo hop dong trén eCon-
tract
hinhThucKyld Int M Hinh thirc ky hop dong
1 Ky anh
2 SMS OTP
3 Email OTP
4  Smart CA )
5 VNPT ky so
6 USB - Token
7 Email OTP + eKYC
8 SMS OTP + eKYC

- Success Response:

Params Description
message String M3 két qua request tir hé thong
object Object La Két qua Khoi tao Phién ky
- Example:
Request curl --location https://gateway-bus-econtract-v2-stag.vnptit3.vn/

econtract-saas-service/api/hop-dong/phien-ky/khoi-tao

A

--header 'Host: gateway-bus-econtract-v2-stag.vnptit3.vn' \
—--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGF3YWNvIiwiU29HaWF5VG8i0i IwNDkwOTEWMTc4MzIiLCIyb2x1lcy~
I6WyJFQ1QwWMDAILCJIJFQ1QwMDQiLCJIJFQ1QwMDU1LCIJFQ1QwMDY1LCIJFQ1QwMDciL—
CIFQ1QwMDgiLCJIJFQ1QwMTAILCIFQ1QWMTEiLCIFQ1QwWMTIiLCIFQ1QwMTMi L~
CIFQI1QWMTQiLCJIFQI1QWMTUiLCIFQI1QWMTYiLCIJFQ1QwMjAiL~
CIFQ1QwMigiLCJIFQ1QwMikiLCIJFQ1QwMzAiLCIJFQ1QwMzEiLCIJFQ1QwMzIiL~
CJIFQ1QwMzMiLCJFQ1QwMzQiLCJIJFQ1QwMzUiLCJIJFQ1QwMzYiLCJIJFQ1QwMzciL—

CONFIDENTIAL | All Rights Reserved Page 87/ 132




VNPT Phién ban: V1.0

CIFQ1QwMzgiLCJFQ1QwMzkiLCJFQ1QwWNDAiLCIJFQ1QwWNDEiLCIJFQ1QwNDIiL~
CJIJFQ1QwWNDMiLCJFQ1QwNDUiLCJFQ1QwNDYiLCJIJFQ1QwNDciLCJIJFQ1QwNDg—
1LCIFQIQwWNDkiLCIFQIQWNTEIiXSwiTmVuVGFuzZ01kIjoxLCIJpc3MiO1iJWT1BUIEVD-
b250cmFjdCIsI1Rob25nVGluVGEFpS2hvYW41i0iJhZGlpbmtodGEF3YWNVIiwiVGVUVGE -
pS2hvYW4101JBZGlpbiBUYXdhY28iLCJUYW1LaG9hbklkIjo2LCJUcCmFuZ1lRoYW1U~
VE1lkIjowLCJ0aG9tS2hhY2hIYW5nSWQi0jEsIkxvYWlLaGFjaEhhbmdJZCI6M—
SwiSWR1bnRpZnlDb2R1IjoiPjc6N210YWViZ2R4bXttb2M3Pzw4Nzo3TUhBRU-
JTROQ3PTw8PD04PCIsIkdpb21UaW50SWQiOjEsI1IRLSOhJRCIONiwiYXRpIjoiMDIwWN-
mImZmEtZmY5Ny00ZT1iLTgyNmQtYThkMDVjODcOMDZ1IiwiTGOhaUdpYX1Uby—
I6NDgsIkRvblZpSWQiOjEWMDAXNDASImMV4cCIOMTcyNDAOMDMzZNywiVGVuS2hhY2hIY-
W5nIjoiQ800bmcgdHkgY-G6pXAgbsawdbubYyBUYXdhY281iLCJIpYXQiO-
JE3MjQwMzY3MzcsIkRhbmhTYWNoTmhvbSI6WyJBRELIJT19LSCJIALCIgdGkiOi-
IxODQzMDkyOS03ZmNmMLTRIMIQtYmM3MCImNJEIM2Q4MGZhYzMiLCJLaGFjaEhhbmdJZ -
CI6MnO0.czZVv31N143F5TvZA4dFrksuewNBLOoDKviC3GFi3ySibgDsIs8f7S6fbPRPC—
Go4vuChTmI4jGkTwSeyeAotC9 n8woc78y5cA9EXufanESBrwELXR-1FhI0OdOuxP-
bo9ul9x8TiTIhbWTyAbjVXnzdY1TYdYQJIMSIAzZnE-Jys3bl4RQIjybbr-
JRTX06aeT7Hi40T03NmHI 3 foQpOY-VOOiWwotLZyN7FapHoZLGyTpXrMhi JT-
N71gAONJdL41iF£f7ULJ4uSNbwokxfIR91cx0Obd7jTCO-YU3hg7-gqVTvsKVHAE7g2u-
JERKhZABaSyM2u4KXGOaUQSPescz-6zYaR0OXLg"' \

--header 'User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Ap-
pleWebKit/537.36 (KHTML, like Gecko) Chrome/127.0.0.0 Safari/537.36
Edg/127.0.0.0" \

--header 'Content-Type: application/json' \

Request-data

--data-raw '

{
"hopDongId": 6811,
"hdChiTietId": 9642,
"hinhThucKyId": 4

3

Response headers

Content-Type: application/json

Response body

{

"message": "ECT-00000000",

"statusCode": 200,

"status": "OK",

"object": {
"phienKyId": 6385,
"khachHangId": 2,
"hdChiTietId": 9642,
"pkThoiGianBatDau": "24-08-19 13:48:22",
"pkThoiGianKetThuc": "24-08-19 13:58:22",
"pkFlagHoanThanh": 0,
"hdChiTietNguoiKyId": 15116,
"tkkhId": 314
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11.9.2 API Ky anh

- MBb ta: API cung cap phuong thirc ky anh véi Hop dong twong img VNPT eContract.

- URL: https://<domain API>/ econtract-saas-service/api/e-sign/ky-anh

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Param:
Name Type M/O Description

hdctPhienKyld Int M ID phién ky hop dong chi tiét.

listPosition Array M Danh séach céc vi tri ky trén trang hop dong.

listPosition.rectangle String M Vi tri ky dugc xac dinh b?mg cac toa do (left, top,
right, bottom) theo dinh dang "left,top,right,bot-
tom".

listPosition.page Int M S trang trén hop ddng noi can thuc hién ky.

signerBy Boolean M Co xac dinh liéu tén ngudi ky c6 duoc hién thi
hay khong (true: co, false: khong).

signerDate Boolean M Co xac dinh liéu ngay ky c6 dugce hién thi hay
khong (true: hién thi, false: khong).

fontSize Int M Kich thudc phong chir cia chit ky (vi du: 8).

visibleType Int M Loai hién thj chit ky (Default = 4).

base64Image String M Chu ky cua nguoi ky dudi dang chudi ma hoa
base64. Dé}y 1a hinh anh chir ky can dugc hién thi
trén hop dong.

- Success Response:
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Params Type Description
message String M3 két qua request tir hé thong
object Object La Két qua Khoi tao Phién ky
- Example:
Request curl --location --request POST 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/e-sign/ky-anh' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGF3YWNvIiwicm9sZXMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI~
1wiRUNUMDA2IiwiRUNUMDA3TiwiRUNUMDA4TIiwiRUNUMDEwWIiwiRUNUMDExTIi—
wiRUNUMDEyYIiwiRUNUMDEzIiwiRUNUMDEOIiwiRUNUMDE1IiwiRUNUMDE2TI1~
WwiRUNUMDIwIiwiRUNUMDI4IiwiRUNUMDIS5TiwiRUNUMDMwIiwiRUNUMDMxTI1~
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOTIiwiRUNUMDM1IiwiRUNUMDM2TI1~
wiRUNUMDM3I1iwiRUNUMDM4 I1iwiRUNUMDM5T1wiRUNUMDQwWI1iwiRUNUMDQOxTI1-
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1IiwiRUNUMDQ2I1iwiRUNUMDQ3TI1~
wiRUNUMDQ4IiwiRUNUMDQ5IiwiRUNUMDUxIiwiRUNUMDUOI10sIk51b1RhbmdJZCI6oM—
SwiaXNzIjoiVk5QVCBFQ29udHIhY3QiLCJUaG9uZlRpblRhaUtob2FuljoiY-
WRtaWSraHRhd2FjbyIsI1R1b1lRhaUtob2FuljoiSMOgIFRoYW50IFTDom41iLCJUcm~
FuZlRoYW1UVElkIjowLCJO0aGo9tS2hhY2hIYW5nSWQi0jEsTIkxvYWlLaGFjaEhhbmdJZ -
CI6GMSwiSWR1bnRpZnlDb2R1IjoiPjcbN210YWViZ2RADXttb2M3Pzw4ITO7NT4hOT~
s507jwINzo3TUhBRUJTSE1FQFUhTUhBRU-
JTROQhYmt5Y2VoeWJrUzwINz08PDwIODwiLCJ0aWVyIjoic3RhzZ21uZyIsImF0aSI6I-
mI2ZThkYTEzZLTAZzY2MtNDNjOSO5NzJhLTUxXZTNKNWMyMDgwOSIsImV4cCI6MTcON-
TISNJY3MSwiaWFO0IjoxNzQ1lMjkzMDcxLCIJEYW50U2FjaE50b20101siQURNSUSERE~
FJTFkiLCJBRE1JT19LSCIsIm5ndWOpZHVuZ18wMSJdLCIqdGkiOiJiN~
mU4ZGExMyOwM2NjLTQzYzktOTcyYSOIMWUZZDVIMjA4MDkiLCITbOdpYX1UbyI6I-
JAOOTASMTAxXNzgzMiIsI1RhaUtob2FuSWQiojYsIkdpb2lUaW50SWQi0jESI1RL-
SOhJRCI6GNiwiTGOhaUdpYX1UbyI6NDgsIkRvblZpSWQi0jEWMDAXNDAsI1R1bktoY~
WNoSGFuZyI6IkPDtGS5nIHRSIGPhugqVwIG7GsOG7m2MgVGE3YWNvIiwiS2hhY2hIYW5n—-
SWQi0jJ9.ZiYH3yXWoTBGYch42xEaXWT8YNSbpMoYMoHp2JKwgTbxiGMoLERE8Sd-
nCosYS2z27ZB6YW2kT4SynpXpbrsas4jON oITsl-pm6I-PmWIFENNKV3QAFNTAvVg-
WokcuZJN fImYwdibrwpWn7A9SiGkUa48 1zX4QiEYIR1fpKb8gKgLFQOm7daO8iAYFc—
CWK32JaQSuWLB]j7Nil1l-3K45jsSEhCcO9hjI JJIfgqYrRgGKmhwvOsTWS21Vv1Xki-
u0e3U1IN7ggsPt3XrITooOPNSFhax4MGTJJHCVORNEDWWEAkY6pIpieEIMELl5abp3T-
Mg9vT2FWx1gzYSN1lskuW-epVO-mg' \

--header 'Content-Type: application/json' \

Request-data

--data '{
"hdctPhienKyId": 987195,

"listPosition": [
{
"rectangle": "368,553,470,593",
"page": 1

1,

"signerBy": true,
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"signerDate":

"fontSize": 8,

"visibleType":

"base64Image":

true,

1,
"/93/4ARQSkZIRGABAQAAAQABAAD/2wCEAAKGBXAHEBAQEX -

IQEBAQGRAVEBAQEBAZEBAQFhEWFxcSFhUYHSgl1GB01GxUZITUhJ1ik3Li4uGh8z0D~
M4Nyg5L1isBCgoKDgO0OGxAQGYO1ICYtLS03Li8tLSOVNyOtLSOtLTctLSO0tLSOtKyOtL-
SO0tLSstLSOtLS0tLSOtLS0tLSOtLE/AABEIAMgAYAMBEQACEQEDEQH/ xAALAAEAAGMB-
h5fBvfkfCPLVs9SVZ5Ixj+r92S80CuP+V1xeHjwR272+6Z2s10S4ndMTFmhLm~
BKWeMjLCSoKQG7DE1119GAAAAAAAAAAAAAAAARAeNYgYalljPcZ2NWrdFOpxGxp—
WvZWha801jlpkshsKGylGjx+w2N2nclKHEbGxCwO04bh-
sZY0Yx3DY+0sDA9AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAP/2Q=="

} v

Response headers

Content-Type: application/json

Response body

{

"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",
"object": {
"fileName": "3224d998-c013-4fc9-bef5-4162b59dceb5",
"fileType": "application/pdf",
"status": "SUCCESS",
"fileBase64": "JVBERiOxLjcNCiXIycrLDQolIDAg-

b2JgDQo8PCO9UeXB1L1BhZ2UvUGFyZW50IDMgMCBSLONvbnR1bnRzID"

}
}

11.9.3 API Ky EMAIL OTP (Gwi OTP)

- Mo ta: API cung cip phuong thic giri OTP vé EMAIL véi hinh thirc ky Email OTP véi Hop

ddng twong tmg VNPT eContract.

- URL: https://<domain API>/ econtract-saas-service/api/e-sign/email-otp/gui-otp

- Method: POST

- Header Params

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Param:
Name Type M/O Description
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hopDongChiTietPhienKyld | Int M ID phién ky hop dong chi tiét.

- Success Response:

Params Type Description
message String Mi két qua request tir hé thong
object Object La Két qua
- Example:
Rﬂqucst curl --location --request POST 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/e-sign/email-otp/gui-otp'
\

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwicm9sZXMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI~-
iwiRUNUMDA2IiwiRUNUMDA3IiwiRUNUMDA4IiwiRUNUMDEWIiwiRUNUMDEXT]~
wiRUNUMDEyYIiwiRUNUMDEZzIiwiRUNUMDEOIiwiRUNUMDE]1IiwiRUNUMDE2TI1~
wWiRUNUMDIwIiwiRUNUMDI4TIiwiRUNUMDI5T1wiRUNUMDMwIiwiRUNUMDMxTI1—
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOIiwiRUNUMDM1IiwiRUNUMDM2TI1~
wiRUNUMDM3IiwiRUNUMDM4I1iwiRUNUMDM5TI1iwiRUNUMDOwWIiwiRUNUMDOxTI1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1IiwiRUNUMDQ2TIiwiRUNUMDQ3T1i~
wiRUNUMDQ4IiwiRUNUMDQ5TiwiRUNUMDUxI1iwiRUNUMDUOI10sIk51b1RhbmdJZCI6oM—
SwiaXNzIjoiVk5QVCBFQ29udHIhY3QiLCJUaGOuZl1RpblRhalUtob2FuljoiY-
WRtaWSraHRhd2FjbyIsI1R1b1lRhaUtob2FuljoiSMOgIFROYW50IFTDom41iLCJUcm~
FuZlRoYW1UVE1lkIjowLCJ0aG9tS2hhY2hIYW5nSWQi0jEsIkxvYWlLaGFjaEhhbmdJZ-
CI6MSwiSWR1bnRpZnlDb2R1IjoiPjc6oN210YWViZ2RAbXttb2M3Pzw4ITO7NT4hOT~
s50jwINzo3TUhBRUJTSE1FQFUhTUhBRU-
JTROQhYmt5Y2VoeWJrUzwINzO08PDwIODWiLCJ0aWVyIjoic3RhZ21uZyIsImF0aSI6I~
mI2ZThkYTEzZLTAZzY2MtNDNjOSO5NzJhLTUXZTNKNWMyMDgwOSIsImV4cCI6MTcON-
TISNjY3MSwiaWF0IjoxNzQ1lMjkzMDcxLCIEYW50U2FjaE50b20101siQURNSUSfRE-
FJTFkiLCJBRE1JT19LSCIsIm5ndWOpZHVuzZ18wMSJdLCIqdGkiO1iJiN~
mU4ZGExMyO0wM2N§LTQzYzktOTcyYSO1MWUzZDViMjA4MDkiLCITb0dpYX1UbyI6I-
JAOOTASMTAxNzgzMiIsI1RhaUtob2FuSWQiOjY¥sIkdpb21lUaW50SWQiOjEsI1RL-
SOhJRCI6NiwiTG9haUdpYX1UbyI6NDgsIkRvb1ZpSWQi0OjEWMDAXNDAsI1R1bktoY—-
WNoSGFuZyI6IkPDtGS5nIHRS5IGPhugVwIG7GsOG7m2MgVGE3YWNvIiwiS2hhY2hIYW5n—
SWQi03J9.ZiYH3yXWoTBGYch42xEaXWT8YNSbpMoYMoHp2 JKwgTbxiGMOoLERESSd~
nCosY¥S2z2Z2B6YW2kT4SynpXpbrsas4jON oITsl-pm6I-PmWIFENNKV3QAFNTAVg-
WokcuZJN fImYwdibrwpWn7A9SiGkUa48 1zX4QiEYIR1fpKb8gKgLFQOmM7daO8iAYFc—
CWK32JaQSuWLBj 7Ni1-3K459sSEhCcOhIT JIfqYrRgGKmhwvOsTWS21Vv1lxki-
u0e3U1IN7ggsPt3XrITooOPNSFhax4MGTJJHCVORNEDWWEfAkYopIpieEIMEl1 5abp3T-
Mg9vT2FWx1gzYSN1lskuW-epVO-mg' \

--header 'Content-Type: application/json' \

Request-data

--data '({
"hopDongChiTietPhienKyId": 987196
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} A\l
Response headers | Content-Type: application/json
Response body {

"message": "ECT-00000000",

"statusCode": 200,

"status": "OK",

"object": {
"otpId": 6282,
"ngayTao": "25-04-22 11:04:11",
"email": "thuanpl.vnpt@gmail.com",
"loaiEmailid": 13,
"tenTaiKhoan": "Ha Thanh Tan",
"soGiaythoiGianHieuLucConfig": 60,
"soGiaythoiGianToiThieuConfig": 60,
"soLuongGuilaiConfig": 3,
"khachHangGuiId": 2,
"chucNangThongBaoId": 8,
"taiKhoanKhachHangNhanId": 6,
"hopDongId": null

}
11.9.4 API Ky EMAIL OTP (Xéc nhian OTP va ky)

- M0 ta: API cung cip phuong thirc xac nhan OTP va ky véi hinh thirc ky Email OTP véi Hop
dong tuong tmg VNPT eContract.

- URL: https://<domain API>/ econtract-saas-service/api/e-sign/email-otp/gui-otp

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT

- Request Param:

Name Type M/O Description
hdctPhienKyld Int M ID phién ky hop dong chi tiét.
otpld Int M Id cua OTP
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otp String Ma OTP

listPosition Array Danh sach cac vi tri ky trén trang hop dong.

listPosition.rectangle String Vi tri ky dugc xac dinh bé“mg cac toa do (left,
top, right, bottom) theo dinh dang
"left,top,right,bottom".

listPosition.page Int S trang trén hop ddng noi can thyc hién ky.

signerBy Boolean Co x4c dinh liéu tén ngudi ky c6 dugc hién thi
hay khong (true: co, false: khong).

signerDate Boolean Co xac dinh li¢u ngay ky c6 dugce hién thi hay
khong (true: hién thi, false: khong).

emailFlag Boolean Co xdc dinh liéu thong tin email nhén otp c6
dugc hién thi hay khong (true: hién thi, false:
khong).

otpFlag Boolean Co xac dinh liéu mé otp c6 dugce hién thi hay
khong (true: hién thi, false: khong).

fontSize Int Kich thudc phong chir cia chit ky (vi du: 8).

visibleType Int Loai hién thj chit ky (Default = 4).

base64Image String Chir ky cua nguoi ky dudi dang c‘hu(:)i ma hda
base64. Day 1a hinh anh chir ky can dugc hién
thi trén hop dong.

- Success Response:
Params Type Description
message String M3 két qua request tir hé thong
object Object La Két qua
- Example:
Request curl --location --request POST 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/e-sign/email-otp/xac-

nhan-otp' \
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—--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwicm9sZXMi0lsiRUNUMDAwIiwiRUNUMDAOIiwiRUNUMDALI-
1wiRUNUMDA2IiwiRUNUMDA3TiwiRUNUMDA4TIiwiRUNUMDEwWIiwiRUNUMDExTIi—
wiRUNUMDEyYIiwiRUNUMDEzIiwiRUNUMDEOIiwiRUNUMDE1IiwiRUNUMDE2TI1~-
wiRUNUMDIwIiwiRUNUMDI4IiwiRUNUMDIS5TIiwiRUNUMDMwIiwiRUNUMDMxI1~
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOIiwiRUNUMDM1IiwiRUNUMDM2TI1~-
wiRUNUMDM3IiwiRUNUMDM4 IiwiRUNUMDM5T1wiRUNUMDOwWIiwiRUNUMDQOxTI1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1IiwiRUNUMDQ2I1iwiRUNUMDQ3TI1~-
wiRUNUMDQ4IiwiRUNUMDQ5I1iwiRUNUMDUxIiwiRUNUMDUOI10sIk51b1RhbmdJZCI oM~
SwiaXNzIjoiVk5QVCBFQ29udHJIhY3QiLCJUaG9uZlRpblRhaUtob2FuljoiY-
WRtaWSraHRhd2FjbyIsI1R1blRhaUtob2FuljoiSMOgIFRoYW50IFTDom41iLCJUcm~
FuZlRoYW1UVE1kIjowLCJ0aG9tS2hhY2hIYW5nSWQiO0jEsTIkxvYWlLaGFjaEhhbmdJZ-
CI6GMSwiSWR1bnRpZnlDb2R1IjoiPjcbN210YWViZ2RAbXttb2M3Pzw4ITO7NT4hOT~
s503wINzo3TUhBRUJTSELFQFUhTUhBRU-
JTROQhYmt5Y2VoeWJrUzwINz08PDwIODWwiLCJ0aWVyIjoic3RhZ21uZyIsImF0aSI6I~
JRmMNFhmNz ZmLWM4 Y TtNDhiNi04N2EzLTgzM2Q1Nzk2YJAyYSIsImV4cCI 6MTCONTM-
wODUyNiwiaWFO0IjoxNzQIMzAOOTI2LCIEYWS50U2FjaE50b20101siQURNSUSEREFJT~
FkiLCJBRE1JT19LSCIsIm5ndWO9pZHVuzZl8wMSJIALCIqdGkiOiI0ZjY4Zjc2Z~
1190GIyLTQ4Y]YtODdhMy04MzNkNTc5NmIwMME1LCITh0dpYX1UbyI6IJA0OTASM-
TAxNzgzMiIsI1RhaUtob2FuSWQiOjYsIkdpb21lUaW50SWQiOjEsI1IRLSOhJRCI6GNI—
WwiTG9haUdpYX1UbyI6NDgsIkRvblZpSWQiOjEwMDAXNDASI1R1bktoYWNoSGFuZy -
I6IkPDtG5nIHR5IGPhugqVwIG7GsOGTm2MgVGF3YWNvIiwiS2hhY2hIYW5n—
SWQ103jJ9.mORx3296cw7fqumIGjh FHR7LGSOKPcYiNvV-vvRCO2w28IN4-
JeMJ7Qu2UNHAD7v0o524V1xHp] 2rFuOgwwCt10ZZ2kHcCgk8UZBDTr uTWbMdy5xehTC-
QiF1-11u-SFhlAxwmOlcvbNfIZkzV67k2fBKInrN44pyrGjHGEZzrHxANgClvM8~
tuByNk8y9diugd76RqIJyC2RTS2gsielqOx8e0~-
cdRB_0IKarAlm79CGtZ167huQVBaDgDhO0KkPjwbjLoi-cSJHi-mpdyC1lMRc—

Cr5p UjmN-WS bjfc7eC3BD7sJAnfdxY1yMx7xKCbBp6zKcapEV20wiiU Lllrb-
D8LGg' \

--header 'Content-Type: application/json' \

Request-data --data '{

"hopDongChiTietPhienKyId": 987197,
"otpId": 6284,

"otp": "123456",

"listPosition": [
{
"rectangle": "368,553,470,593",
"page": 1

I

"signerBy": true,

"signerDate": true,

"emailFlag": true,

"otpFlag": true,

"fontSize": 8,

"visibleType": 4,

"base64Image": "/9j/4AAQSkZIRGABAQAAAQABAAD/2wCEAAKGBXAHEBAQEX-
IQEBAQGRAVER. . AAAAAAAAAAAAAAAAAAAAAAAARAAAP/2Q=="
3t
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Response headers | Content-Type: application/json
Response body {

"message": "ECT-00000000",
"statusCode": 200,

"status": "OK",
"object": {
"fileName": "c3422769-e6df-467£f-8017-43e4966925c5",
"fileType": "application/pdf",
"status": "SUCCESS",
"fileBase64": "JVBERiOxLjcNCiXIycrLDQo...9UCnNOYXJ0eHJ1Z~
goyMDk2MzUKJSVEFTOYK"

}

}

11.9.5 API Ky SMS OTP (Gui OTP)

- Mb ta: API cung cip phuong thic giri OTP vé SMS véi hinh thirc ky Email OTP véi Hop
ddng tuong tmg VNPT eContract.

- URL: https://<domain API>/ econtract-saas-service/api/e-sign/sms-otp/gui-otp

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT

- Request Param:

Description

hopDongChiTietPhienKyld | Int M ID phién ky hop ddng chi tiét.

- Success Response:

Params Type Description
message String Mi két qua request tir hé thong
object Object La Két qua

- Example:
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Request

curl --location --request POST 'https://gateway-bus-econtract-v2-
stag.vnptit3.vn/econtract-saas-service/api/e-sign/sms-otp/gui-otp"' \
--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwicm9sZXMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI~-
iwiRUNUMDA2IiwiRUNUMDA3IiwiRUNUMDA4IiwiRUNUMDEWIiwiRUNUMDEXT]~
wiRUNUMDEyYIiwiRUNUMDEZzIiwiRUNUMDEOIiwiRUNUMDE]1IiwiRUNUMDE2TI1i~
WiRUNUMDIwIiwiRUNUMDI4TIiwiRUNUMDI5TiwiRUNUMDMwIiwiRUNUMDMxTI1~
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOIiwiRUNUMDM1IiwiRUNUMDM2TI1~
wiRUNUMDM3IiwiRUNUMDM4I1iwiRUNUMDMSTI1iwiRUNUMDOwWIiwiRUNUMDOxTI1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1IiwiRUNUMDQ2IiwiRUNUMDQ3TI1i~
wiRUNUMDQ4TIiwiRUNUMDQ5TiwiRUNUMDUxI1iwiRUNUMDUOI10sIk51b1RhbmdJZCI6oM—
SwiaXNzIjoiVk5QVCBFQ29udHJIhY3QiLCJUaGO9uZlRpblRhalUtob2FuljoiY-
WRtaWSraHRhd2FjbyIsI1R1b1lRhaUtob2FuljoiSMOgIFROYW50IFTDom41iLCJUcm~
FuZlRoYW1UVElkIjowLCJ0aG9tS2hhY2hIYW5nSWQi0jEsIkxvYWlLaGFjaEhhbmdJZ -
CI6MSwiSWR1bnRpZnlDb2R1IjoiPjc6N210YWViZ2RADXttb2M3Pzw4ITO7NT4hOT~
s50JwINzo3TUhBRUJTSE1FQFUhTUhBRU-
JTROQhYmt5Y2VoeWJrUzwINzO08PDwIODWiLCJ0aWVyIjoic3RhZ21uZyIsImF0aSI6I~
mI2ZThkYTEzLTAZzY2MtNDNjOSO5NzJhLTUXZTNKNWMyMDgwOSIsImV4cCI6MTcON-
TISNjY3MSwiaWFO0IjoxNzQ1MjkzMDcxLCIJEYW50U2FjaE50b20i01siQURNSUSERE~
FJTFkiLCJBRE1JT19LSCIsIm5ndWOpZHVuzZ18wMSJdLCJIqdGkiO1iJiN~-
mU4ZGExMyOwM2NjLTQzYzktOTcyYSO1MWUZZDViMjA4MDkiLCITbOdpYX1UbyI6I-
JAOOTASMTAxNzgzMiIsI1RhaUtob2FuSWQiojYsIkdpb2lUaW50SWQi0jESI1RL-
SOhJRCI6GNiwiTG9haUdpYX1UbyI6NDgsIkRvb1ZpSWQi0jEWMDAXNDAsI1R1bktoY—-
WNoSGFuZyI6IkPDtGS5nIHRSIGPhugqVwIG7GsOG7m2MgVGE3YWNvIiwiS2hhY2hIYW5n—-
SWQi03J9.ZiYH3yXWoTBGYch42xEaXWT8YNSbpMoYMoHp2 JKwgTbxiGMOoLERES8Sd~
nCosY¥S2z2Z2B6YW2kT4SynpXpbrsas4jON oITsl-pm6I-PmWIFENNKV3QAFNTAVg-
WokcuZJIN fImYwdibrwpWn7A9SiGkUa48 1zX4QiEYIR1fpKb8gKgLFQOm7daO8iAYFc—
CWK32JaQSuWLB]j7Ni1-3K45jsSEhCcO9hjI JIfqYrRgGKmhwvOsTWS21Vv1Xki-
u0e3UIN7ggsPt3XrITooOPNSFhax4MGTJJHCVORNEDWWEfAkYopIpieEIMEl1 S5abp3T~
Mg9vT2FWx1gzYSN1lskuW-epvVO-mg' \

--header 'Content-Type: application/json' \

Request-data

--data '{
"hopDongChiTietPhienKyId": 987196
} A\l

Response headers

Content-Type: application/json

Response body

{

"message": "ECT-00000000",

"statusCode": 200,

"status": "OK",

"object": {
"otpId": 6298,
"ngayTao": "25-04-22 14:28:32",
"soDienThoai™: "0948637531",
"loaisMSId": 22,
"tenTaiKhoan": "Ha Thanh Tan",
"soGiaythoiGianHieuLucConfig": 60,
"soGiaythoiGianToiThieuConfig": 60,
"soLuongGuilLaiConfig": 3,
"khachHangGuiId": 2,
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}

"chucNangThongBaoId": 8,
"taiKhoanKhachHangNhanId": 6

11.9.6 API Ky SMS OTP (Xac nhan OTP va ky)

- MBb ta: API cung cap phuong thirc xac nhan OTP va ky véi hinh thirc ky SMS OTP véi Hop

ddng tuong tmg VNPT eContract.

- URL: https://<domain API>/ econtract-saas-service/api/e-sign/sms-otp/gui-otp

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Param:
Name Type M/O Description

hdctPhienKyld Int M ID phién ky hop dong chi tiét.

otpld Int M Id cua OTP

otp String M Ma OTP

listPosition Array M Danh sach cac vi tri ky trén trang hop dong.

listPosition.rectangle String M Vi tri ky dugc xac dinh bang cac toa do (left,
top, right, bottom) theo dinh dang
"left,top,right,bottom".

listPosition.page Int M S trang trén hop dong noi can thyc hién ky.

signerBy Boolean M Co xé4c dinh lidu tén ngudi ky c6 duoc hién thi
hay khong (true: co, false: khong).

signerDate Boolean M Co xac dinh liéu ngay ky c6 dugce hién thi hay
khong (true: hién thi, false: khong).
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phoneNumberFlag Boolean Co xac dinh liéu thong tin s6 dién thoai nhén
otp ¢6 dugc hién thi hay khong (true: hién thi,
false: khong).
otpFlag Boolean M Co xac dinh li€u mé otp c6 dugc hién thi hay
khong (true: hién thi, false: khong).
fontSize Int M Kich thudc phong chir cua chit ky (vi du: 8).
visibleType Int M Loai hién thi chit ky (Default = 4).
base64Image String M Chir ky cua nguoi ky duoi dang qhuSi méd hoa
base64. Day 1a hinh anh chir ky can dugc hién
thi trén hop dong.
- Success Response:
Params Type Description
message String Ma két qua request tir hé thong
object Object La Két qua
- Example:
Requcst curl --location --request POST 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/e-sign/email-otp/xac-
nhan-otp' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwicm9sZXMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI~
iwiRUNUMDA2IiwiRUNUMDA3IiwiRUNUMDA4IiwiRUNUMDEWIiwiRUNUMDExT]~
wiRUNUMDEyYIiwiRUNUMDEZzIiwiRUNUMDEOIiwiRUNUMDE]1IiwiRUNUMDE2T1~-
WiRUNUMDIwIiwiRUNUMDI4TiwiRUNUMDI5T1wiRUNUMDMwIiwiRUNUMDMxTI1 -
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOIiwiRUNUMDM1IiwiRUNUMDM2TI1~
wiRUNUMDM3IiwiRUNUMDM4IiwiRUNUMDM5IiwiRUNUMDOwWIiwiRUNUMDQOxTI1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1IiwiRUNUMDQ2TIiwiRUNUMDQ3TI1i~
wiRUNUMDQ4IiwiRUNUMDQ5T1wiRUNUMDUxTI1wiRUNUMDUOI10sIk51b1RhbmdJZCI6oM—
SwiaXNzIjoiVk5QVCBFQ29udHIhY3QiLCJUaGOuZ1RpblRhalUtob2FuljoiY-
WRtaWSraHRhd2FjbyIsI1R1b1lRhaUtob2FuljoiSMOgIFROYW50IFTDom41iLCJUcm~
FuZlRoYW1UVE1lkIjowLCJ0aG9tS2hhY2hIYW5nSWQi0jEsIkxvYWlLaGFjaEhhbmdJZ-
CI6MSwiSWR1bnRpZnlDb2R1IjoiPjc6oN210YWViZ2RALXttb2M3Pzw4ITO7NT4hOT~
s50jwINzo3TUhBRUJTSE1FQFUhTUhBRU-
JTROQhYmt5Y2VoeWJrUzwINzO08PDwIODWiLCJ0aWVyIjoic3RhZ21uZyIsImF0aSI6I~
JRmNJhmNzZmLWM4YJItNDhiNi04N2EZzLTgzM2Q1Nzk2YJAyYSIsImV4cCI6MTcONTM-
wODUyNiwiaWF0IjoxNzQ1lMzAOOTI2LCIEYW50U2FjaE50b20101siQURNSUSfREFJT -
FkiLCJBRE1JT19LSCIsIm5ndWOpZHVuZ18wMSJdLCIqdGkiOiI0ZjY4Zjc2Z~
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1170GIyLTQ4Y3YtODAdhMy04MzNKNTc5NmIwMMEiLCIThb0dpYX1UbyI6IjA0OTASM-
TAxNzgzMiIsI1RhaUtob2FuSWQiOjY¥sIkdpb21lUaW50SWQi0FESI1IRLSOhJRCIONL~
wiTG9haUdpYX1UbyI6NDgsIkRvblZpSWQiOjEWMDAXNDAsI1R1bktoYWNoSGFuZy-
I6IkPDtG5nIHR5IGPhugVwIG7GsOGTm2MgVGF3YWNvIiwiS2hhY2hIYW5n—-
SWQi03jJ9.mORx3296cw7 fqumIGjh FHR7LQSOKPCYiNvV-vvRCO2w28IN4-
JeMJTQu2UNHAD7v0524V1xHp] 2rFuOgwwCt1022kHcCqk8UZBDTr uTWbMdy5xehTC-
QiF1-11u-SFhlAxwmOlcvbNfIZkzV67k2fBKInrN44pyrGjHGEZzrHxANgC1lvM8—
tuByNk8y9diugJ76RqJyC2RTS2gsielqOx8e0-
cdRB_0IKarAlm79CGtZ167huQvBaDgDhO0KkPjwbjLoi-cSJHi-mpdyC1MRc—

Cr5p UJjmN-WS bjfc7eC3BD7sJAnfdxY1yMx7xKCbBp6zKcapEV20wiiU Lllrb-
D8LGg"' \

--header 'Content-Type: application/json' \

Request-data

--data '{
"hopDongChiTietPhienKyId": 987207,
"otpId": 6298,

"otp": "1l11111",
"listPosition": [
{
"rectangle": "368,553,470,593",
"page": 1

1,

"signerBy": false,

"signerDate": true,

"phoneNumberFlag": true,

"otpFlag": true,

"fontSize": 8,

"visibleType": 1,

"base64Image": "/97/4ARQSkZJIR-
gABAQAAAQABAAD/2wCEA. . .AAAAAAAAAAAAAAARAAAARAAAARAAAARAAAARAAARAAP/2Q=="
X

Response headers

Content-Type: application/json

Response body

{
"message": "ECT-00000000",
"statusCode": 200,

"status": "OK",
"object": {
"fileName": "7aa5859c-dcdl-4e8c-89be-42abe39callOl3",
"fileType": "application/pdf",
"status": "SUCCESS",
"fileBase64": "JVBERiOxLjcNCiXIycrLDQolIDAg-

b2JgDQo8PCIOUeXB1l. . .BUFNITIQKc3RhcnR4cmVmCjESNzkOOA01JUVPRgo="
}
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11.9.7 API Ky hop dong SmartCa Ty Pong

- MBb ta: API cung cap phuong thirc Ky hop dong vai hinh thirc ky SmartCA ty dong khong

cAn xéc nhan trén VNPT eContract.

- URL: https://<domain API>/ econtract-saas-service/api/smartca/sign-auto

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Param:
Name Type M/O Description

ctPhienKyld Int M LaId Bo hop déng trén eContract.

hopDongChiTietld Int M La Id Hop dong trong B6 hop dong trén eCon-
tract

listPosition Array M Danh sach vi tri ky.
[{

"rectangle": "385,522,539,691",
"page": 5

/

signerBy Boolean M Hién thi Ky béi

signerDate Boolean M Hién thi Thoi gian ky

fontSize Double M Kich co Font chir

visibleType Int M Loai hién thi
1 Chi hién thi mé ta
2 Hien th}' mo td va hinh anh bén trai
3 Chi hién thi hinh anh
4 Hién thi mé ta va hinh anh phia trén
5 Hién thi mo ta va hinh anh dang hinh nén
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base64image String M Dir liéu hinh anh chit ky Decode Base64String
signRequestld String O Id Request sinh tir Pon vi tich hop
certSmartCaUuid String M Cert smartCa Id

- Success Response:

Params Type Description

message String Ma két qua request tir hé thong
object Object La Két qua Khoi tao Phién ky

- Example:
Request curl --location https://gateway-bus-econtract-v2-stag.vnptit3.vn/

econtract-saas-service/api/smartca/sign-auto

A

--header 'Host: gateway-bus-econtract-v2-stag.vnptit3.vn' \

—--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGF3YWNvIiwiU29HaWF5VG8i0i IwNDkwOTEWMTc4MzIiLCIyb2x1lcy—~
I6WyJFQ1QWMDAILCJIJFQ1QwMDQiLCJIJFQ1QwMDU1LCJFQ1QwMDY1LCJFQ1QwMDciL—
CJIJFQ1QwMDgiLCJIJFQ1QWMTAILCIFQIQWMTEiLCIJFQIQWMTIiLCJIJFQ1QwMTM1 L~
CIFQ1QWMTQiLCJIFQI1QWMTUiLCIFQI1QWMTYiLCIJFQ1QwMjAiL~
CIFQ1QwMigiLCJIFQ1QwMikiLCJIJFQ1QwMzAiLCIJFQ1QwMzEiLCIJFQ1QwMzIiL~
CIJFQ1QwMzMiLCJFQ1QwMzQiLCJIJFQ1QwMzUiLCIJFQ1QwMzYiLCJIJFQ1QwMzciL—
CJIJFQ1QwMzgiLCJFQ1QwMzkiLCIJFQ1QWNDAI1LCJIJFQLlQWNDEiLCJFQI1QwNDIiL~
CJIFQ1QwWNDMiLCJFQ1QwNDUiLCJIJFQ1QwNDYiLCJIJFQ1QwNDciLCJIJFQ1QwNDg—
iLCIJFQ1QwWNDkiLCIFQIQWNTE1XSwiTmVuVGFuZ01kIjoxLCIpc3MiOiJWT1BUIEVD-
p250cmFjdCIsI1Rob25nVGluVGEFpS2hvYW41i0iJhZGlpbmtodGEF3YWNVIiwiVGVUVGE -
pS2hvYW41i01iJBZGlpbiBUYXdhY28iLCJUYW1LaGOhbklkIjo2LCJUcmFuUZ1lRoYW1U-
VE1kIjowLCJ0aG9tS2hhY2hIYWS5nSWQiOjEsIkxvYWlLaGFjaEhhbmdJZCI6M-
SwiSWR1bnRpZnlDb2R1IjoiPjc6N210YWViZ2RAbXttb2M3Pzw4dNzo3TUhBRU~
JTROQ3PTw8PD04PCIsIkdpb2lUaW50SWQiO0jEsSI1IRLSOhJRCIONiwiYXRpIjoiMDIwN-
mImZmEtZmY5NyO0ZT1iLTgyNmQtYThkMDVjODcOMDZ1IiwiTGO9haUdpYX1Uby—-
I6NDgsIkRvblZpSWQiOjEWMDAXNDASImMV4cCI6OMTcyNDAOMDMzNywiVGVuS2hhY2hIY-
W5nIjoiQ800bmcgdHkgY-G6pXAgbsawdbubYyBUYXdhY281iLCJIpYXQi0O-
JE3MjQwMzY3MzcsIkRhbmhTYWNoTmhvbSI6WyJBRELJT19LSCJIALCIgdGkiOi-
IxODQzMDkyOSO3ZmNmLTRIMIQtYmM3MCImNJEIM2Q4MGZhY zMiLCJLaGFjaEhhbmdJZ -
CI6GMnO0.cZVv31N143F5TvZA4dFrksuewNBLODKVviC3GF13ySibgDsIs8f7S6fbPRPC-
Go4vuChTmI4jGkTwSeyeAotC9 n8woc78y5cA9EXufanESBrwELXR-1FhI0OdOuxP-
P9ul9x8TiTIhbWTyAbjVXnzdY1TYdYQJIMSIAzZNE-Jys3bl4RQIjybbr-
JR7X06aeI7Hi40I03NmH]3 foQpOY-VOOiWwotLZyN7FapHOZLGyIpXrMhiJT-
N71gAONJAL41iFf7ULJ4uSNbwokxf9R91cxObd7§TCO-YU3hq7-qVIvsKVHAETg2u~-
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JERKhZABaSyM2u4KXGOaUQSPescz-6zYaROXLg' \

--header 'User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Ap-
pleWebKit/537.36 (KHTML, like Gecko) Chrome/127.0.0.0 Safari/537.36
Edg/127.0.0.0"' \

--header 'Content-Type: application/json' \

Request-data --data-raw '

{
"ctPhienKyId": 6385,
"hopDongChiTietId": 9642,

"listPosition": [{
"rectangle": "385,522,539,691",
"page": 5

11,

"signerBy": true,
"signerDate": true,
"fontSize": 8,
"visibleType": 4,
"base64Image": "",

"signRequestId": ""

Response headers | Content-Type: application/json

Response body {
"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",
"object": {

"signLogId": 1940,

"waitingTimeInSeconds": 240

}

11.9.8 API Hoan thanh Phién Ky hop dong

- MBb ta: API cung cap phuong thirc Hoanh thanh Ky hop dong véi Hinh thirc ky SmartCA trén
VNPT eContract.

- URL: https://<domain API>/ econtract-saas-service/api/hop-dong/phien-ky/hoan-thanh

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
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- Request Param:

Description

hopDongChiTietPhienKyld | Int M La Id Phién ky tuong Gmg véi Hop dong / tép
dinh kém can hoan thanh ky.

- Success Response:

Params Type Description
message String Ma két qua request tir hé thong
object Object La Két qua Hoan thanh Phién ky
- Example:
Rﬁquest curl --location https://gateway-bus-econtract-v2-stag.vnptit3.vn/

econtract-saas-service/api/hop-dong/phien-ky/hoan-thanh

A

--header 'Host: gateway-bus-econtract-v2-stag.vnptit3.vn' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwiU29HaWF5VG8i0i IwNDkwOTEWMTc4MzIiLCIyb2x1lcy—
I6WyJFQ1OWMDAILCJFQ1QwMDQiLCJIJFQ1QwMDU1LCJIJFQ1QwMDYiLCJFQ1QwMDciL~
CJIFQ1QwMDgiLCJIFQI1QWMTAIiLCIFQI1QWMTEiLCIJFQ1QWMTIiLCIJFQ1QwMTMiL~
CIFQ1QwWMTQiLCJIFQ1QwMTUiLCIFQ1QwWMTYiLCIFQ1QwMjAiL~
CIFQ1QwMjgiLCJIFQ1QwMikiLCIJFQ1QwMzAIiLCIFQ1QwMzEiLCIJFQ1QwMzIiL~
CJIFQ1QwMzMiLCJFQ1QwMzQiLCJIFQ1QwMzUiLCJIJFQ1QwMzYiLCJIJFQ1QwMzciL—
CJIFQ1QwMzgiLCJFQ1QwMzkiLCJIJFQ1QwWNDAILCJIJFQ1QwNDEiLCJIJFQ1QwNDIiL~
CIFQ1QwNDMiLCJFQ1QwNDUiLCJIJFQ1QwNDYiLCJIFQ1QwNDciLCJIFQ1QwNDg—
iLCIFQ1QwWNDkiLCIFQIQWNTE1XSwiTmVuVGEFuZ01kIjoxLCIpc3MiOiJWT1RBUIEVD-
P250cmFjdCIsI1Rob25nVGluVGFpS2hvYW41i01iJhZGlpbmtodGF3YWNvIiwiVGVUVGE -
PS2hvYW4101JIBZGlpbiBUYXdhY28iLCJUYW1LaG9hbklkIjo2LCJUcCcmFuZlRoYW1U-
VE1kIjowLCJ0aG9tS2hhY2hIYW5nSWQi0jEsIkxvYW1lLaGFjaEhhbmdJZCI6M~
SwiSWR1bnRpZnlDb2R1IjoiPjcbN210YWViZ2RAbXttb2M3Pzw4dNzo3TUhBRU-
JTROQ3PTw8PD04PCIsIkdpb21UaW50SWQiOjESIIRLSOhJRCIGNiwiYXRpIjoiMDIwN-
mImZmEtZmY5Ny00ZT1iLTgyNmQtYThkMDVjODcOMDZ1IiwiTG9haUdpYX1Uby-
I6NDgsIkRvblZpSWQiOJEWMDAXNDASImV4cCI6MTcyNDAOMDMzNywiVGVuS2hhY2hIY-
W5nIjoiQ800bmcgdHkgY-G6pXAgbsawdbubYyBUYXdhY281iLCIpYXQiO-
JE3MjQwMzY3MzcsIkRhbmhTYWNoTmhvbSI6WyJBRELJT19LSCIALCIqdGkiOl -
IxODQzMDkyOS03ZmNmMLTRIMIQtYmM3MCImNJEIM2Q4MGZhYzM1LCJLaGFjaEhhbmdJZ -
CI6Mn0.czZVv31N143F5TvZA4dFrksuewNBLODKviC3GFi3ySibgDsIs8f7S6fbPRPC—
Go4vuChTmI4jGkTwbeyeAotC9 n8woc78y5cA9EXufanESBrwELXR-1FhI0dOuxP-
b9ul9x8TiTIThbWTyAbjVXnzdY1TYdYQJIMSIAZznE-Jys3bl4RQIjybbr-
JR7X06aeI7Hi40I03NmH]j3 foQpOY-VOOiWwotLZyN7FapHoZLGyIpXrMhiJT-
N71gAONJdL41iFf7ULJ4uSNbwokxfIR91cx0Obd7jTCO-YU3hg7-qVTvsKVHAE7g2u-
JERKhZABaSyM2ud4KXGOaUQSPescz-6zYaR0OXLg' \

--header 'User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Ap-
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pleWebKit/537.36
£Edg/127.0.0.0" \

—--header

(KHTML, like Gecko)

'Content-Type:

Chrome/127.0.0.0 Safari/537.36

application/json' \

Request-data

--data-raw '
{

"hopDongChiTietPhienKyId": 6386,

Response headers | Content-Type: application/json

Response body {
"message": "ECT-00000000",
200,
"status": "OK",
"object": {
"phienKyId": 6386,
"khachHangId": 2,
"hdChiTietId": 9642,
"pkThoiGianBatDau":
"pkThoiGianKetThuc":
"pkFlagHoanThanh": 1,
"tkkhId": null,
"flagNguoiKyCuoiCung":

"statusCode":

0,
"flagGuiThongBaoEkycCanhBao":
6811,
"flagGuiChungThuc":

"hopDongId":
0,
"hopDongKhachHangId": 2,
"timestampCecalId": null,
"hdCtCeca": 1,
"ht ky id": 1,

"ketqua ekyc id": null

"24-08-19 15:07:17",
"24-08-19 15:07:44",

0,

I1.10 API Upload files

- Mo ta: API cung cip phuong thic dé upload nhiéu file hop ddng cung liic 1én hé thong

VNPT eContract..

- URL: https://<domain API>/econtract-saas-service/api/hopdong/upload-multi-files

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M multipart/form-data
Authorization String M Bearer JWT
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- Request Param:

Name Type M/O Description
rawData[n].orderNumber Int M S thir tu file
rawData[0].hopDongType Int M Loai hop dong (1: Hop ddng chinh, 0: Phu
luc/tai liéu dinh kém)
rawData[0].file File M File hop ddng can upload
rawData[0].flagCeca Int O Co xac thuc CECA (0/1)
rawData[0].quyenXemld Int 0] Quyén xem tai liéu (1: Tat ca, 2: Noi bod)
rawData[0].nhomTaiLieuld | Int O Nhom tai liéu (1: Tai liéu c6 ky, 2: Tai li¢u
khong ky)
rawData[0].chiTietFileMauld | Long 0] ID chi tiét file mau (néu co)
- Success Response:
Params Type Description
message String M3 két qua request tir hé thong
object Object La Két qua thong tin file da upload thanh cong
- Example:
Request curl --location --request POST 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/hopdong/upload-multi-
files' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGF3YWNvIiwicm9sZ2XMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI~
1iwiRUNUMDA2IiwiRUNUMDA3TIiwiRUNUMDA4TIiwiRUNUMDEwWIiwiRUNUMDExTIi—
wiRUNUMDEyYIiwiRUNUMDEzIiwiRUNUMDEOIiwiRUNUMDE]1IiwiRUNUMDE2TI1~
WwiRUNUMDIwIiwiRUNUMDI4TIiwiRUNUMDI5TiwiRUNUMDMwIiwiRUNUMDMxTI1~
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOTIiwiRUNUMDM]1IiwiRUNUMDM2TI1~
wiRUNUMDM3IiwiRUNUMDM4TiwiRUNUMDMS5TiwiRUNUMDQwWIiwiRUNUMDOxT1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1IiwiRUNUMDQ2IiwiRUNUMDQ3TI1~
wiRUNUMDQ4IiwiRUNUMDQ5TIiwiRUNUMDUxI10sIk51b1RhbmdJZCIoMSwiaXNzI~
Joi1Vk5QVCBFQ29udHIhY3QiLCJUaG9uZlRpblRhaUtob2FuljoiY-
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WRtaWbraHRhd2FjbyIsI1R1b1lRhaUtob2FuljoiSMOgIFROYW50IFTDom41iLCJUcm~
FuZlRoYW1UVE1lkIjowLCJO0aG9tS2hhY2hIYW5nSWQi0jEsTIkxvYWlLaGFjaEhhbmdJZ-
CI6MSwiSWR1bnRpZnlDb2R1TIjoiPjcbN210YWViZ2R4bXttb2M3Pzw4dITO7NT430~
JANSEFFQINHRCF1a313ZWh5YmtTPDO3PTw8PD04PCIsInRpZXIi0iJzdGFnaWsnIi-
WiYXRpIjoiZTUwWNDVKYWMtZTR1Z1i00MGZkLTgOMMYtYmIwYJAyNmYxZjk5IiwiZzXhwl~
JoxNzMSNTI3NzkyLCIpYXQiOjE3Mzk1MjcOOTIsIkRhbmhTYWNoTmhvb-
SI6WyJBRE1JT19LSCIsIm5ndW9pZHVUZ18wMSJIdLCIgdGkiOiJINTAONWRhYyl11l-
NGVMLTOwWZmQtODQyZiliYjBiMDI2ZjFmOTkiLCITb0dpYX1UbyI6IjAOOTALM-
TAxNzgzMiIsI1RhaUtob2FuSWQi0jY¥sIkdpb2lUaW50SWQiO0jESI1IRLSOhJRCI6GN] -
wiTG9haUdpYX1UbyI6NDgsIkRvb1lZpSWQi0jEwMDAXNDASI1R1bktoYWNOSGFuZy-
I6IkPDtG5nIHR5IGPhugVwIG7GsOGTm2MgVGEF3YWNvIiwiS2hhY2hIYW5n—
SWQi103J9.Q0-rrilScNtETN3gVzfId fB4609kCB kbROy3bsdgnoF-iXeZsge-
bkQ2RTz5BXz1IqJ3a8FZeWlgmoZ2FKMOPLs-F1KosWTymlKhKZ9JDfuvtBSMOd-g-T1-
gIwiCSyzLil6IryXJcwdbgX8HfPI9cnlZJI8wLGOE4mYTymM4Hi-aZv8nfpzCZ81VKBd-
HfgpOrY5wy07ryCAykTeL6C8r3kfpdl-PiY06aRUzZ1IUlzSShc2018D-
JJdQySV18dsMZzHPfHBkFyDYWOEvauycD7vYM-TSnL-fP7bbRegkkEA4gDob4p5Mu—
JjeogxPPtwdmdc-pz4TkagG2ZE4PWockkNpaQ' \

chuesbdaui —-—form 'rawData[0].orderNumber="0"" \

--form 'rawData[0].hopDongType="1"" \

-—-form 'rawData[0].file=Q"/C:/Users/GIG/Downloads/cfl822aa-395b-
41b5-9aa7-950ab6cf9b02.pdf""

Response headers | Content-Type: application/json

Response body {
"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",
"object": [
{

"orderNumber": 0,

"hopDongType": 1,

"fileName": "cfl822aa-395b-41b5-9%9aa7-950ab6cf9p02.pdf",

"fileId": null,

"url": "hop-dong/2025-02-14/9917d2el-c06£-4451-b706~-
8ad31f5e322d/cfl1822aa-395b-41b5-9aa7-950ab6cf9b02.pdf",

"viewUrl": "https://minio-it3-econtract-
dev.vnpt.vn/ecv2-core-staging/hop-dong/2025-02-14/9917d2el-c06£f-
4451-p706-8ad31f5e322d/cf1822aa-395b-41b5-%9aa7-950ab6cfo9b02.pdf?X~
Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Creden-
tial=minio%2F20250214%2Fvn-north-ntl-cntt%2Fs3%2Faws4 request&X-Amz-
Date=20250214T100741Z&X-Amz-Expires=36000&X-Amz-SignedHead-
ers=host&X-Amz-Signature=5075429ce65dlc6d3b5la2-
cal76e0992634789%9a4450e4dclbc7b387e4acc6989",

"fileType": "hopdong",

"fileSize": "781941",

"flagCeca": null,

"nhomTailieuId": null,

"quyenXemId": null,
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"chiTietFileMauId": null

I1.11 API Danh Muc

- Mo ta: API nay dugc str dung dé truy van danh sach cac danh sach danh muc theo loai va

khéch hang.

- URL: https://<domain API>/econtract-saas-service/api/danh-muc/danhsach

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:
Name Type M/O Description
p_danhmuc id Integer M ID danh muyc can lay.
p_khachhang id String M ID cua khach hang dang thao tac.
p_has all Integer O Néu = 1, bao gdbm thém dong "T4t ca"; néu =
0 thi khong.
p_param_customer 1 String O Tham s6 phu trg 1 theo timg loai danh muc.
p_param_customer 2 String O Tham s6 phu trg 2 theo timg loai danh muc.
p_param_customer 3 String O Tham s6 phy trg 3 theo timg loai danh muc.
p_param_customer 4 String O Tham s6 phu trg 4 theo tig loai danh muc.

- Success Response:
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Params Type Description

message String M3 két qua request tir hé thong. Vi du: "ECT-
00000000".

statusCode Integer Ma trang thai HTTP, vi du: 200 khi request
thanh cong.

status String Trang thai cua request. Vi du: "OK" khi thyc
hién thanh cong.

object Array<Ob- [Danh sach cdc nhom nguoi dung. M5i phan tir

ject> la mdt object chira thong tin chi tiét.

object[ CATEGORY TYPE Integer Loai danh muyc. Vi du: 29 tuong trng véi danh
muc "DM loai tai liéu".

object[]. PARENT ID Integer ID cta danh muc cha. Gia tri giér}g CATE-
GORY_TYPE khi la danh muc cap 1.

object[. PARENT NAME String Tén cta danh muc cha.

object[. PARENT EDIT Integer Co cho biét danh muc cha c6 thé chinh sira hay
khong (1 = dugc, 2 = khong).

object[]. KHACHHANG ID Integer ID khach hang dang stir dung danh muc.

object[].ID Integer ID duy nhét ctia danh muc con.

object[]. NAME String Tén hién thi cua danh muyc.

object[]. EXT INFO String/null  |Ghi cht hodc mé ta chi tiét vé danh muc. Co
the null.

object[. EXPANDED Integer Trang thai hién thi mo rong trén giao dién (0 =
dong, 1 = mo).

object[]. LEVEL Integer Cép bac cua danh myc trong cay phan cap (vi
du: 1 = cap goc).

object[].STATUS Integer Trang thai hoat dong ciia danh muc (1 = hoat
dong, 0 = khong hoat dong).

object[].IS_EDIT Integer Co cho biét danh muc con ¢6 thé chinh sira

khoéng (1 = c6 thé, 0 = khong).

- Example:

Request

curl --location --request POST 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/danh-muc/danhsach' \
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—--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwicm9sZXMi0lsiRUNUMDAwIiwiRUNUMDAOIiwiRUNUMDALI-
1wiRUNUMDA2IiwiRUNUMDA3TiwiRUNUMDA4TIiwiRUNUMDEwWIiwiRUNUMDExTIi—
wiRUNUMDEyYIiwiRUNUMDEzIiwiRUNUMDEOIiwiRUNUMDE1IiwiRUNUMDE2TI1~-
wiRUNUMDIwIiwiRUNUMDI4IiwiRUNUMDIS5TIiwiRUNUMDMwIiwiRUNUMDMxI1~
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOIiwiRUNUMDM1IiwiRUNUMDM2TI1~-
wiRUNUMDM3IiwiRUNUMDM4 IiwiRUNUMDM5T1wiRUNUMDOwWIiwiRUNUMDQOxTI1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1IiwiRUNUMDQ2I1iwiRUNUMDQ3TI1~-
wiRUNUMDQ4IiwiRUNUMDQ5IiwiRUNUMDUxIiwiRUNUMDUzI10sIkRvb1lZpS0QiO—-
JAsIk51bl1RhbmdJZCI6MSwiaXNzIjoiVk5QVCBFQ29udHJIhY3QiLCJUaGOuZlRp-
blRhaUtob2FuljoiYWRtaW5SraHRhd2FjbyIsI1lR1blRhaUtob2FuljoiSMOgIFRoY-
W50IFTDom41iLCJIJUcmFuZlRoYW1UVE1kIjowLCJ0aGo9tS2hhY2hIYW5nSWQi0jE-
sIkxvYW1lLaGFjaEhhbmdJZCI6MSwiSWR1bnRpZnlDb2R1IjoiPjcoN21oY~
WViZ2R4bXttb2M3Pzw4 ITQOOD830jdNSEFFQINITUVAVSENSEFFQINHRDcOPDW8PT -
g8IiwidGllciI6ImR1IdiISImMF0aSI6IINhYWEXNTFhLWRIYWItNDBkKOCIhODIyLT -
FkN2MyNzcOYJFmOSIsImV4cCI6MTcONDE3N]jA20SwiaWF0IjoxNzQOMTcyNDYS5LCJEY -
W50U2FjaE50b20101siQURNSUSfREFJTFkiLCIBRELIJT1I9LSCIALCIqdGkiOiIzY~
WFhMTUxYS1kZWFiLTQwZDgtYTgyMi0xZDdjMjc3NGIxZjkiLCITbOdpYX1UbyI6I-
JAOOTASMTAXNzgzMiIsI1RhaUtob2FuSWQiOjYsIkdpb2lUaW50SWQiOjESI1RL-
SOhJRCI6GNiwiTGO9haUdpYX1UbyI6NDgsIkRvblZpSWQi0jEWMDAXNDAsI1R1bktoY—-
WNoSGFuZyI6IkPDtGS5nIHRS5IES50w6AgQs00IiwiS2hhY2hIYW5nSWQi0jJ9 . ubwlLw—
GAdsAAk74MmipYxnZM6Hp68A] -YMn9AWQGE3KENYO5501ELtHS7rKi DOOfZXP7h0On—-
fAufS69DhhighxwwGUmKJII1ly3xssPVEfEgQhdz-UY bvCizjKCCeOIJfukMg08iGH3~-
GuSIXb1IMOsGEz10FXwSm6HLIM2-mhBK3NLkZrpYhP-XK8SUdGgYwyr3SMddoWI -
ry35hrEDoM5awX3p3FLBOVLXxk9 pHI91VeOBZ6 myvyzrMoScbdIwinF7ntr96G5-
DOxzSFB9JGShNj8C ZSW8bCkytx5rY¥3idoQ27gK L3MQuyAvbkBgIUcOGfom dJlaZ-
Z27VujrLSoxXA' \

--header 'Accept-Language;' \
--header 'Content-Type: application/json' \
Request-data --data '[

{
"p danhmuc id": 29,
"p_ khachhang id": "2",

"p_has all": O,

"p param customer 1": "2",
"p param customer 2": null,
"p param customer 3": null,
"p param customer 4": null

] A\l

Response headers

Content-Type: application/json

Response body

{

"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",

"object": [

{
"CATEGORY TYPE": 29,
"PARENT ID": 29,
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"PARENT EDIT": 2,
"KHACHHANG ID": 2,

"ID": 15,

"NAME": "123",
"EXT_INFO": "123",
"EXPANDED": 0,
"LEVEL": 1,

"STATUS": 1,
"IS EDIT": 0

"CATEGORY TYPE": 29,
"PARENT ID": 29,

"PARENT EDIT": 2,
"KHACHHANG ID": 2,

"ID": 38,

"NAME": "addafasdfad",
"EXT INFO": "&dfasdfasdf",
"EXPANDED": 0,

"LEVEL": 1,

"STATUS": 1,

"IS EDIT": 1

"PARENT NAME": "DM loai tai

"PARENT NAME": "DM loai tai liéu",

liéu",

I1.12 API Hoan thanh thim dinh (Hop dong ning cao)

- M0 ta: API cung cap phuong thirc dé hoan thanh qua trinh tham dinh hop dong trén hé thong

VNPT eContract.

- URL: https://<domain API>/econtract-saas-service/api/thamdinh-hopdong/hoanthanh

- Method: POST

- Header Params:

Name Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:
Name Type M/O Description
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hopDongld Int M La ID ctia hop dong trong hé thng eContract.
- Success Response:
Params Type Description
message String Mi két qua request tir hé thong
object Object La thong tin két qua
- Example:
Rﬂqucst curl --location --request POST 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas—-service/api/thamdinh-hopdong/hoan-
thanh' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGEF3YWNvIiwicm9sZXMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI~-
iwiRUNUMDA2IiwiRUNUMDA3IiwiRUNUMDA4IiwiRUNUMDEWIiwiRUNUMDEXT]~
wiRUNUMDEyYIiwiRUNUMDEZzIiwiRUNUMDEOIiwiRUNUMDE]1IiwiRUNUMDE2TI1~
wWiRUNUMDIwIiwiRUNUMDI4TIiwiRUNUMDI5T1wiRUNUMDMwIiwiRUNUMDMxTI1—
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOIiwiRUNUMDM1IiwiRUNUMDM2TI1~
wiRUNUMDM3IiwiRUNUMDM4I1iwiRUNUMDM5TI1iwiRUNUMDOwWIiwiRUNUMDOxTI1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1IiwiRUNUMDQ2TIiwiRUNUMDQ3T1i~
wiRUNUMDQ4IiwiRUNUMDQ5TiwiRUNUMDUxI1iwiRUNUMDUOI10sIk51b1RhbmdJZCI6oM—
SwiaXNzIjoiVk5QVCBFQ29udHIhY3QiLCJUaGOuZl1RpblRhalUtob2FuljoiY-
WRtaWSraHRhd2FjbyIsI1R1b1lRhaUtob2FuljoiSMOgIFROYW50IFTDom41iLCJUcm~
FuZlRoYW1UVE1lkIjowLCJ0aG9tS2hhY2hIYW5nSWQi0jEsIkxvYWlLaGFjaEhhbmdJZ-
CI6MSwiSWR1bnRpZnlDb2R1IjoiPjc6oN210YWViZ2RAbXttb2M3Pzw4ITO7NT4hOT~
s50jwINzo3TUhBRUJTSE1FQFUhTUhBRU-
JTROQhYmt5Y2VoeWJrUzwINzO08PDwIODWwiLCJ0aWVyIjoic3RhZ21uZyIsIm-
FOaSI6ImEzZOWOXxMTEOLWQwWZ ) YtNDBmNylhNjY2LWI3NmIOYzdkNDZiMCIsImV4c—
CI6MTcONTISMTg3NiwiaWF0IjoxNzQIMjg4Mjc2LCIEYW50U2FjaE50b20101siQURN-
SUSfREFJTFkiLCJIJBRELJT19LSCIsImSndW9pZHVuzZ18wMSJIdLCIgdGkiOiJhMz1kM-
TEXNC1KkMGY2LTQWZjctYTY2NiliNzZiNGM3ZDQ2YjA1LCITb0dpYX1UbyI6IjAQO-
TASMTAxNzgzMiIsI1RhaUtob2FuSWQiO0jY¥sIkdpb2lUaW50SWQiO0jEsI1IRLSOhJR-
CI6NiwiTG9haUdpYX1UbyI6NDgsIkRvblZpSWQiOjEWMDAXNDASI1IR1bktoYWNoSG—
FuZyI6IkPDtGS5nIHRS5IGPhugVwIG7GsOGTm2MgVGE3YWNvIiwiS2hhY2hIYW5n-
SWQi03jJ9.JczkbHzLEHeIR5zdsMe8h4Xrdr4FnAlC-jGhrgqjkPCCCN1pX1I-
JF7C_fEGIyuFtyIHDv0Gz4CNQsvbtoHSFELA6CVgv6eWigejHhrHp5JYaphfKikkO-
ChEOOMxOHcdKryrQBavlrgHBoo ZZTtWKkWAHALAxTAhKk 69-dsmFNv_ 1nsqDE-
qUO0lmwkvOe6wI94UOajvJibuav-gXuGVemzB2b63A]fuhAaSxVT6XHb-RwMXwgfgN—
wi8B- FdyM5Pbcw nxflLmbbQ77G70ZQkwwxo01MuJrCCEhSO 33Rgr2n-
VEp8LtikRIAxXNOTFBOT3K5DmtIJgygXhiphQBm9YpmlQ' \

--header 'Content-Type: application/json' \

Request-data

--data '({
"hopDongId": "414456"
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} v

Response headers

Content-Type: application/json

Response body

{

"message": "ECT-00000000",
"statusCode": 200,

"status": "OK",
"object": [
{

"HD NGUOITD ID": 4380,
"KHACHHANG ID": 2,
"HOPDONG _ID": 414456,
"TKKH TD ID": 6,
"DONVI_TD_ID": 1000140,
"FLAG_QUYETDINH": 1,
"THOIGIAN_ XULY NGAY": null,
"THOIGIAN_ XULY": "31/12/9999",
"THUTU TD": 1,
"FLAG_DENLUOT TD": 1,
"TRANGTHAI TD ID": 3,
"LYDO_TUCHOI": null,

"NGAY_ CN":"22/04/2025",

"TK KH CN_ID": 6,

"NGAY_ GUI": "22/04/2025",
"TK_KH _GUI ID": 6,
"FLAG_TD_TUANTU": 0,
"GUIDAMPHAN": 1

I1.13 API Hoan thanh dam phéan (Hop ddng ning cao)

- M0 ta: API cung cp phuong thirc dé hoan thanh qua trinh ddm phan hop dong trén hé théng
VNPT eContract.

- URL: https://<domain API>/econtract-saas-service/api/damphan/hoanthanh-damphan

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT

- Request Params:
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Description

hopDongld Int M La ID cta hop dong trong hé thong eContract.

- Success Response:

Params Type Description
message String M3 két qua request tir hé thong
object Object La thong tin két qua
- Example:
Request curl --location --request POST 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/damphan/hoanthanh-
damphan?hopDongId=414456"' \

—--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JhZGlpbmtodGF3YWNvIiwicm9sZXMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI~
1wiRUNUMDA2IiwiRUNUMDA3TiwiRUNUMDA4TIiwiRUNUMDEwWIiwiRUNUMDExIi—
wiRUNUMDEyYIiwiRUNUMDEzIiwiRUNUMDEOIiwiRUNUMDE1IiwiRUNUMDE2TI1i~-
WwiRUNUMDIwIiwiRUNUMDI4IiwiRUNUMDIS5TIiwiRUNUMDMwIiwiRUNUMDMxI1~
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDMOIiwiRUNUMDM]IiwiRUNUMDM2TI1~
wiRUNUMDM3IiwiRUNUMDM4IiwiRUNUMDM5T1iwiRUNUMDOwWIiwiRUNUMDOxTI1~
wiRUNUMDQyIiwiRUNUMDQzIiwiRUNUMDQ1IiwiRUNUMDQ2IiwiRUNUMDQ3TIi~-
wiRUNUMDQ4IiwiRUNUMDQ5I1iwiRUNUMDUxIiwiRUNUMDUOI10sIk51b1RhbmdJZCI6oM—
SwiaXNzIjoiVk5QVCBFQ29udHIhY3QiLCJUaGO9uZlRpblRhaUtob2FuljoiY-
WRtaWSraHRhd2FjbyIsI1R1blRhaUtob2FuljoiSMOgIFRoYW50IFTDom41iLCJUcm~
FuZlRoYW1UVE1lkIjowLCJ0aG9tS2hhY2hIYW5nSWQi0jEsTIkxvYWlLaGFjaEhhbmdJZ-
CI6GMSwiSWR1bnRpZnlDb2R1IjoiPjcbN210YWViZ2RAbXttb2M3Pzw4ITO7NT4hOT~
s50jwINzo3TUhBRUJTSE1FQFUhTUhBRU-
JTROQhYmt5Y2VoeWJrUzwINz08PDwIODwiLCJ0aWVyIjoic3RhZ21luZyIsIm-
F0aSI6ImEzZOWOXxMTEOLWQOwWZ ) YtNDBmNy1hNjY2LWI3NmIOYzdkNDZiMCIsImV4c—
CI6MTCONTISMTg3NiwiaWF0IjoxNzQ1MjgaMjc2LCIEYW50U2FjaE50b20101s1iQURN-
SUSfREFJTFkiLCJIJBRELJT19LSCIsImSndW9pZHVuzl18wMSJIdLCIgdGkiOiJhMz1kM~
TEXNC1KkMGY2LTQwWZjctYTY2Ni1iNzZiNGM3ZDQ2YjA1LCITb0dpYX1UbyI6IjA00-
TASMTAxNzgzMiIsI1RhaUtob2FuSWQi0jYsIkdpb2lUaW50SWQi0jEsSI1IRLSOhJR-
CI6NiwiTG9haUdpYX1UbyI6NDgsIkRvblZpSWQiOjEWMDAXNDASI1IRIbktoYWNoSG—
FuZyI6IkPDtG5nIHRS5IGPhugqVwIG7GsOG7Tm2MgVGE3YWNvIiwiS2hhY2hIYW5n~-
SWQi0jJ9.JczkbHzLEHeIR5zdsMe8h4Xrdr4FnA1C-jGhrgjkPCCCN1pX1I-
JF7C_fEGIyuFtyIHDv0Gz4CNQsvbtoH5FELA6CVgveWigejHhrHpS5JYaphfKikkO-
ChEOOMxOHcdKryrQBavlrgHBoo ZZTtWkKkWAHALAxTAhKk 69-dsmENv_1nsqDE-
qUOlmwkvOebwI94UOajvdibuav-gXuGVemzZB2b63A]) fuhAaSxVT6XHb-RwMXwgfgN-
wi8B- FdyM5Pbcw nxflLmbbQ77G70ZQkwwxo01MuJrCCEhSO 33Rgr2n-
VEp8LtikRIAXNOTFBOT3K5DMmtIJgygXhiphQBm9YpmlQ"' \

--header 'Content-Type: application/json'
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Request-data

Response headers | Content-Type: application/json

Response body {

"message": "ECT-00000000",
"statusCode": 200,

"status": "OK",

"object": "Success"

I1.14 API danh sich nguoi c6 thé chuyén ky (Hop dong ning cao)

- Mo ta: API cung cip phuong thic dé 1dy danh sach ngudi c6 thé chuyén ky cho ngudi c¢6
quyén chuyén ky trong hop dong trén hé thong VNPT eContract.

- URL: https://<domain  API>/econtract-saas-service/api/hop-dong-nhan-cotk/chon-nguoi-
chuyen-ky

- Method: GET

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT

- Success Response:

Params Type Description
message String M3 két qua request tir hé thong
object Object La thong tin két qua
- Example:
Request curl --location --request GET 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/hop-dong-nhan-cotk/chon-
nguoi-chuyen-ky' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
J0aHVhbnR1c3RfMDAxIiwicm9sZ2XMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI~-
1iwiRUNUMDA2IiwiRUNUMDA3TIiwiRUNUMDA4TIiwiRUNUMDMwIiwiRUNUMDMxI]~
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDQyIiwiRUNUMDUwIiwiRUNUMDUxI10sIk51~
b1RhbmdJZCI6OMSwiaXNzIjoiVk5QVCBEFQ29udHIhY3QiLCJUaG9uZlRpblRhalUtob2~
FuIljoidGhlYW50ZXNOXzAwMSIsI1R1blRhaUtob2FuljoiVOG71SB-
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Ja0G7qWMgVGhl4bgtbiIsI1RhaUtob2FuSWQiOjUzNDYsI1RyYW5nVGhhaVRUSWQ1iO-
JjEsIk50b21LaGFjaEhhbmdJZCI6MiwiTGO9haUtoYWNoSGFuZ0lkIjoxL—
CJJZGVudGlmeUNvZGUi0iI9PDWw80OjwboNzk ODo3eGR5bWJ4aX94Uzw8PTc-Pzg9Nzk-
ODw3TUhBRUJTSFg3PTw80ODgINCIsInRpZXIi01iJzdGFnaWSnIiwiR21vaVRpbmhJZ-
CI6GMCwiVEtLSE1EIjolMjQwLCJIhdGkiO1iI3YjA1Zj1iNCO5Nz1jLTRiMzQtODc~
zOCOzMTM2NmYwZTQ2Y2MiLCJEb25WaUlkIjoxMDAONDE4LCJ1leHAIOjE3NDUyOT -
MONzUsI1R1bktoYWNoSGFuzZyI6IlThub5UgY2jhu6ljIFRodeGorW4iLCIpYXQi0jE3N-
DUyODk4NzUsIkRhbmhTYWNoTmhvbSI6WyJBRE1JT19EVCJIALCIgdGkiOiI3Y -
JA1Z31iNCO5Nz1jLTRiMzQtODczOCOzMTM2NmYwZTQ2Y2MiLCJILaGFjaEhhbmdJZ -
CI6MTAWMDYwWNNO .L5RcYDJ1LLOE-5NyePmc7EEGYynrXkTyYINk6C4dwo-Szgx—
M78xygLbVaWjz9Q1RgrKSQeMidbe578a4zQIZL981TFY1yIN2cwBzWwl1 9ZDVYCBAWGW—
faDP7S-7AM39GVBAKAqgpOgub58s2QJrsFV/AfyR35GaYiB6ol L4uizsoJzZX-
PV407QixXYKdD6ePI9ntbBkIxeqvQXDaB YqcFCelt2aw6MXaiksZR1FZ3P3R-
WZzIHrhQHgKZb-A06X fwHAZMTJR5 Imwdh3bTvs2D2Sr1CHgVyYEJ£ZyluMZsnvmw7kq-
DyNOSz2TvrA6LXaXxUzayUuNxHg73adJM6DQyYIQ" \

--header 'Content-Type: application/json'

Request-data

Response headers

Content-Type: application/json

Response body {
"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",
"object": [
{
"TAIKHOAN _ ID": 801565,
"TK_KH_ID": 1585598,
"TAIKHOAN": "thtest003",
"TEN_TAIKHOAN": "thtest 003",
"SO _DT": "0923493950",
"EMAIL": "thtest03@yopmail.com"
s
{
"TAIKHOAN ID": 801566,
"TK_KH_ID": 1585599,
"TAIKHOAN": "thtest005",
"TEN_TAIKHOAN": "thtest 005",
"SO _DT": "0975939406",
"EMAIL": "thtest005@yopmail.com"
b
]
i

I1.15 API Chuyén ngudi ky (Hop dong ning cao)

- M0 ta: API cung cp phuong thirc dé chuyén ngudi ky cho ngudi ¢ quyén chuyén ky trong

hop dong trén hé théng VNPT eContract.
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- URL:
chuyen-ky
- Method: POST

- Header Params:

https://<domain

API>/econtract-saas-service/api/hop-dong-nhan-cotk/xac-nhan-

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:
Name Type M/O Description
khachHangld Int M La khach hang id trong hé thong eContract.
hdChiTietld Int M [Id hop dong chi tiét file can chuyén ky
flagTuanTu Int M |Co ky tudn ty hay khong?
nguoiChuyenKyDtolInList [] M Danh sach ngudi s& duoc chuyén ky
nguoiChuyenKyDtoln- Int M ID tai khoan khach hang can chuyén ky.
List .tkKhId
nguoiChuyenKyDtoln- Float M Thu tu ky cua tai khoan (Vidu: 1.001, 1.002).
List .thuTuKy
nguoiChuyenKyDtoln- Int M Co chuyén ky (0: khong chuyén ky, 1: chuyén
List .flagChuyenKy ky).
nguoiChuyenKyDtoln- String M Dia chi email ciia tai khoan can ky.
List .email
nguoiChuyenKyDtolnList .sdt | String M S6 dién thoai cua tai khoan can ky.
nguoiChuyenKyDtoln- String M Tén tai khoan can ky.
List .tenTk

- Success Response:
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Params Type Description
message String Mi két qua request tir hé thong
object Object La thong tin két qua
- Example:
Rﬁquest curl --location --request POST 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/hop-dong-nhan-cotk/xac-
nhan-chuyen-ky' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
J0aHVhbnR1c3RfMDAxTiwicm9sZ2XMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI-
1wiRUNUMDA2IiwiRUNUMDA3TiwiRUNUMDA4TIiwiRUNUMDMwIiwiRUNUMDMxIi—
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDQyIiwiRUNUMDUwIiwiRUNUMDUxI10sIk51~
b1RhbmdJZCI6MSwiaXNzIjoiVk5QVCBFQ29udHIhY3QiLCJUaG9uZlRpblRhalUtob2~
FuIjoidGhlYW50ZXN0XzAwMSIsI1R1blRhaUtob2FuljoiVOG71SB-
Ja0G7qWMgVGh14bgtbiIsI1RhaUtob2FuSWQi0jUzNDYsI1RyYW5nVGhhaVRUSWQiO-
JEsIk50b21LaGFjaEhhbmdJZCI6MiwiTGO9haUtoYWNoSGFuzZ0lkIjoxL—
CJJZGVudGlmeUNvVZGUi0iI9PDw80Ojw6oNzk ODo3eGR5bWJI4aX94Uzw8PTc-PzgONzk-
ODw3TUhBRUJTSFg3PTw80ODgINCIsInRpZXIi0iJzdGFnaWsnIiwiR21vaVRpbmhJZ-
CI6MCWiVEtLSE1EIjolMjQwLCIhdGkiOiI3YjA1Z§1iNCO5Nz1§LTRiMzQtODc~
zOCO0zMTM2NmYwZTQ2Y2MiLCIJEb25WaUlkIjoxMDAONDE4LCJ1eHAIOjE3NDUyOT~
MONzUSI1R1bktoYWNoSGFuZyI6I1Thu5UgY2jhu6ljIFRodeG6rW4iLCIpYXQiOjE3N-
DUyODk4NzUsIkRhbmhTYWNoTmhvbSI6WyJIJBRE1IJT19EVCIALCIqdGkiOiI3Y~
JA1Z31iNCO5Nz1jLTRiMzQtODczOCOzMTM2NmYwZTQ2Y2MiL.CIJLaGFjaEhhbmdJZ -
CI6MTAWMDYwWNNO .L5RcYD]1LLOE-5NyePmnc7EEGynrXkTyYINk6C4dwo-Szgx—
M78xygLbVaWjz9Q1RgrKSQeMidbe578a4zQIZL981TFY1yIN2cwBzWwl1 9ZDVYCBAWGW—
faDP7S-7AM39GVBAKdggpOgub58s2QJrsFV7AfyR35GaYiB6ol L4uizsoJZX-
PV407QixXYKdD6ePI9ntbBkIxeqvQXDaB YqcFCelt2aw6MXaiksZR1FZ3P3R-
WZzIHrhQHgKZb-A06X fwHAZMTJR5 Imwdh3bTvs2D2Sr1CWgVyYEJ£ZyluMZsnvmw7kqg-
DyNOSz2TvrA6LXaXxUzayUuNxHg73adJM6DQyYIQ"' \

--header 'Content-Type: application/json' \

Request-data

--data-raw '/{
"khachHangId": "1000606",
"hdChiTietId": 418229,
"flagTuanTu": 1,
"nguoiChuyenKyDtoInList": [
{
"tkKhId": 1585598,
"thuTuKy": 1.001,
"flagChuyenKy": O,

"email": "thtest03@yopmail.com",
"sdt": "0923493950",
"tenTk": "thtest 003"

"tkKhId": 1585599,
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"thuTuKy": 1.002,
"flagChuyenKy": O,

"email": "thtest005@yopmail.com",
"sdt": "0975939406",
"tenTk": "thtest 005"

}
]

Response headers | Content-Type: application/json

Response body {
"message": "ECT-00000000",
"statusCode": 200,

"Statusl'. "OK"
"object": [
{

"KHACHHANG ID": 2,

"HOPDONG ID": 414456,
"MA_HOPDONG": "2414456",
"TEN_HOPDONG": "thtest001ck",
"HD CHITIET ID": 418229,

"HDCT NGUOIKY ID": 1003317,
"TK_KH_ID": 1585598,
"TAIKHOAN_NK": "thtest003",
"TEN_NK": "thtest 003",
"SO DT NK":"0923493950",
"EMAIL NK": "thtest03@yopmail.com",
"LOAIEMAIL GUIKY": 7,
"PT_XACTHUC ID": 4,
"MA_TRUYCAP": null,
"THUTU_KY": 1.001,

"CTY _T": "Cong ty cap nudc Tawaco",
"TEN_NT": "Ha Thanh Tan",
"BASE URL FE": "https://econtract-v2-poc.vnptit3.vn/",
"LOAI_ THONGBAO GUIKY": 1,
"KHACHHANG GUI ID": 2,

"CHUC _NANG TB_ID": 8,

"TKKH _NHAN ID": 1585598

"KHACHHANG ID": 2,
"HOPDONG ID": 414456,

"MA HOPDONG": "2414456",
"TEN_HOPDONG": "thtest001ck",
"HD_CHITIET ID": 418229,
"HDCT NGUOIKY ID": 1003318,
"TK_KH_ID": 1585599,
"TAIKHOAN_ NK": "thtest005",
"TEN_NK": "thtest 005",

"SO DT NK":"0975939406",
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"EMAIL NK": "thtest005@yopmail.com",
"LOAIEMAIL GUIKY": 7,
"PT_XACTHUC ID": 4,
"MA_TRUYCAP": null,

"THUTU_KY": 1.002,

"CTY _T": "Céng ty cip nuéc Tawaco",
"TEN_NT": "Ha Thanh Téan",

"BASE URL FE": "https://econtract-v2-poc.vnptit3.vn/",
"LOAI_ THONGBAO GUIKY": 1,
"KHACHHANG GUI ID": 2,

"CHUC NANG TB_ID": 8,

"TKKH _NHAN ID": 1585599

I11.16 API Thém nguoi ky (Hop dong ning cao)

Mo ta: API cung cip phuong thirc dé thém ngudi ky voi ngudi cd quyén thém nguoi ky trong

hop dong trén hé thong VNPT eContract.

- URL: https://<domain API>/econtract-saas-service/api/hopdong/themnguoiky

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:
Name Type M/O Description

p_hd_chitiet id Int M |ID hop dong chi tiét can thém nguoi ky.

p_ct nk Array M Danh sach cac tai khoan can thém vao hop
dong de ky.

p_ct nk.p tk kh id Int C ID tai khoan khach hang can thém vao (C6
thé la null néu chua co6 tai khoan trong hé
thong).
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p_ct nk.p thutu ky Float M Thur tu ky cua tai khoan (Vidu: 1.001, 1.002).
p_ct nk.p flag tk motlan Int M Co chi dinh ky mdt lan (1: Nguoi nhan chua
cO tai khoan, 0: Nguodi nhan da c6 co tai
khoan).
p_ct nk.p flag chuyenky Int M Co ghuyén ky (0: khong chuyén ky, 1: ¢6
quyén chuyén ky).
p_ct nk.p email String M Dia chi email ciia tai khoan can thém ky.
p_ct nk.p sdt String M Sb dién thoai cua tai khoan can thém ky.
p_ct nk.p ten taikhoan String M Tén tai khoan can thém ky.
- Success Response:
Params Type Description
message String M3 két qua request tir hé thong
object Object La thong tin két qua
- Example:
Request curl --location --request POST 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/hopdong/themnguoiky"' \
--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
J0aHVhbnR1c3RfMDAxIiwicm9sZXMi01lsiRUNUMDAwWIiwiRUNUMDAOIiwiRUNUMDALTI~
1wiRUNUMDA2IiwiRUNUMDA3TiwiRUNUMDA4TiwiRUNUMDMwIiwiRUNUMDMxTIi—
wiRUNUMDMyIiwiRUNUMDMzIiwiRUNUMDQyIiwiRUNUMDUwIiwiRUNUMDUxI10sIk51~
b1RhbmdJZCIOoMSwiaXNzIjoiVk5QVCBEFQ29udHIhY3QiLCJUaG9uZ1lRpblRhalUtob2~
FuIljoidGhlYW50ZXN0XzAwMSIsI1R1blRhaUtob2FuljoiVOG71SB-
Ja0G7gWMgVGhl4bgtbiIsI1RhaUtob2FuSWQi0jUzNDYsI1RyYW5nVGhhaVRUSWQ1i0~-
JEsIk50b21LaGFjaEhhbmdJZCI6MiwiTGO9haUtoYWNoSGFuzZ0lkIjoxL—
CJJZGVudGlmeUNvZGUiOiI9PDw80OjwoNzk ODo3eGR5bWJ4aX94Uzw8PTc-Pzg9Nzk-
ODw3TUhBRUJTSFg3PTw80ODgINCIsINRpZXIi0iJzdGFnaW5SnIiwiR21vaVRpbmhJZ-
CI6MCWiVEtLSE1EIjolMjQwLCJIhdGkiOiI3YjA1Zj1iNCO5Nz1LTRiMzQtODC~
zOCOzMTM2NmYwWZTQ2Y2MiLCIJEDb25WaUlkIjoxMDAONDE4LCJ1eHAIOjE3NDUYOT~
MONzUsI1RlbktoYWNoSGFuZyI6I1lThu5UgY2jhu6ljIFRodeG6rW4iLCIpYXQi0jE3N-
DUyODk4NzUsIkRhbmhTYWNoTmhvbSI6WyJBRE1JT19EVCIALCIgdGkiOiI3Y -
JA1Z31iNCO5Nz1JLTRiMzQtODczOCOzMTM2NmYwZTQ2Y2MiLCJIJLaGFjaEhhbmdJz -
CI6MTAWMDYwNNO.L5RcYDj1LLOE-5NyePmc7EEGynrXkTyYINk6C4dwo-Szgx—
M78xygLbVqijz9Q1RgrkSQeMidbe58a4zQIZLI8iTFY1yIN2cwBzWwl 9ZDVYCBAW6W-
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faDP7S-7AM39GVBAKAqgpOgub58s2QJrsFV7/AfyR35GaYiB6ol L4uizsoJZX-
PV407Q0ixXYKdD6ePI9ntbBkIxeqvQXDaB YqcFCelt2aw6MXaiksZR1FZ3P3R-
WZzIHrhQHgKZb-AO6XEfwHAZMTJIRS Imwdh3bTvs2D2Sr1CWgVyYEJfZyluMZsnvmw/7kqg—
DyNOSz2TvrA6LXaXxUzayUuNxHg73aIJM6DQyYIQ"' \

--header 'Content-Type: application/json' \

Request-data

-—-data-raw '{
"p hd chitiet id": 418229,
"p ct nk": [
{

"p_tk kh id": 1585598,
"p thutu ky": 1.001,
"p flag tk motlan": O,
"p flag chuyenky": 0,

"p_email": "thtest03@yopmail.com",
"p_sdt": "0923493950",
"p ten taikhoan": "thtest 003",

"p is delete": 0

"p_tk kh id": null,
"p thutu ky": 1.001,
"p flag tk motlan": 1,
"p flag chuyenky": 0,

"p email": "thtestOl@yopmail.com",
"p_sdt": "0819739001",
"p ten taikhoan": "thtest",

"p is delete": 0

} v

Response headers

Content-Type: application/json

Response body

{
"message": "ECT-00000000",

"statusCode": 200,

"status": "OK",

"object": {
"khachhang id": 2,
"hopdong_id": 414456,
"ma_hopdong": "2414456",
"ten hopdong": "thtest001ck",
"hd_chitiet _id": 418229,
"hdct _nguoiky id": 1003309,
"tk kh id": 5240,
"taikhoan nk": "thuantest 001",
"ten nk": "T¢ chirc Thuan",
"so_dt nk": "0819739001",
"email nk": "thuantest 001@yopmail.com",
"loaiemail guiky": 17,
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"loaisms_guiky": 7,

"loai_thongbao guiky": 1,

"loaiemail guiky co tk": null,

"pt_xacthuc id": 4,

"ma_truycap": null,

"thutu ky": 1,

"cty t": "Cong ty cAp nudc Tawaco",

"ten_nt": "Ha Thanh Tan",

"base url fe": "https://econtract-v2-poc.vnptit3.vn/",
"flag denluot ky": null,

"thoigian_xuly": "01/01/9999",

"tin_nhan": "Ban dugc chuyén ky va thém ngudi ky méi",
"url_tracuu": null,

"ma_tracuu": null,

"ngay hethan tracuu": null,

"khachhang gui id": 2,

"chuc nang tb id": 8§,

"tkkh nhan id": 5240

I1.17 M ti API callback dé nhan thong tin hop dong khi cé thay doi

- M0 ta: API nay guri thong tin trang thai hgp dong tir hé théng VNPT eContract sang hé thong
tich hop cua khach hang thong qua URL callback da dugc cau hinh trude.

- URL: Phia khach hang cung cip d¢ VNPT eContract cdu hinh

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
X-APP-CB-KEY String M Gia tri APP_CB_KEY xac thyc tich hop
X-APP-CB-SECRET | String M Gia tri APP_CB_SECRET xac thuc tich hop

- Request Body:

Description

hopDongld Int M ID ciia hop dong can cap nhat trang thai
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trangThai

Int

M ID trang thai hop dong

danhSachNguoiKy

Array

O Danh sach nguoi ky:
[
{
"tkkhId": 6,
"email": "email@gmail.com",
"sdt": "09332425433",

"maTruyCap": "sArdir",
"thoiGianXuLy": "17/05/2025 13:41:26"

- Success Response:

Params

status

String

Type

Description

M3 trang thai HTTP cuia phan hoi (VD: 200)

object

Object

Noi dung phan hoi tir hé théng tich hop

I1.18 API LAy danh sach vi tri ky trong file hop dong

Mo ta: API cung cip phuong thirc 1dy danh sach céc vi tri ky dugc danh dau trong file docx

hodc pdf. Cac vi tri ky duoc xac dinh bang céc toa do (x, y, width, height) va s trang tuong

ung khi file & dinh dang pdf.

- URL: https://<domain API>/econtract-saas-service/api/common/get-sign-positions

- Method: POST

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
- Request Body:
Name Type M/O Description
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file File M File hop ddng mau (dinh dang .docx .pdf) can
lay vi tri ky.
- Success Response:
Params Type Description
message String Mai két qua request tir hé thong (vi du: ECT-
00000000).
object Array Danh sach céc vi tri ky trong file hop dong.
Moi phan tir bao gom:
object[].field String Tén truong ky (vi du: @{0,1}).
object[].nol Int Gia trj s6 thir nhat trong truong ky.
object[].no2 Int Gia trj s6 thir hai trong truong ky.
object[].listSignaturePo- | Array Danh séach vi tri ky, mdi phan tir g?)m: X,y (toa
sition do), w (width), h (height), page (s trang).
- Example:
Rﬁquest curl --location --request POST 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/common/get-sign-posi-
tions' \

--header 'accept: */*' \

--header 'Accept-Language: vi' \

--header 'Authorization: Bearer eyJhbGciOiJSUzIINiJ9...' \

Request-data

-—form 'file=@"/C:/../hopdongmau.docx"’

Response headers

Content-Type: application/json

Response body

{
"message": "ECT-00000000",

"statusCode": 200,

"status": "OK",
"object": [
{
"field": "@{0,1}",
"nol": 0,
"no2": 1,
"listSignaturePosition": [
{
"x": 175,
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"y": 668,
"w': 41,
"h": 13,
"page": 10

"x": 407,
"y": 668,
"w': 41,
"h": 13,
"page": 10

"field": "@{1,1}",
"nol": 1,
"no2": 1,
"listSignaturePosition": [
{

"x": 175,

"y": 513,

"w': 41,

"h": 13,

"page": 10

"field": "@{1,2}",
"nol": 1,
"no2": 2,
"listSignaturePosition": [
{

"x": 407,

"y": 513,

"w': 41,

"h": 13,

"page": 10
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I1.19 API Hity hop dong

- MBb ta: API cung cap phuong thic hiy hgp dong
- URL: https://<domain API>/econtract-saas-service/api/hopdong/huy-hop-dong
- Method: PUT

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT

- Request Params:

Description

hopDongld Int M La ID cta hop dong trong hé thong eContract.

- Success Response:

Params Type Description
message String Mai két qua request tir hé thong (vi du: ECT-
00000000).
object Array
object[].KQ Int Két qua update : 1 thanh cong
- Example:
Request curl --location --request PUT 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/hopdong/huy-hop-dong?hop-
DongId=418239"' \

--header 'sec-ch-ua-platform: "Windows"' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JLaGFjaGhhbmdVeWVuMDEiLCJITb0dpYX1UbyI6IjAzODkxOTUWMzQyNiIsIndvbGVz—
IjpbIkVDVDAWMCIsSIkVDVDAWNCISIkVDVDAWNSISIkVDVDAWNLIIsIkVDVDAWNy—
IsIkVDVDAWOCIsIkVDVDAxXMCIsIkVDVDAxXMSIsIkVDVDAxMiIsIkVDVDAxXMyIsIkVD—
VDAXNCIsIkVDVDAxXNSIsIkVDVDAxNiIsIkVDVDAyMCIsIkVDVDAyOCIsIkVDV-
DAyOSIsIkVDVDAzMCIsIkVDVDAzMSIsIkVDVDAzMiIsIkVDVDAzMyIsIkVDVDAzZN-
CIsIkVDVDAzZNSIsIkVDVDAzNiIsIkVDVDAzZNyIsIkVDVDAzOCIsIkVDVDAzOSIsIkVD-
VDAOMCIsIkVDVDAOMSIsIkVDVDAOMiIsIkVDVDAOMyIsIkVDVDAONSIsIkVDVDAONL-
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IsIkVDVDAONyIsIkVDVDAOOCIsIkVDVDAOOSIsIkVDVDAIMSIsIkVDVDAINCIsIkVD-
VDAINSIsIkVDVDAINiIsIkVDVDAINyJdLCJOZWS5UYWSNSWQiO0jEsImlzcyI6I1ZOUFQ-
gRUNVbNRyYWNOIiwiVGhvbmdUaW5UYW1LaG9hbiIoIktoYWNoaGFuzZlV5ZW4wMSIsI1 -
R1b1RhaUtob2FuIljoiTmfDtCBUaOG71iyBUaHUgVXnDam4gMTExIiwiVGFpS2hvYW5JZ—
CI60DAxXxMDg4LCJIJUcCmFuZ1lRoYWIUVELkIjowLCJ0aGotS2hhY2hIYW5nSWQiO0jE~
sIkxvYWlLaGFjaEhhbmdJZCI6MSwiSWR1bNRpZn1Db2R1IjoiPzw7Pj0~-
0jcOPDOSNDQ3R2Rtb2RkbWIrWXVpYjwINzk70T86PSE502k6PD4h0Ts50jw ITk70To-
Pzc90TQ5PTsONO0SPj840SFNPT4 ODk6IU1IQUVCUOhNRUBVIUIIQUVCUOJEN-
z08Pz08NTQiLCJ0aWVyIjoic3RhZ21uZyIsI1RLSOhJRCIGMTUANTE3OCWiYXRpI—
JoiYjU2ZmU3Y2ItYTcxMy00MTI2LTgOMDgt 2§ dhNTUIMNIXZGIxIiwiTGOhaUd-
PYX1UbyI6NDgsIkRvblZpSWQiOjEWMzEWOTgsImV4cCI6MTc1lNJEwWODIyM—
CwiVGVuS2hhY2hIYW5nIjoiTmfDtCBUaOG71iyBUaHUgVXnDgm4gMSIsImlhd-
CI6MTc1NJEWNDYyMCwiRGFuaFNhY2h0aGotIjpbIkExMjMONSISIKEXMIMONTY 1L~
CJBRE1IJT19EQUIMWSIsSIkKFETULIOX0tII10sImpOaSI6ImI1NmZ1N2NiLWE3MTMt~
NDEyNiO4NDA4LWY3YTUINTIJiIMWRiIMSIsIktoYWNoSGFuzZ01lkIjozMD~
CyMTI2fQ.E78S1D11YKZVPwnUIQPhwDSTIMKJz07gIYrULbz7Bxbo ogdebxVrDyid-
dINFmCxw0k3eUA3DaPSYPRDByUENnxUg5cCLah93qUBQoBdQSJIYCDUXS5wcVCEQK4PT7Q—
JEsESxWpHUHgnB7ulM8sR6877wLti0Y2NakLAIFByDSMVAOtHRjGUo8kdR6BXh4Jgk-
VKenOAewIW]LXMgfjAQ3NVTkkzXNDXRPeSPszmvcIDGN TGc Sy2v 41MgAoV4kp-
DOVRivyKzn-hatLEIgPxQumgHuwH8wWWETo3aFjVWucyqOgGKFr2Pj4yJU  uj9BUeG-
W3WNT4QyJOekfTWgA4AIvg' \

Response headers

Content-Type: application/json

Response body

{
"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",
"object": [
{
"KQ": 1

I1.20 API X6a hop dong

- M0 ta: API cung cp phuong thic x6a hop dong

- URL: https://<domain API>/econtract-saas-service/api/hopdong/xoa
- Method: DELETE

- Header Params:

Name Type M/O Description
Content-Type String M application/json
Authorization String M Bearer JWT
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- Request Params:

Description

hopDongld Int M La ID caa hop dong trong hé thong eContract.

- Success Response:

Params Type Description
message String Mi két qua request tir hé théng (vi du: ECT-
00000000).
object Int hopDongld
- Example:
Request curl --location --request DELETE 'https://gateway-bus-econtract-v2-

stag.vnptit3.vn/econtract-saas-service/api/hopdong/xoa?hop-
DongId=418147" \

--header 'sec-ch-ua-platform: "Windows"' \

--header 'Authorization: Bearer eyJhbGciOiJSUzI1INiJ9.eyJzdWIiOi-
JLaGFjaGhhbmdVeWVuMDEiLCJITb0dpYX1UbyI6IjAzODkxOTUWMzQyNiIsIndvbGVz—
IjpbIkVDVDAWMCISIkVDVDAWNCISIkVDVDAWNSISIkVDVDAwWNLIIsIkVDVDAWNy—
IsIkVDVDAWOCIsSIkVDVDAxXMCIsIkVDVDAxXMSIsIkVDVDAxMiIsIkVDVDAxXMyIsIkVD—
VDAXNCIsIkVDVDAXNSIsIkVDVDAxNiIsIkVDVDAyMCIsIkVDVDAyOCIsIkVDV—
DAyOSIsIkVDVDAzMCIsIkVDVDAzMSIsIkVDVDAzMiIsIkVDVDAzMyIsIkVDVDAzZN-
CIsIkVDVDAzZNSIsIkVDVDAzNiIsIkVDVDAzNyIsIkVDVDAzOCIsIkVDVDAzOSIsIkVD-
VDAOMCIsIkVDVDAOMSIsIkVDVDAOMiIsIkVDVDAOMyIsIkVDVDAONSIsIkVDVDAONL-
IsIkVDVDAONyIsIkVDVDAOOCIsIkVDVDAOOSIsIkVDVDAIMSIsIkVDVDAINCIsIkVD-
VDAINSIsIkVDVDAINiIsIkVDVDAINyJdLCJIJOZWSUYWSNSWQiOjEsImlzcyI6I1Z0OUFQ—-
gRUNVbNRyYWNOIiwiVGhvbmdUaW5UYW1LaGOhbiI6IktoYWNoaGFuzZlVS5ZW4wMSIsI1~
R1b1RhaUtob2FuljoiTmfDtCBUaOG71yBUaHUgVXnDam4gMTExIiwiVGFpS2hvYW5JZ~
CI6ODAxXMDg4LCJIJUCmFuZlRoYWIUVE1kIjowLCJ0aG9tS2hhY2hIYW5nSWQiOjE~
sIkxvYWlLaGFjaEhhbmdJZCI6MSwiSWR1bnRpZnlDb2R1IjoiPzw7Pj0-
0jcOPDOSNDQ3R2Rtb2RkbWIrWXVpYjwINzk70T86PSE502k6PD4h0Ts50jw ITk70To-
PZC9OTQ5PTSONOO9Pj84OSFNPT470Dk6IU1IQUVCUOhNRUBVIUlIQUVCUOdEN—
z08Pz08NTQiLCJ0aWVyIjoic3RhZ21uZyIsI1RLSOhJRCIOMTUANTE3OCWiIYXRpI—
J01YjU2ZmU3Y2ItYTcxMy0OMTI2LTgOMDGtZjdhNTUIMMIXZGIxIiwiTGOhaUd~
PYX1UbyI6NDgsIkRvb1ZpSWQi0jEWMzEWOTgs ImV4cCI6MTc1NIEwODIyM-
CwiVGVuS2hhY2hIYW5nIjoiTmfDtCBUaOG71iyBUaHUgVXnDam4gMSIsImlhd-
CIOMTcINJjEWNDYyMCwiRGFuaFNhY2hOaGotIjpbIkExMJMONSIsSIKExXMJMONTY1L -
CIBRE1IJT19EQUIMWSIsSIKFETULIOX0tII10sImp0aSI6ImI1NmZ1IN2NIiLWE3MTMt~
NDEyNiO4NDA4LWY3YTUINTIJiMWRiMSIsIktoYWNoSGFuzZ01lkIjozMD~
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CyMTI2fQ.E78S1D11YKZVPwnUIQPhwDSTIMKJz07gIYrULbz7Bxbo ogdebxVrDyid-
dINFmCxwOk3eUA3DaPSYPRDByUENnxUg5cCLah9jqUBQoBdQSJYCDUX5wcVCEQK4P7Q-
JESESxWpHUHgnB7ulM8sR6877wLti0Y2NakLAIFByD5SMVAOtHRjGUo8kdR6BXh4Jgk-
VKenOAewIW]LXMgfjAQ3NVTkkzXNDXRPeSPszmvcIDGN TGc Sy2v 41MgAoV4kp-
DOVRivyKzn-hatLEIgPxQumgHuwH8wWWETo3aFjVWucyqOgGKFr2Pj4yJU  uj9BUeG-
W3WNT4QyJOekfTWgA4AIvg' \

Response headers | Content-Type: application/json

Response body {
"message": "ECT-00000000",
"statusCode": 200,
"status": "OK",

"object": 418147
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